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FOCAl REPORTS: THE TASk

In support of Switzerland’s critical infrastructure pro-
tection (CIP) efforts and CIP strategy development, 
the Swiss Federal Office for Civil Protection (FOCP) 
has tasked the Center for Security Studies (CSS) at 
ETH Zurich with producing focal reports (Fokusberi-
chte) on critical infrastructure protection. These focal 
reports are compiled using the following method: 
First, a ‘scan’ of the environment is performed with 
the aim of searching actively for information that 
helps to expand and deepen the knowledge and un-
derstanding of the issue under scrutiny. This is a con-
tinuous process based on the following sources: 

 � Internet Monitoring: New publications and docu-
ments with a) a general CIP focus and b) a focus 
on scenarios with specific importance for the 
FOCP are identified and collected. 

 � Science Monitoring: Relevant journals are identi-
fied and regularly evaluated (with the same two 
focal points as specified above). 

 � Government Monitoring: The focus is predomi-
nantly on policy developments in the united 
States, Canada, Sweden, Norway, Germany, the 
Netherlands, and the united kingdom as well as 
other states in the European vicinity that are rel-
evant to Switzerland. 

 
Second, the material collected is filtered, analyzed, 
and summarized in the focal reports.1 

1 Previous focal reports can be downloaded from the website 
of the Center for Security Studies (http://www.css.ethz.ch). 
The www.crn.ethz.ch website will cease to exist. 

http://www.css.ethz.ch
www.crn.ethz.ch
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INTRODuCTION

section 2 that positions this trend within the discus-
sion on complex systems; arguing that cyberspace 
represents a complex system and securing this do-
main is in itself a complex task. using this approach 
enables us to anchor the methodological shift as 
well as provide some insights on managing and as-
sessing cyber threats, in particular with regards to 
the critical infrastructure (CI) debate. Finally, we con-
clude with a discussion that provides recommenda-
tions for Switzerland – noting that cyber threats will 
continue to be a complex risk for CI sectors. Rather 
than adopting the false mindset that all attacks are 
preventable, we suggest that the major challenge 
ahead will be to enhance the resiliency of systems as 
well as to develop a sound risk communication strat-
egy that acknowledges the uncertainty, complexity 
and vulnerability within this domain. 

This report examines and compares publically avail-
able public and private cyber threat reports so to 
identify similarities and differences in threat assess-
ment methodology, audience, and purpose. Overall, 
our findings observe a shift from the (near exclusive) 
use of quantitative methods to a mixed-method 
approach that increasingly favors qualitative meth-
ods – such as anecdotal evidence and in-depth case 
studies – to assess and communicate cyber incidents. 
Though quantitative methods are still widely used 
and highly valuable in the area of cyber threat analy-
sis, this methodology has some limits due to the 
nature of the environment – one where the threat 
landscape in cyberspace2 is dynamic and complex due 
to its constantly changing and evolving tendencies. Such 
characteristics create a large degree of uncertainty that 
can result in an information deficit. When paired with 
qualitative methods, however, cyber threat reports can 
offer more in-depth analysis on specific cases and over-
arching trends. 

To unpack this trend, section 1 begins by comparing 
selected, publicly available cyber threat reports re-
leased in 2010 – 2011 by both the public and private 
sector (four from each sector). We first assess the 
similarities and differences, and then focus on a more 
detailed critique of quantitative and qualitative ap-
proaches – particularly describing the criticisms that 
have been levied against the use of quantitative 
methods. Following this, we utilize specific examples 
to highlight the growing role that qualitative meth-
ods are playing in assessing and understanding cyber 
threats. This shift to a so-called ‘mixed-method ap-
proach’ is embedded in a broader trend described in 

2 Cyberspace can be defined as “any process, program, or 
protocol relating to the use of the Internet, or an intranet, for 
data processing, transmission, or use in telecommunication,” 
see: united States. 2003. The National Strategy to Secure 
Cyberspace. Available at http://www.dhs.gov/xlibrary/assets/
National_Cyberspace_Strategy.pdf.

http://www.dhs.gov/xlibrary/assets/National_Cyberspace_Strategy.pdf
http://www.dhs.gov/xlibrary/assets/National_Cyberspace_Strategy.pdf
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1. ASSESSING CyBER THREAT REPORTS

structure and symmetry to our analysis, we looked 
at sources of data (i.e. where does the content come 
from), audience (who is the report addressed to), 
content (what threats are addressed, and more im-
portantly, in what way are they presented), purpose 
(stated and/or inferred), and methodology (how 
are threats are assessed). It bears mentioning that 
in comparing these two domains we did not utilize 
threat-specific reports but at times make reference 
to them.3 4 5

3 The exception being the uk’s non-annual threat report 
which focuses on the financial aspects of various cyber 
threats.

4 Microsoft Security Intelligence Report Volume 10: An in-depth 
perspective on software vulnerabilities and exploits, mali-
cious code threats, and potentially unwanted software in 
2010; Symantec Internet Security Threat Report: Trends for 
2010; Annual Report Pandalabs 2010 and Sophos Security 
Threat Report 2011. See bibliography for details.

5 Switzerland: Informationssicherung: lage in der Schweiz und 
international. Halbjahresbericht 2010/II (Juli – Dezember); 
Germany: Die lage der IT-Sicherheit in Deutschland 2011. 
Bundesamt für Sicherheit in der Informationssicherheit; 
united kingdom: The Cost of Cybercrime. A Detica Report in 
Partnership with the Office of Cyber Security and Information 
Assurance in the Cabinet Office. Cabinet Office; USA: Internet 
Crime Complaint Center: 2010 Internet Crime Report. See 
bibliography for details.

For our analysis, we examined publically available 
cyber threat reports published by the public and pri-
vate sectors in 2010 – 2011; with four reports (listed in 
Table 1) chosen from each sector. For the private sec-
tor we focused on well-established companies in the 
computer industry, whereas in the public sector we 
looked at government bodies that have a history of 
producing cyber threat reports, typically within the 
framework of protecting critical infrastructure (both 
physical assets and information networks). To give 

Private Sector Reports Public Sector Reports
Microsoft Security Intelligence Report Switzerland, Informationssicherung: lage der  

Schweiz und international
Symantec Internet Security Threat Report Germany, Die lage der IT-Sicherheit in Deutschland
Panda Security annual report united kingdom, The Cost of Cybercrime
Sophos Security Threat Report4 united States, 2010 Internet Crime Report5

Table 1: Private and public sector cyber threat reports used for this study
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readiness“.8 While it certainly would go too far to 
claim that data is distorted in such reports, the pos-
sibility of exaggerated threats must not be discarded. 
Consider, another example, McAfree’s “Virtual Crimi-
nality Report 2009”, which was ominously subtitled 
“Virtually Here: The Age of Cyberwar”. Though the 
authors state it is “not to create hype or stoke unwar-
ranted fear”, the report goes on to make rather strong 
statements, such as: “The Private Sector in the Cross-
hairs: The threat to private companies and citizens is 
real. Nation-states have contemplated launching cy-
ber attacks that could be far more devastating than 
what was seen in Estonia or Georgia”.9

Second, turning to the public sector reports, we 
found that, with the exception of the Swiss report,10 
the three public sector cases used in this analysis 
provide annual reports on cyber threats. unlike the 
private sector, however, the public sector reports have 
slight variance in purpose and audience (stated or 
inferred). For example, each report is partly focused 
on the distinct threat and security situation in their 
respective country, reflecting on trends, possible im-
plications of threats, and future perspectives. As for  
audience, Switzerland’s Information Assurance Cen-
tre MELANI addresses “private computer and Internet 
users, as well as small and medium sized businesses 
(SMBs)”11 with the objective to educate computer us-
ers and small businesses about the current threats 
and create awareness so to mitigate risks. Although it 
does not state explicitly, the German BSI (Federal Of-
fice for Information Security) report basically serves 

8 “2011 State of Security Survey: Global Findings,” Symantec 
(2011), p. 3. Available at: http://www.symantec.com/content/
en/us/about/media/pdfs/symc_state_of_security_2011.pdf.

9 “Virtual Criminality Report 2009: Virtually Here: The Age of 
Cyberwar,” McAfree (2009), p.14. Available at: http://www.
mcafee.com/in/resources/reports/rp-virtual-criminology-
report-2009.pdf

10 Switzerland’s Information Assurance Centre MElANI publish-
es two reports per year. For more information see: Reporting 
and Analysis Centre for Information Assurance, Available at: 
http://www.melani.admin.ch

11 http://www.melani.admin.ch.

Despite the public nature of the reports, we found 
some interesting similarities and differences be-
tween the two sectors (for a comprehensive over-
view of the selected threat reports and their main 
characteristics, see Table 2). First, in terms of the pri-
vate sector reports, there was a certain commonal-
ity in overall purpose and targeted audience. Broadly 
speaking, these companies used such publications to 
promote products and services that provide detailed, 
privileged, in-depth and specifically tailored threat 
information to their customers. For example, Micro-
soft states that their “report is designed to give our 
customers, partners, and the industry a better under-
standing of the threat landscape so that they will be 
in a better position to protect themselves and their 
assets from criminal activity”.6 This is clear even in 
reports that do not explicitly mention the addressed 
parties. Overall, this brings to light an important as-
pect of such reports: Dealing with cyber threats is at 
the core of their business model. Consequently, the 
information published in these firms’ free security 
reports have to be read with the knowledge that al-
though they might provide informative overviews of 
current threats, they are also released under the um-
brella of marketing the companies’ work, which may 
introduce some bias.7 To note, Symantec acknowledg-
es the reports’ usefulness for its own financial goals 
in the introduction, stating “of course, the insights 
from this survey provide a strategic market outlook 
for Symantec. At the same time, however, sharing its 
results with the industry in general and IT profes-
sionals in particular will help provide benchmarks 
for assessing the state of their own cybersecurity 

6 Microsoft, 2011, p. 11.

7 The abundance of private sector surveys and reports is not 
free from fundamental criticism: “While vendors say these 
surveys and reports are meant to alert IT professionals to 
growing security threats and to help vendors determine 
what sorts of products customers need, in fact they’re creat-
ing a thick layer of fear, uncertainty and doubt, […]that helps 
sell products […].” See Garretson, Cara and Messmer, Ellen 
(2006): “It’s raining IT security surveys”. Network World, Avail-
able at http://www.networkworld.com/news/2006/032006-
security-surveys.html.

http://www.symantec.com/content/en/us/about/media/pdfs/symc_state_of_security_2011.pdf
http://www.symantec.com/content/en/us/about/media/pdfs/symc_state_of_security_2011.pdf
http://www.mcafee.com/in/resources/reports/rp-virtual-criminology-report-2009.pdf
http://www.mcafee.com/in/resources/reports/rp-virtual-criminology-report-2009.pdf
http://www.mcafee.com/in/resources/reports/rp-virtual-criminology-report-2009.pdf
http://www.melani.admin.ch
http://www.melani.admin.ch/
http://www.networkworld.com/news/2006/032006-security-surveys.html
http://www.networkworld.com/news/2006/032006-security-surveys.html
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clearly does. The uS case also engages in some quan-
tifying of impact but not to the degree seen in the uk 
case. Indeed, with its focus on and calculation of the 
financial aspects of cyber threats, the UK’s report is 
unique. In all of the other reports, regardless of sector, 
there is a reluctance to use exact financial data, and, 
with the exception of the Microsoft report, to pro-
vide too much quantitative data on threats. This re-
luctance may well be explained by the criticism that 
purely quantitative threat surveys and reports have 
received in recent years and one that we will discuss 
in the following section as we delve more deeply into 
the discussion on methodology. Here, we find one no-
table observation: While the private sector tends to 
lean more towards quantitative analysis, qualitative 
methods are emerging as a powerful component for 
cyber threats analysis – this includes providing an-
ecdotal evidence and in-depth case studies on cyber 
incidents.

the same purpose.12 While not all-encompassing, a 
very broad range of different threats is discussed in 
both reports as well as the need for effective counter 
measures to include public private partnerships and 
end user education. As for data, MElANI relies on vari-
ous sources, ranging from different security reports, 
online news articles, as well as its own insights and 
experiences with cyber threats. likewise, the German 
report also uses its own sources as well as external 
information and lists them in a bibliography. In con-
trast, the uS report produced by the Internet Crime 
and Complaint Center (IC3) serves as both a “reposi-
tory for victim complaints” and “conduit for law en-
forcement to share information and pursue cases 
that often span jurisdictional boundaries.”13 Thus its 
data comes from the complaints and incidents sent 
to IC3. yet, in the united kingdom’s (uk) report we 
found some notable distinctions. For one, it focuses 
explicitly on the financial losses caused by cyber at-
tacks; specifically putting a price tag on how various 
cyber threats impact the uk’s economy. This is con-
sidered as an important aspect because “estimates 
of the cost of cyber-crime have until now failed to ad-
dress the breadth of the problem and have not been 
able to provide a justifiable estimate of economic 
impact”.14 

Pooled together, while the Swiss and German cases 
refrain from focusing on certain sectors over others 
or quantifying the impact of threats, the uk report 

12 BSI specifically states that its objective is “to promote IT 
security in Germany. The BSI is first and foremost the central 
IT security service provider for the federal government in 
Germany. However, we also offer our services to IT manufac-
turers as well as private and commercial users and providers 
of information technology because effective security is only 
possible when everyone involved contributes.” For more see: 
https://www.bsi.bund.de/EN/Home/home_node.html.

13 uSA: Internet Crime Complaint Center: 2010 Internet Crime 
Report, p.4. Available at: http://www.ic3.gov/media/annualre-
port/2010_ic3report.pdf

14 “The Cost of Cybercrime: A Detica Report in Partnership with 
the Office of Cyber Security and Information Assurance in 
the Cabinet Office”, United Kingdom Cabinet Office, Detica 
(2011), p.2. Available at: http://www.cabinetoffice.gov.uk/sites/
default/files/resources/the-cost-of-cyber-crime-full-report.pdf.

https://www.bsi.bund.de/EN/Home/home_node.html
http://www.ic3.gov/media/annualreport/2010_ic3report.pdf
http://www.ic3.gov/media/annualreport/2010_ic3report.pdf
http://www.cabinetoffice.gov.uk/sites/default/files/resources/the-cost-of-cyber-crime-full-report.pdf
http://www.cabinetoffice.gov.uk/sites/default/files/resources/the-cost-of-cyber-crime-full-report.pdf
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Report Name Sources of data Audience Content Purpose
Microsoft Security  
Intelligence Report

In-house data collected 
through Microsoft ser-
vices and programs

Consumers, customers, 
partners, the industry

Quantitative analysis 
of threat data collected 
by Microsoft; Quantita-
tive threat overviews 
for countries

Provide detailed, quan-
titative and technical 
overview on current 
threats

Symantec Internet  
Security Threat Report

In-house data collected 
through Symantec’s 
“global network”

Consumers, customers, 
partners, the industry

Five in-depth articles 
on current threat 
categories (targeted 
attacks, social network-
ing/engineering, zero-
day-vulnerabilities, 
attack kits and mobile 
threats)

Provide information 
about current threats, 
highlight examples 
& best practices for 
avoiding certain scams

Sophos Security  
threat report

In-house data from 
Sophos’ “Collective 
Intelligence Database”

Consumers, customers, 
partners, the industry

Introduction to differ-
ent threats, providing 
detailed explanations 
and examples, figures 
and statistics

Provide information on 
various current threats 
as well as guidance on 
how to counter threats

Annual Report  
PandaLabs

In-house data from 
Pandalabs, news 
sources, surveys

Consumers, customers, 
partners, the industry

Descriptions of current 
cybersecurity issues 
via small articles on 
specific threats. Main 
focus on the threats’ 
qualitative aspects. 
Provide list of possible 
future threats

Provide information 
on current threats for 
enhanced protection

Switzerland:  
Informationssicherung: 
Lage in der Schweiz  
und international, 
2010/II

Various sources (news 
articles, technology 
reports, own research)

Private computer and 
Internet users; small 
and medium sized 
businesses (SMBs)

An overview about 
various national and 
international cyber 
threat occurrences and 
threat categories. Also, 
prevention strategies 
are discussed

Providing information 
on current threats and 
thereby contributing to 
threat prevention

Germany: Die Lage 
der IT-Sicherheit in 
Deutschland, 2011

Various sources (own 
government research 
and statistics, technol-
ogy reports and news 
articles)

Private computer and 
Internet users; small 
and medium sized 
businesses (SMBs)

An overview about 
various cyber threat 
occurrences and cat-
egories

Explaining current 
threats in detail and 
providing threat pre-
vention strategies for 
readers

United Kingdom:  
The Cost of Cybercrime, 
2011

Various economic 
sources and estimates

Government and busi-
ness sector

Giving an estimate 
on the exact financial 
impact of cybercrime 
for the uk

Alerting businesses 
and the government 
to the high costs of 
cybercrime

United States:  
Internet Crime Com-
plaint Center: 2010 
Internet Crime Report 

Own data collected by 
the Crime Complaint 
Center

Any parties interested 
in the Crime Complaint 
Center’s annual work 
and statistics

An overview of the 
Crime Complaint Cen-
ter’s activities. Analysis 
of more than 300 000 
complaints about 
cyber threats

Explaining some of the 
more common threats 
and providing strate-
gies to prevent falling 
victim to cyber threats

 
Table 2: Similarities and Differences
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(operationalized as monetary losses) that an average 
attack would cause was, in theory, seen as sufficient 
for predicting future developments, risk levels and 
adopting appropriate prevention measures. This ap-
proach, however, has met growing criticism,15 with 
two major issues of concern: on the one hand, data 
collection and sampling and, on the other hand, the 
operationalization of threats as costs. 

First, the general critique with data collection and 
sampling has been that such methods lead to flawed 
assessments given the dynamic and rapidly chang-
ing nature of the information technology (IT) secu-
rity landscape. The key argument has been that such 
activities would never be able to make significant 
comparisons over time nor provide any reliable pre-
dictions due to the constant behavioral shifts in this 
domain.16 The nature of the system – one that is com-
plex and constantly changing – hinders the ability 
to detect all attacks, which are typically carried out 
to avoid detection. For example, the Stuxnet virus, 
which has been branded as a “cyber missile”, was 
launched in 2009 though not detected until 2010 by 
VirusblokAda, a Belarus-based security company.17 By 
(allegedly) targeting SCADA (supervisory control and 
data acquisition) systems in the Iranian nuclear pro-
gram, Stuxnet was able to manipulate nuclear centri-
fuges by feeding false data and orders to the systems 
controls, causing the system to be slowly damaged 
by either slowing down the centrifuge process or 
causing it to surge. Furthermore, as the timeline in-
dicates, Stuxnet was able to hide from detection for 
some time before it was discovered. Highlighting the 
concern raised by this case, a 2011 Chatham House 

15 Winkler, Ira. “Time to end the FBI/CSI study?” Computerworld, 
26 September 2006. Available at: http://www.computerworld.
com/s/article/9003640/Time_to_end_the_FBI_CSI_study_ 
and Baker, Wade H. and Wallace, Linda (2007), “Is Information 
Security Under Control? Investigating Quality in Information 
Security Management”, Security & Privacy, IEEE 5:1, p. 36 – 44.

16 We further discuss these characteristics in section 2. 

17 The Economist, “A cyber-missile aimed at Iran?” 24 Septem-
ber 2010. Available at: http://www.economist.com/blogs/
babbage/2010/09/stuxnet_worm.

1.1 Quantitative vs. Qualitative 
Approaches

In comparing methodological approaches, we found 
that the public sector tends to lean more towards 
utilizing qualitative methods to assess and commu-
nicate threats, whereas the private sector rely more 
heavily on quantitative methods. yet, interestingly, as 
we describe in this section, the private sector reports 
are increasingly incorporating qualitative methods 
into their reports; a trend which points to the grow-
ing popularity and utility of a mix-method approach. 
Of course, one might be quick to assume that given 
the nature of publicly available reports (to be broadly 
assessable, and to also serve a communication func-
tion) it would make sense for analysis to be tailored 
for both technical and non-technical backgrounds. 
While this is partly true, it is also true that the ex-
clusive use of quantitative methods to assess cyber 
threats has met increasing criticism and limitations 
in recent years. Going forward, we first look more 
closely at these criticisms and then explore the grow-
ing role that qualitative approaches are playing in 
the assessment and, perhaps more importantly, the 
communication of cyber threats. 

1.1.1 Quantitative Approaches – A Traditional 
Approach Meets Criticism

During the 1990s, as cyber security concerns gained 
traction, quantitative methods were typically viewed 
as the best approach to assess cyber threats to in-
formation networks. Regardless of the sector, the 
primary objective was to use data on past acts to 
estimate current and future risks. In simple terms, 
this basically meant that cyber security professionals 
were counting incidents to calculate the costs from 
intrusions and assess prevention efforts. In fact, until 
2005, knowing how many and which kind of incidents 
occurred was seen as a sound basis to estimate fre-
quency and distribution of future incidents. keeping 
track of attacks coupled with estimating the damage 

http://www.computerworld.com/s/article/9003640/Time_to_end_the_FBI_CSI_study_ and Baker
http://www.computerworld.com/s/article/9003640/Time_to_end_the_FBI_CSI_study_ and Baker
http://www.computerworld.com/s/article/9003640/Time_to_end_the_FBI_CSI_study_ and Baker
http://www.economist.com/blogs/babbage/2010/09/stuxnet_worm
http://www.economist.com/blogs/babbage/2010/09/stuxnet_worm
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companies or the business sectors.21 Without such a 
differentiation the calculation of average frequency 
of attacks is questionable.22 

Second, operationalizing the threats as costs also 
raises reliability issues. This method pertains to the 
tendency to look at past cyber-attacks and estimate 
the costs incurred from those intrusions. For instance, 
the 14th Annual CSI Computer Crime and Security Sur-
vey showed that:

“[…] respondents suffered, on average, $234,000 in 
losses due to security incidents from July 2008 to June 
2009. This is a 19 percent drop from last year’s average 
of $289,000; which was a 16 percent drop from 2007’s 
average of $345,000”.23 

Remarkably, this report then goes on to discredit its 
own findings, stating that “despite anonymity, only 
102 respondents to the CSI survey (less than 25 per-
cent) were willing to share details of their financial 
losses” – hardly a statistically significant number. 
Also, according to the 2009 CSI Report,24 the Ponemon 
Institute calculated an average loss per respondent 
of US $6.6 million, whereas the CSI found no losses 
over US $6 million for the same period. The report ad-
mits that this must be due to “differences in our sur-
vey pool” – putting in doubt not only the validity and 
usefulness of its own cost estimates, but, by associa-

21 Some security bloggers have even ridiculed the CSI/FBI re-
ports, calling it “humorous relief” because of not being based 
on “statistically solid” numbers and therefore dismissing it 
because they see the survey methods as flawed to the point 
where “there is no reason to give this survey any credence”. 
See Walsh, Chris (2006): CSI/FBI survey considered harmful. 
Available at: http://emergentchaos.com/archives/2006/07/
csifbi-survey-considered-harmful.html and Chuvakin, Anton 
(2006). “On 2006 CSI/FBI survey.” Available at: http://chuva-
kin.blogspot.com/2006/07/on-2006-csifbi-survey.html.

22 Guillot, Alexis and Kennedy, Sue (2007). “Information Security 
Surveys: A Review of the Methodologies, Critics and a Prag-
matic Approach to their Purposes and usage,” Proceedings of 
5th Australian Information Security Management Confer-
ence, Edith Cowan university, Perth Western Australia, p. 66f.

23 CSI (2009), p. 13.

24 Ibid, pp.13 – 15.

study noted that, “the discovery of Stuxnet virus in 
2010 provided evidence of the growing sophistica-
tion of cyber threats and the potential damage they 
could cause to governments, organizations, and criti-
cal infrastructure around the world.”18 In another 
example, in August 2011, McAfee released the report 
“Operation Shady RAT”, which documented a five year 
long targeted cyber attack on the systems of various 
governments, the united Nations, and large com-
panies from various industries. Comparably, while 
Stuxnet may be labeled sabotage, Operation Shady 
RAT can be classified as cyber theft and espionage.19 
Both, however, were similar in that they were able to 
avoid detection and successfully penetrate various 
systems. 

Another issue concerns the use of surveys to col-
lect information on threats to computer security 
(renowned examples include the Computer Security 
Institute (CSI) and specific publication outlets such 
as Information Week and Information Security). Over 
time, such surveys revealed high variance in find-
ings that led to numerous contradictions between 
reports.20 This is understandable considering that 
most (if not all) of such surveys are not representa-
tive of any group. For example, the choice of samples 
seldom has any theoretical foundation as many sur-
veys do not differentiate between the varying size of 

18 Cornish, Paul et al (2011). “Cyber Security and the UK’s Critical 
National Infrastructure.” A Chatham House Report, Septem-
ber 2011. 

19 Alperovitch, Dmitri (2011). “Revealed: Operation Shady RAT,” 
McAfree, White Paper. Available at: http://www.mcafee.com/
us/resources/white-papers/wp-operation-shady-rat.pdf.

20 Computer Security Institute (2009). “14th Annual CSI Com-
puter Crime and Security Survey, Comprehensive Edition,” 
Computer Crime and Security Survey report, December, pp. 
13 – 15. Available at: http://gocsi.com/sites/default/files/pdf_
survey/CSI%20Survey%202009%20Comprehensive%20Edition.
pdf. For some of the problems concerning the validity of data 
from cyber threat surveys, see Soo Hoo, Kevin J. (2000). “How 
Much Is Enough? A Risk-Management Approach To Computer 
Security. Consortium for Research on Information Security 
and Policy (CRISP), Available at http://citeseerx.ist.psu.edu/
viewdoc/download?doi=10.1.1.16.4127&rep=rep1&type=pdf, 
especially p. 29 – 46.

http://emergentchaos.com/archives/2006/07/csifbi-survey-considered-harmful.html
http://emergentchaos.com/archives/2006/07/csifbi-survey-considered-harmful.html
http://chuvakin.blogspot.com/2006/07/on-2006-csifbi-survey.html
http://chuvakin.blogspot.com/2006/07/on-2006-csifbi-survey.html
http://www.mcafee.com/us/resources/white-papers/wp-operation-shady-rat.pdf
http://www.mcafee.com/us/resources/white-papers/wp-operation-shady-rat.pdf
http://gocsi.com/sites/default/files/pdf_survey/CSI%20Survey%202009%20Comprehensive%20Edition.pdf
http://gocsi.com/sites/default/files/pdf_survey/CSI%20Survey%202009%20Comprehensive%20Edition.pdf
http://gocsi.com/sites/default/files/pdf_survey/CSI%20Survey%202009%20Comprehensive%20Edition.pdf
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.16.4127&rep=rep1&type=pdf
http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.16.4127&rep=rep1&type=pdf
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million computers worldwide, which is then used to 
identify: 

 � the change of global infection rates in different 
countries

 � trends in the frequency of occurrence within dif-
ferent threat categories

 � the type of rogue/scareware variants and spam 
that were most often seen during the year 

 � overall worldwide infection rates per country.28 
 
likewise, Symantec states that it has compiled its re-
port using “some of the most comprehensive sources 
of Internet threat data in the world through the Sy-
mantec™ Global Intelligence Network […]”, with “in-
telligence from more than 133 million client, server, 
and gateway systems that have deployed its antivi-
rus products”.29 Panda Security uses a bit softer lan-
guage, alluding to “data in our Collective Intelligence 
database”,30 while Sophos Security lists internal (Na-
ked Security, Sophoslabs) and external sources (vari-
ous security news outlets).31 Sophos additionally re-
lies on security related surveys it conducts regularly. 
The reports are all therefore based on large data col-
lection of various threats and, as we have highlighted 
through anecdotal evidence, attempt to bestow a 
certain confidence with such methods. 

The use of quantitative methods in the public sector 
reports is not as common but there are some notable 
exceptions. The united kingdom (uk), for instance, 
recently published a cyber-threat report that uses a 
quantitative approach. The collaborative study be-
tween the Cabinet Office and Detica, a private intel-

28 This data is outlined in Microsoft’s report, pp 33 – 77. While the 
abundance of statistical data may be interesting for industry 
experts, the report lacks information on counter-strategies 
and best practices. Notably, qualitative analysis – such as a 
general portrayal of trends, exemplary cases or development 
of possible scenarios – are absent from the Microsoft report.

29 Symantec, p.1.

30 Pandalabs, p.19.

31 Sophos, p.50.

tion, Ponemon’s data as well. These diverse results 
reveal that the task of putting an average (or even, in 
single cases, a precise) price tag on damage caused 
by cyber-attacks may well be next to impossible. 
Moreover, such attempts have been called “a highly 
speculative activity”, not only because some data is in 
itself difficult to quantify (in terms of value), but also 
because it depends upon who is in possession of the 
information. As Soo Hoo remarks, “sensitive commer-
cial R&D information in the hands of a competitor is 
significantly more problematic than if it were in the 
hands of a Netherlands teenager.”25 The unfortunate 
tendency is for most studies to provide estimates of 
losses that give (false) impression of accuracy even 
though there is a high probability of inaccuracy. This, 
of course, can lead to poor decisions about security 
measures.

Regardless of the aforementioned critiques, quanti-
tative methods are still widely used – especially by 
the private sector. This is not surprising, given that 
numbers, or rather data, suggest a certainty about 
the threat that many decision-makers desire. For ex-
ample, take the private sector, which is able to use 
(in-house) data gathered through their technolo-
gies and products. Microsoft, for instance, boasts 
the “most comprehensive and detailed perspective 
on the threat landscape available in the software in-
dustry” stemming from the various Microsoft-owned 
services and programs installed on millions of com-
puters.26 In addition, its 2010 analysis is presented as 
an “in-depth perspective on software vulnerabilities 
and exploits, malicious code threats, and potentially 
unwanted software”, using quantitative methods 
in much of its reporting.27 Given the size of this pri-
vately-owned company in the computer industry, 
Microsoft is able to collect data from a reported 600 

25 Soo Hoo, kevin J. (2000), p. 40.

26 Microsoft, p.71f.

27 Microsoft, p.1.
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space puffery”37 or, in other words, not much more 
than public relations (PR) for Detica.38 

1.1.2 Growing Importance of Qualitative Reports

Overall, the critique of surveys that mainly utilize 
quantitative methods has led to improved threat 
studies and practices, with qualitative methods gain-
ing more and more weight. In this regard, expert 
opinions and analysis are used to enhance the more 
qualitative aspects of cyber threat assessments. Of 
course, the need for a certain degree of quantitative 
data remains, but the focus has shifted from relying 
solely on numbers and statistics to a more general 
portrayal of trends, analysis of exemplary cases, and 
the development of future scenarios. Indeed, such ef-
forts offer a good alternative to gathering informa-
tion about cyber incidents that are either difficult to 
measure directly, hard to operationalize, or simply dif-
ficult to set in a numeric relation. Needless to say, the 
use of a mixed-method approach (that leans more 
toward qualitative methods) to assess and commu-
nicate cyber threats is a trend we observed in this 
analysis – particularly in the public sector. A striking 
example is found in the evolution of threat reports 
by leading Computer Emergency Response Teams 
(CERTs). The uS-CERT, from 2006 to 2009, published 
“Quarterly Trend and Analysis Reports”39 containing 
detailed metrics about cyber threats. It has since 
stopped publishing these quarterly reports, instead 
addressing current threats in the “Monthly Activity 

37 Peter Sommer, quoted in: Espiner, Tom. (2011). “Cybercrime 
cost estimate is ‘sales exercise’, say experts”, ZDNet uk. 
Available at: http://www.zdnet.co.uk/news/security-th-
reats/2011/02/18/cybercrime-cost-estimate-is-sales-exercise-
say-experts-40091866/.

38 This is not to say that industrial IP theft is not a serious 
threat – the criticism just shows that the attempt at quanti-
fying cyber threats in financial terms may often be problem-
atic and lead to useless and potentially misleading results.

39 US-Cert. (2006). “Quarterly Trends and Analysis Report, 1:1.” 
Available at: http://www.us-cert.gov/press_room/trendsand-
analysisQ306.pdf.

ligence solutions company owned by the defense 
contractor BAE Systems, notes that: 

“Our assessments are, necessarily, based on estimates 
and assumptions rather than specific examples of cy-
ber-crime, or from data of a classified or commercially-
sensitive origin. We have drawn instead on information 
in the public domain, supplemented by the tremen-
dous knowledge of numerous cyber security, business, 
law enforcement and economics experts from a range 
of public and private-sector organizations”.32 

The report estimates that “the cost of cyber-crime 
to the uk to be £27bn per annum,” and, more spe-
cifically, “[a] significant proportion of this cost comes 
from the theft of IP from uk businesses, which we 
estimate at £9.2bn per annum.” 33 yet, it not only does 
not detail how the authors arrived at such figures 
and but also acknowledges that “the proportion of IP 
[intellectual property] actually stolen cannot at pres-
ent be measured with any degree of confidence”.34 
Toggling between certainty and ambiguity, the study 
also claims that “[i]n all probability, and in line with 
our worst-case scenarios, the real impact of cyber-
crime is likely to be much greater”.35 Not surprisingly, 
the report has been heavily criticized by cybersecu-
rity scholars as being “meaningless”,36 or, as london 
School of Economics Professor Peter Sommer put it, 
“[t]he report is full of fake precision.” Sommer ulti-
mately calls it an “unfortunate item of British Aero-

32 The Cost of Cybercrime, p.2.

33 Ibid.

34 Ibid, p.16.

35 Ibid.

36 Moore, Tylor. “Why the Cabinet Office’s £27bn cyber-crime 
cost estimate is meaningless,” light Blue Touchpaper, 17 
February 2011. Available at: http://www.lightbluetouchpaper.
org/2011/02/17/why-the-cabinet-offices-27bn-cyber-crime-
cost-estimate-is-meaningless/.

http://www.zdnet.co.uk/news/security-threats/2011/02/18/cybercrime-cost-estimate-is-sales-exercise-say-experts-40091866/
http://www.zdnet.co.uk/news/security-threats/2011/02/18/cybercrime-cost-estimate-is-sales-exercise-say-experts-40091866/
http://www.zdnet.co.uk/news/security-threats/2011/02/18/cybercrime-cost-estimate-is-sales-exercise-say-experts-40091866/
http://www.us-cert.gov/press_room/trendsandanalysisQ306.pdf
http://www.us-cert.gov/press_room/trendsandanalysisQ306.pdf
http://www.lightbluetouchpaper.org/2011/02/17/why-the-cabinet-offices-27bn-cyber-crime-cost-estimate-is-meaningless/
http://www.lightbluetouchpaper.org/2011/02/17/why-the-cabinet-offices-27bn-cyber-crime-cost-estimate-is-meaningless/
http://www.lightbluetouchpaper.org/2011/02/17/why-the-cabinet-offices-27bn-cyber-crime-cost-estimate-is-meaningless/
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million”.45 Nevertheless, the report is interesting in 
the major role that qualitative methods play in as-
sessing and communicating threats and trends. In 
line with this approach, Sophos and Panda Security 
also reported some figures but mainly focused on 
providing detailed descriptions of various reported 
threats. In fact Sophos alluded to the relevance of 
this approach stating that: 

“[a]t the root of cybersecurity, it’s all about people […]. 
understanding of the threats, the threat methods and 
the tools we can use to protect ourselves now and in 
the future is the best and simplest way to minimize the 
danger”.46 

Indeed, to a certain extent both reports achieve this 
by providing an overview of the threats and thus rais-
ing awareness of the problem. 

Returning to the public sector, while we observed 
that all of the reports favor qualitative methods, the 
most extensive qualitative analysis of cyber threats 
is found in the Swiss and the German cases. Inter-
estingly, they resemble the private sector reports 
produced by Sophos and Panda Security – but, their 
descriptions of the problems are more detailed and 
country specific. They also try to avoid framing the 
threats with exact figures, rather describing them in 
terms of general, observable trends. This can include: 
highlighting the spread of new threats, protective 
measures, and specific qualitative developments. 

Overall, the growing utility of qualitative approaches 
in cyber threat assessments seems understandable 
given the criticisms of quantitative methods as well 
as the apparent benefits that come from utilizing a 
mixed-method approach (i.e. allows reports to speak 
to tech and non-tech audiences, more in-depth look 
into key threats, trend analysis, etc.). However, this 

45 Symantec, p.17.

46 Sophos, p.48.

Summaries”40, which is more descriptive. Similarly, 
from 2002 to 2007, the Australian Computer Emer-
gency Response Team AusCERT conducted yearly 
“Computer Crime and Security Reviews”. However, it 
has since it stopped such survey work and switched 
to publishing targeted, specific threat information.41 
The same is true for the Software Engineering Insti-
tute’s CERT at Carnegie Mellon where from 1995 to 
2008 it published detailed vulnerability statistics un-
til it announced: “[W]e are no longer collecting and 
publishing these statistics […]”.42 Such examples in-
dicate a shift away from purely quantitative research 
activity. 

As noted, in the private sector quantitative methods 
continue to play a more prominent role. But, with the 
exception of Microsoft which relies more on quanti-
tative methods, the other three companies analyzed 
in this report utilize more of a mixed-method ap-
proach. For example, though Symantec lists many 
figures,43 the main focus is on qualitative analysis. It 
divides the threats from 2010 into five categories: tar-
geted attacks, social networking and social engineer-
ing, zero day exploits, attack kits and mobile threats.44 
Drawing from examples, it provides in-depth descrip-
tions, insight into the trajectory of the threat, and 
highlights best practices for enterprises and consum-
ers. Of course, Symantec does not refrain from using 
debatable cost estimates in the report’s conclusion, 
for instance claiming that, “the average cost per in-
cident of a data breach in the united States was 7.2 

40 See, for example: US-CERT. (2009). “Monthly Activity Sum-
mary,” June. Available at: http://www.us-cert.gov/press_room/
monthlysummary200906.pdf.

41 The AusCERT’s threat surveys (2002 – 2006) are available at: 
http://www.auscert.org.au/render.html?it=2001.

42 See CERT statistics (historical), available at: http://www.cert.
org/stats/.

43 Symantec also offers a long version of the same report which 
can be accessed on http://www.symantec.com/business/thre-
atreport/index.jsp; The long version is similar to the Microsoft 
(numbers and graphs on most pages) report but it also 
includes three pages of “best practices” in order to counter 
threats.

44 Symantec, p.7ff.

http://www.us-cert.gov/press_room/monthlysummary200906.pdf
http://www.us-cert.gov/press_room/monthlysummary200906.pdf
http://www.auscert.org.au/render.html?it=2001
http://www.cert.org/stats/
http://www.cert.org/stats/
http://www.symantec.com/business/threatreport/index.jsp
http://www.symantec.com/business/threatreport/index.jsp
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observation also presents an opportunity to position 
this trend within a discussion on the challenges that 
come with managing today’s complex environment 
– especially for critical infrastructures. For this we 
now pivot our analysis to the world of complexity sci-
ence where we characterize cyberspace as a complex 
system and cyber security (within the CIP domain) as 
thus a ‘complex security challenge’ or rather ‘com-
plex risk’ that requires different tools, concepts, and 
mindsets in which to manage it. 



CRN REPORT Focal Report 6 – Assessing Threats in Cyberspace:

16

2. CyBER RISkS AND CRITICAl INFRASTRuCTuRES 

technology for information and data exchange.”47 
In fact, today billions of people are now connected 
through this borderless virtual playground where 
individual computers interact with computer net-
works that control “physical objects such as electri-
cal transformers, trains, pipeline pumps, chemical 
vats, radars, and stock markets, all of which exist be-
yond cyberspace.”48 

Needless to say, such developments have brought 
to light the contemporary inter-relationship and de-
pendence between technical, physical and human 
systems. Such a relationship can be viewed as a large 
complex system (with systems within systems) that 
contains many components with varying degrees of 
connectivity between them. Cyberspace, for instance, 
is a complex system, “composed of hundreds of thou-
sands of interconnected computers, servers, routers, 
switches, and fiber optic cables”49 that is connected 
to complex critical infrastructures. In fact, the united 
States Department of Homeland Security (DHS) re-
ferred to cyberspace as the “nervous system” of CIs; 
delivering key public services and goods.50 Character-
istically such systems are non-linear and thus small 
changes can have big effects. To illustrate, a techni-
cal breakdown of a small transformer, caused by the 
failure in the information network, can cascade into 
major disruptions across an electrical power grid, 
manifesting into disruptions to key public services 
(e.g. electrical power). Comparably, a minor computer 
glitch in the financial sector can have far-reaching 

47 Umberger, Harold and Gheorghe, Adrian, (2011). “Cyber Secu-
rity: Threat Identification, Risk and Vulnerability Assessment”, 
in: Adrian Gheorghe and liviu Muresan (eds.), Energy Security: 
International and local Issues, Theoretical Perspectives, and 
Critical Energy Infrastructures. Available at: http://www.
springerlink.com/content/p414u42001210l2h/fulltext.pdf.

48 uS National Strategy to Secure Cyberspace, p.viii.

49 Ibid.

50 Ibid.

Though these findings have relevance on their own, 
they gain even more traction when viewed through 
the prism of critical infrastructure protection (CIP). 
Not only since the discovery of Stuxnet – but with far 
more urgency ever since – has there been a particular 
focus on the vulnerability of SCADA (supervisory con-
trol and data acquisition) systems, or computer sys-
tems that monitor and control industrial, infrastruc-
ture, or facility-based processes, many of which are 
considered critical. Through SCADA systems, cyber-
incidents can potentially cause severe physical dam-
age in critical infrastructures. Threat assessment in 
the cyber-domain therefore has a direct link to the 
broader CIP debate. We first rehash how and why cy-
berspace is a complex system and what that means 
for critical infrastructures, before we look at the con-
sequences this has for protection efforts. 

2.1. Cyberspace as a Complex System

As is well known, during the 1990s, the rapid growth 
of the Internet, and broad accessibility of informa-
tion technology in general, created an entire new 
sub-layer for virtual interactions and activities to 
occur between information (technical) networks 
as well as human (social) networks. Daily activities, 
such as banking or sending documents between col-
leagues that were once carried out exclusively in the 
physical domain, soon met a virtual component. In-
deed, in some cases the virtual component has su-
perseded the importance of the physical component 
or at least operates on the same level of significance. 
For example, the delivery of many critical services 
(such as electricity and telecommunications) is now 
“totally dependent on the Internet and IP-based 

http://www.springerlink.com/content/p414u42001210l2h/fulltext.pdf
http://www.springerlink.com/content/p414u42001210l2h/fulltext.pdf
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(as referenced above) coupled with the changing and 
broadening scope of cyber threats to public and pri-
vate organizations makes cyber security an increas-
ingly challenging task. Indeed as Cornish et al. note: 

“Both large and small cyber dependencies and vulner-
abilities often go unrecognized in management strat-
egies and risk registers. In some cases cyber risks may 
be obscured and hidden inside the wider supply chain, 
several steps removed from the analysis and decision-
making centre of a given organization.”53

Broadly speaking, ‘complex risks’ – just like complex 
systems – are characterized by uncertainty (that 
comes from interactions that breed new behavior 
and phenomena) coupled with both un/imagin-
able hazards with un/imaginable consequences. To 
illustrate this tendency, Cornish et al. interviewed a 
number of CI operators to examine cyber security 
issues and stated that “one financial institution re-
ported that the volume and sophistication of [cyber] 
threats are outstripping the organization’s capacity 
to respond,” and that “several organizations reported 
a significant increase in the threat from insiders.”54 
Such interviews revealed that many CI operators 
were struggling to both understand and manage 
the cyber intrusions to their systems – in effect their 
ability to manage the risk was becoming increasingly 
challenged by the rapidly changing space as well as 
speed and characteristics of intrusions. 

2.2 Consequences of Complexity

System complexity has two immediate consequenc-
es for CIP. Charles Perrow’s well-known theory claims 
that technological systems that are interactively 
complex and tightly coupled will be struck by inevi-

53 Cornish et al (2011), p.6.

54 Ibid.

economic effects due to human response – such was 
the case in May 2010 when a computerized sell-off 
(possibly caused by a simple typing error) triggered 
the biggest drop ever during a trading day on Wall 
Street.51 

In this respect, due to the interacting parts that move 
between each other at varying speeds, assessing the 
myriad risks or even trying to anticipate future behav-
ior – as discussed in the previous section – becomes 
hard to determine and predict. The reason for this is 
due to the process of emergence, which occurs when 
the interactions between agents within a complex 
system self-organize and create novel and coherent 
structures, patterns and properties. Consequently, 
finding causal relationships is challenging as new in-
teractions between the agents breed completely new 
behaviors and phenomena. The following quote from 
the uk Ministry of Defense captures this tendency: 

“Perhaps the over-riding characteristic of cyberspace 
is the pace of change. Not just technological change, 
but changes in business processes and social interac-
tions that this supports; change in impacts that these 
in turn engender, and vulnerabilities that these expose; 
and contingent on all of these and on other – non cy-
berspace – factors the change in threats.”52 

With this in mind, while cyberspace has brought 
with it many rewards, it has also created a host of 
new risks, many of which are hard to assess or even 
see because of the aforementioned complex charac-
teristics. Cyber security thus represents what can be 
described as ‘complex security challenge’ or rather 
‘complex risk’ as it is a security issue that becomes 
difficult to manage due to its characteristics. In other 
words, the sheer pace of change in the cyber domain 

51 Paradis, Tim. “Computer Glitch Haunts Wall Street,” The As-
sociated Press, 7 May 2010. Available at: http://www.telegram.
com/article/20100507/NEWS/5070561/0/OPINION.

52 UK Ministry of Defense. “Equipment, Support and Technology 
for uk Defense and Security: A Consultation Paper” (london: 
The Stationary Office, December 2010, Cm 7989), p.54.

http://www.telegram.com/article/20100507/NEWS/5070561/0/OPINION
http://www.telegram.com/article/20100507/NEWS/5070561/0/OPINION
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results. Again, in reference to the cyber threat reports 
analyzed in the previous section, one could see the 
limits of data collection and sampling as well as op-
erationalization of threats as costs. Rather, what is 
better suited – and arguably needed – to deal with 
the complex risk posed by cyber threats is a mixed-
method approach. One that, on the one hand con-
tinues to use risk management practices (such as 
identifying and assessing all known hazards and 
threats), communicating the risks to concerned bod-
ies (i.e. businesses, broader public, etc.), and imple-
menting prevention and preparation measures that 
aim at mitigating the likelihood and/or effects of 
security breaches. But also, on the other hand, ap-
preciates the system’s complex characteristics and 
thus builds up flexibility and adaptability to bounce 
back from and mitigate the impact of intrusions and 
security breaches that are bound to occur. This also 
means building and improving awareness of the type 
of cyber risks that exist in a broad sense. Therefore, 
on a practical level, publicly available reports should 
continue to offer if not enhance the role of in-depth 
analysis and case studies in threat assessments but 
also, as is now part of so many CIP policies, enhance 
the resilience of a system. Very simply, the less cer-
tain we can be about knowing the risks that systems 
face, the more important the resilience paradigm be-
comes. 

table accidents. Because of the inherent complexity, 
independent failures will interact in ways that can 
neither be foreseen by designers nor comprehended 
by operators. If the system is also tightly coupled, 
the failures will rapidly escalate beyond control be-
fore anyone understands what is happening and is 
able to intervene.55 The very connectedness of critical 
infrastructures through cyber-means is what poses 
dangers, because perturbations within them can cas-
cade into major disasters with immense speed and 
beyond our control. 

Further, the dynamic interaction of complex, decen-
tralized, open, unbounded systems amounts to an 
overtaxing of system managers’ abilities to articulate 
and evaluate them. Complex systems behave contra-
intuitively due to parallel occurrences happening at 
different speeds, irregularities and non-linear cause/
effect relationships. The result is that the human 
brain is unable to “read” these systems correctly; par-
ticularly, when we think they work in a simple, causal 
manner.56 unfortunately, analytical frameworks de-
veloped for accidents with hazardous materials in 
the chemical industry and nuclear power plants (risk 
analysis methodology in the broadest sense) still 
provide the backdrop for how critical infrastructures 
(and their cyber-parts) are primarily approached. 
These traditional risk assessment tools are ground-
ed in strict, measurable assessments and predictive 
modeling (all of which is based on past behavior and 
experiences) and linear cause-effect thinking.57

Trying to manage complex risks in a dynamic land-
scape by exclusively utilizing these traditional types 
of approaches is limiting and can render deceptive 

55 Perrow, Charles. “Normal Accidents: Living With High Risk 
Technologies” (Princeton, NJ: Princeton university Press, 1984).

56 Forrester, Jay. “Industrial Dynamics,” (Cambridge, MA: MIT 
Press, 1961).

57 As a prominent example for this, see: uS Department of 
Homeland Security, National Infrastructure Protection Plan: 
Partnering to Enhance Protection and Resiliency (Washington 
DC, 2009), available at: http://www.dhs.gov/xlibrary/assets/
NIPP_Plan.pdf.

http://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf
http://www.dhs.gov/xlibrary/assets/NIPP_Plan.pdf
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3. CONCluDING ANAlySIS & RECOMMENDATIONS  
FOR SWITZERlAND

information on threats and risks in cyberspace in 
their semi-annual threat reports (published in col-
laboration with the Swiss Coordination unit for Cy-
ber Crime) and issues warnings and advice on cur-
rent events and trends. The information provided 
by MELANI often has a specific focus on cases that 
happened in or are relevant to Switzerland and are 
therefore a valuable complement to other sources of 
information for Swiss stakeholders. As mentioned, 
MElANI does not provide extensive statistical analy-
ses on cyber risks, but outlines specific cases and de-
scribes the most relevant or newest threats and risks 
in more detail. This means that they do not provide 
an all-encompassing picture on cyber threats, but 
rather seek to enhance the awareness for specific 
trends and developments – in effect, improving situ-
ational awareness. yet, one critique of MElANI’s ap-
proach is that the reports are (at least to a certain 
degree) confronted with diverging expectations: the 
broad public (especially the media) wants to get in-
formed about the general level of threats and risks, 
while the expert community asks for more specific 
– and also quantitative – information. This tension 
reveals that a definition of the target audience is at 
least as important as the selection between more 
qualitative or more quantitative methodologies for 
the assessment. Nevertheless, MELANI tries to find 
a middle ground by providing specific examples that 
are interesting for both audiences. 

To manage contemporary (complex) risks to critical 
infrastructures, public and private actors in Switzer-
land should continue to invest in understanding the 
limits and benefits of comprehensive risk manage-
ment approaches that draw from quantitative and 
qualitative methodologies, the latter of which can 
help improve what is currently a limited understand-
ing and comprehension of threats and risks in cyber-

We began this analysis by first looking at the overall 
similarities and differences of publicly available cyber 
threat reports – finding that there are some notable 
differences in approaches to assessing threats that 
then provided the springboard to examine variance 
in threat assessment methodology. While quantita-
tive methods have a long history in this area and con-
tinue to be a valuable approach to assessing cyber 
threats, we found that qualitative methods are play-
ing a more prominent role, a trend we see as continu-
ing. This is due to some of the criticism that has been 
levied against cyber threat assessments, in particular 
as it relates to data collection and sampling as well as 
the operationalization of threats as costs. From there, 
we identified a key trend in cybersecurity assess-
ments that involved using a mixed-method approach 
that favored qualitative analysis to build awareness 
and knowledge of cyber threats. Indeed this trend 
analysis revealed that a majority of the publicly avail-
able reports evaluated in the public and private sector 
increasingly utilize qualitative methodology. Rather 
than attempting to quantify an ever growing body of 
viruses, worms and everything else threatening com-
puter systems, cyber threat assessments highlight 
key trends in attacks/intrusions and protective mea-
sures. In some cases, reports will feature in depth case 
studies – collectively moving in the direction to build 
situational awareness, encourage cooperation, and 
knowledge sharing. Finally we attempted to concep-
tualize this trend within the discussion on managing 
complex systems and the myriad risks that are born 
out of such dynamic environments. 

For assessing risk in the cybersecurity field, public 
and private actors in Switzerland use international 
threat reports, especially those of large cybersecurity 
companies. Additionally, the Reporting and Analysis 
Centre for Information Assurance (MElANI) provides 
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What is lacking is the appreciation that in a world of 
complex systems, there can be no total security. In 
fact, the opposite is true: cyber-incidents are deemed 
to happen, because they simply cannot be avoided. 
This is a specific challenge for risk communication 
strategies in the critical infrastructure domain – but 
also more generally in the security domain. 

space. Within the CI community specifically, apart 
from a qualitative approach to describe the risks, it 
also becomes important to provide avenues to share 
information on risks and effective counter measures 
through public and private partnerships (PPP) – also 
beyond the currently established ones. Government 
actors should encourage CI operators to incorporate 
cyber security into the broader risk strategy of the or-
ganization/company if they have not already done so, 
as well as ensuring that non-technical staff in CI sec-
tors are engaged in and informed on cyber security 
measures. All too often, cybersecurity is still seen as 
mainly a technical issue – which it is not. In addition, 
PPP meetings can utilize the in-depth analysis and 
anecdotal evidence of cyber threats in the publicly 
available reports to further flush out cases that can 
in turn reinforce cybersecurity awareness for the CI 
community, namely about the types of security intru-
sions rather than information on all the threats that 
have occurred. Such descriptive and analytical as-
sessments enable best practices and lessons learned 
to be identified – providing signposts for the mitiga-
tion of future threats as they manifest. In addition, 
the resilience of information networks and mitiga-
tion of cyber threats should be assessed by trying to 
understand the system’s complexity as a whole rath-
er than trying to measure the individual parts. This 
means that in-depth studies should be performed af-
ter cyber threats have manifested and are identified 
in order to find out how the system was impacted.

None of this is revolutionary or particularly new. In 
fact, many aspects of current critical infrastructure 
protection practices already pragmatically deal with 
the uncertainties of the complex threat environment. 
There is one important aspect however that has had 
little reflection. It pertains to how to communicate 
the ‘data challenges’ in this domain and recognize 
that experts cannot simply supplement gaps by pro-
viding a much desired certainty about the level and 
development of cyber-threats; and how this influ-
ences the ability of governments to provide security. 
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