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Executive Summary

Civil protection has gradually evolved as a set of diverse
activities used to protect the population from both tech-
nical and natural incidents and accidents. The evolution,
or adaptation, of civil protection systems worldwide re-
flects the dynamic nature of risk, and of the society living
with risk. While continual adaptation is a characteristic
of civil protection systems, the strategies that different
countries employ to meet particular challenges often dif-
fer substantially, influenced by the country’s specific so-
cial, political, and economic contexts. Understanding
how different approaches work (or don’t work) within
different contexts can yield useful information for the
civil protection specialist seeking to promote active
adaptation.

This report compares and contrasts national ap-
proaches to addressing three important challenges to
modern civil protection: the interdependency of modern
threats/risks; austerity and the need for economic effi-
ciency; and the changing nature of communication. Each
challenge is examined in the context of an organization-
al response, and explored from the perspective of two
countries where the challenge has been institutionally
recognized. Threat interdependence is coupled with an
examination of coordination and leadership in the Unit-
ed States of America and France. Financial efficiency and
austerity are coupled with an examination of the in-
creasing localization of preparedness in the United King-
dom and Austria. The changing nature of communica-
tion is coupled with an exploration of the use of new
communication technologies in the Netherlands and
New Zealand.

The work identified three principle results from
these national comparisons of approaches to key
challenges:

1. There are no ‘best’ practices: The analysis did not iden-
tify consistent ‘best’ practices when adapting to a
challenge. Instead, organizations must find their own
‘good’ practices that match the social, political, envi-
ronmental, and economic boundary conditions in
which the particular civil protection system must op-
erate. This finding is important because the ability to
develop ‘good’ organizational practices in response to
a challenge (or changes in boundary conditions) re-
quires some creativity in the civil protection organiza-
tion. It also requires organizational courage not to fol-
low similar organizations which might be operating
within different boundary conditions.

2. Prioritizing high-impact events: High-impact events
are important drivers of adaptation in civil protection
systems, in particular because they shift the political-
economic perspective of the affected governments, re-
directing investment to improve, update, or strength-
en civil protection systems. While the lack of such

experiences does not preclude civil protection system
reform, countries like Switzerland (where high-impact
events are not common) must actively seek ways to
act on other countries’ learnings in order to find bene-
fits while avoiding the consequences of these events.

3. Adaptation is about finding windows of opportunity:
Reforms in international civil protection systems are at
least partially opportunistic processes. Certainly, disas-
ters or crises focus attention on some aspect of a sys-
tem (a condition of the system), but such focus is often
only transient unless this attention also indicates
some deeper problem that repositions this issue on
the political agenda. Although the conditions of a sys-
tem determine what reforms can be effective, it is
more likely the problems that a system faces provide
the impetus for reform.
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1 Introduction

Civil protection has gradually evolved as a set of diverse
activities used to protect the population from incidents
and accidents, both technical and natural (Alexander
2002). Practices of civil protection can be observed in
most well-governed countries, though nomenclature var-
ies somewhat: in Europe, the civil protection moniker is
widespread, while Anglo-Saxon countries refer to broadly
analogous practices as emergency preparedness (USA),
emergency management (New Zealand, Australia), or civ-
il contingency (United Kingdom).

Modern civil protection has emerged from existing
practices of civil defence. Civil defence focused on the de-
fensive management of populations, primarily through a
top-down, authoritarian approach. Civil protection moved
beyond command and control practices, rather drawing
on practices of information sharing, collaboration, and
distributed efforts among responsible organisations.

11 Background

Since the 1950s, civil protection (CP) systems have seen
significant changes in their mission portfolio (Alexander
2002). While early CP-systems were focussed on civil de-
fence in response to socio-political characteristics during
the Cold War, this focus quickly began to change in the
last decade of the 20" century. Not only were the primary
goals modified, but also new tasks were added in re-
sponse to changing external and internal factors (social,
cultural, economic, and environmental. For example, in
Switzerland, the traditional civil defence system evolved
into the five-partner system (civil defence, health, police,
fire, and technical service operators) that is the basis of
the modern approach to civil protection evident today.

Since the 1990s and early 2000s, organisation for
civil protection has constantly changed, and indeed, civil
protection organisations recognise the need to continu-
ally adapt to changing external circumstances. Adapta-
tion typically happens as a result of both proactive and
reactive responses to perceived challenges and actual
events. In the 1990s, the quite narrow focus of civil pro-
tection shifted from armed conflict and the threat of nu-
clear war/attack to a broader focus on the loss of life,
property,and economic disruption caused by natural haz-
ards (the 1990s was designated by the UN as the “Inter-
national Decade for Natural Disaster Reduction’), result-
ing in the development of an integrated, step-wise
approach to hazard management.

Further adaptation was seen to be necessary fol-
lowing the geographically diverse terror attacks in the

1 UN Resolution 45/185:‘International Decade for Natural Disaster Reduc-
tion’. http://www.un.org/documents/ga/res/45/a45r185.htm

2000s (New York, Madrid, London, Bali, etc.). The devastat-
ing attacks on 9/11, for example, exposed a major failure of
strategic intelligence feeding into civil protection. The
simplicity of the weapons (knives and razors) used to
commandeer passenger airliners as weapons of mass de-
struction and disturbance highlighted the necessity for
risk managers to look beyond ‘routine’emergencies (small
floods or power outages), to consider low probability, but
high-impact incidents alongside the routine (Waugh
2000). In response to this attack, and other terror inci-
dents, and high-consequence disasters, more diffuse ap-
proaches to risk identification and management were ad-
opted. Indeed, the United Kingdom’s new civil protection
(civil contingency) legislation of 2004 completely exclud-
ed the use of the word “emergency” from its civil protec-
tion lexicon because it was associated with a too-narrow
notion of an incident. These incidences blurred the lines
and relationships that existed previously between assur-
ances of safety, and the necessity for civil security.

Nothing and everything changes. The fact that
risks to society are complex, and characterized by their in-
ternational dimensions has not changed in twenty years.
By contrast, the nature of society, our use of technology,
environmental conditions, global health, perceptions of
security, economic conditions, political situations and
pressures, are all in dynamic flux (Roth et al. 2014). Conse-
quently, finding and exploiting new approaches to civil
protection has never been more important.

1.2 Scope

Like in the case of Switzerland, many countries have un-
dergone significant reorganization in civil protection in
response to new challenges and complexities. However,
the strategies that different countries employ to meet
challenges often differ substantially, influenced by social,
political, and economic contexts. Understanding how dif-
ferent approaches work (or don’t work) within different
contexts can yield useful information for the civil protec-
tion specialist.

Since its basis was established as ‘civil defence’in
the late 1960s, Switzerland’s approach to civil protection
has undergone two major re-adjustments in 1990 and
2003. Given a range of increasingly important challenges
for Switzerland’s model of civil protection, including cli-
mate change, population density, social and economic
technologisation, geographic proximity to unstable politi-
cal situations, and the possibility of catastrophic hazard
events, the Swiss government will revise its ‘Population
and Civil Protection Act’, with implementation by 2020.

This study aims to support this process by con-
ducting and communicating an international compari-
son of national approaches used to address key civil pro-
tection challenges as identified by the Swiss Federal
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Office for Civil Protection: a) coordination and the inter-
dependency of modern threats/risks; b) austerity and the
need for local level hazard preparedness; and, c) changing
communication in a dynamic IT enviroment. For each key
challenge the authors present a comparative national
analysis illustrating how different approaches (success-
ful and unsuccessful) are employed by different countries
to address the same challenges.

The project focuses on the structural changes
made in the course of the last 10—15 years, and links these
changes to external environmental, social and technolog-
ical drivers of change. By focusing on and comparing orga-
nizational development, capabilities and responsibilities,
and cooperation between and within national CP-systems
with respect to the key challenges that have led to these
changes, the project seeks to inform future strategic re-
alignment in the Swiss CP-systems.

1.3 Document Outline

The document is divided into five sections. In section two
we describe the methodology used to identify key chal-
lenges and select national cases, to collect data and anal-
yse the information obtained. In section three we briefly
describe the key challenges of threat interdependency,
austerity/efficiency, and new communication, and in par-
ticular we highlight what issues these challenges might
pose for future models of civil protection and the organ-
isations responsible for these activities. In section four
we present the results of the national comparison of ap-
proaches to key challenges. We use this information to
highlight important future considerations for CP organi-
zation in the future in section five. Lastly, in section six we
discuss the results and consider the implications of these
findings in the context of Switzerland’s pending civil pro-
tection system adaptation.

2 Methodology

The study uses a desktop analysis to examine the rele-
vant dynamics of national civil protection systems that
will influence future organization. We examine national
systems, and the ways in which they have changed in the
context of three key challenges: interdependent threats,
individual preparedness, and new forms of communica-
tion.We examine cases (national civil protection systems)
that use very different strategies, or that are organized
differently, in order to illustrate the diversity of national
approaches employed to address these key challenges.
The report highlights strategic national civil pro-
tection adaptation processes and mechanisms. In doing

so, we aim to contribute to a strategic realignment in the
Swiss civil protection system with respect to important
challenges identified in the Strategie Bevélkerungsschutz
und Zivilschutz 2015+ (BABS 2012). Our analysis focuses
principally (but not solely) on questions associated with
system organization and re-organisation, responsibilities
and responsibility sharing (within organisations and be-
tween organisations and civil society), and collaboration.

2.1 Selection of Key Challenges

Three ‘key challenges’ were selected in a collaborative
manner between the report’s authors, and representa-
tives from the Swiss Federal Office for Civil Protection
(FOCP) — specifically from the Research and Development
and Strategy departments of the organisation. Discus-
sion of challenges was informed on the one hand by the
Strategie Bevélkerungsschutz und Zivilschutz 2015+ (FOCP
2012), published in 2012 by the FOCP, and by an analysis of
mega-trends influencing civil protection published in
2014 on the other (Roth et al. 2014). The former describes
how Swiss civil protection should be adapted and im-
proved beyond 2015, especially in the context of more ef-
ficiently and effectively managing the use of technology
and addressing natural disasters and emergencies. The
latter report examines the way broad social, economic,
and environmental trends offer opportunities and pose
challenges to the future of civil protection.

Three key challenges were selected, and each is
described in more detail in section three. These challeng-
es (bold) are paired with an organizational response (ital-
ics) that could be used to address the challenge from a
civil protection perspective.

1. Theincreasing interdependence of modern threats and
risks. In the context of this challenge, effective leader-
ship and coordination is considered as important,and is
linked to this challenge in the case study analysis.

2. The increasing need for financial efficiency (some-
times associated with austerity measures) in civil pro-
tection activities. Distribution of responsibilities from
organisations to communities and individuals has been
an important development in the context of hazard
and threat preparedness, and is addressed in relation
to financial efficiency.

3. The changing nature of communication. In particular
we examine how communication within organisations,
between organisations and technical operators, and
between organisations and civil society are changing,
especially in the context of new and rapidly improving
technologies that open new communication channels.

Figure 1 illustrates the assumed relationships between
challenges identified by the FOCP and potential organiza-
tional responses to these challenges.
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Figure 1: Identified key challenges for civil protection (red triangle) with potential
organizational responses (green triangle).

2.2 Case Selection

Different countries often draw on different approaches to
deal with the same challenges. In the context of civil pro-
tection, emergency, or disaster management, the variety
of solutions is almost as broad as the number of coun-
tries. This diversity in approaches presents learning op-
portunities for the attentive organization attempting to
understand what approaches work in which situations.
This report uses pair-wise comparative analyses of coun-
try-specific approaches to address the significant chal-
lenges for civil protection identified in section 2.1. Cases
were selected based on the authors’ knowledge of each of
the systems, and on a preliminary analysis of literature
and online information collected for each of the cases.

2.21 Addressing Interdependency Through

Coordination:

Multiple threats or hazards complicate organizational re-
sponses. Especially if hazards or threats occur simultane-
ously, in a cascading manner, or in a series, the organiza-
tional response can be over-stretched, inefficient, and
ineffective. While such instances of multiplicity are rare,
organizations must nevertheless organize themselves in
ways that permit them to respond appropriately.

We present and compare coordination and leader-
ship approaches in the US Incident Command System
(ICS) and the French Inter-ministerial Crisis Center (CIC).
Both countries use a mixed network-hierarchical ap-
proach to crisis coordination, with subtle differences re-
flecting government structures and situational features.
Both approaches have received recent amendments, and
are shown to work for each national context and threat
landscape in which they are employed. We describe the
contexts and compare the approaches, explicitly explor-
ing the value of mixed approaches, and how changes
have influenced the approaches since they were first es-
tablished (US ICS: 2004—-2008; French CIC: 2008 -2013).

2.2.2 Public Preparedness and Financial Efficiency

Since the beginning of the 1990s, one of the main adap-
tations in civil protection has been the shift from a re-
sponse-focused approach in hazard management, to one

of integration. In an integrated hazard management ap-
proach prevention and preparedness are considered fun-
damental phases in a hazard management cycle, sitting
alongside response and recovery. Nevertheless, prepared-
ness is often less politically attractive than response, and
raising resources for this pre-hazard phase of the cycle
remains a challenge.

Although seen as increasingly important, levels of
local or public preparedness are typically low. Given that
local preparedness yields financial returns that offset
public expenditure on hazard response and recovery, it
makes financial sense to support investments in local
preparedness (Meerkat, Kolo, and Renson 2015). We de-
scribe two approaches to building local preparedness: in
the United Kingdom through ‘local resilience forums’,
and in Austrian Tyrol through the UNISDR’s Making Cities
Resilience Program.

2.2.3 New Communication Environments, New

Communication Channels
Traditional modes of hazard and threat communication
were fundamentally hierarchical. Indeed, for the threats
that predominated in the early years of civil protection
and civil defence (military threats, for instance), this ap-
proach was suitable and effective. However, in a time of
rapid technological development, where organizations
respond in a multi-hazard/threat environment, where fi-
nancial efficiency and local preparedness are important
in integrated hazard/threat management programs, the
need to find new ways of communicating risk or threats
with the public is compelling.

We examine two country cases where new ap-
proaches to communication in crisis or hazard situations
are being applied. In the Netherlands, centralized com-
munication hubs are helping to achieve better coordina-
tion in times of complex crisis. In New Zealand, recent
changes in organization and approaches to hazard man-
agement have placed responsibility for managing risks at
the community and individual levels. To support this
change, new approaches to communication are becom-
ing strongly localized in order to increase community
awareness, understanding, preparedness and participa-
tion in civil emergency management processes. We com-
pare and contrast these two cases in the context of the
hazard/threat situations in which they have been
established.

2.3 Case Analysis

The analysis of each of the cases was conducted in two
elements: a description of the civil; protection system,
and an exploration of the relationship between the key
challenge and organization response. The organizational
responses, identified and connected to the key challenges
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in discussion with the FOCP, are considered as potential
factors that may help organizations to address the chal-
lenges only. The authors make no explicit connection be-
tween challenges and responses, but seek to explore how
different countries address the key challenges we
identify.

In each case, we firstly provide a brief description
of the civil protection system of the case study country,
including which organizations are involved in civil protec-
tion, and the distribution of responsibilities between
these organizations. The descriptions also cover basic ele-
ments like how the system is organized (practices for co-
ordination, communication, preparedness, and preven-
tion, etc.), and which capabilities are held by different
components of the system. This description was conduct-
ed using freely available information from online sources
and literature. Where necessary, informal interviews were
conducted by email or telephone with known representa-
tives from the respective organizations.

Secondly, the authors explicitly focused on explor-
ing the assumed relationship between a specific key chal-
lenge and an organizational response. This element was
used to describe how the country’s civil protection sys-
tem had changed in the last five to 10 years, and to deter-
mine whether, and to what extent, the particular organi-
zational response had actually allowed the system to
address the specific challenge. It is important to note
that the relationship between challenge and response
was an assumed one, identified from the perspective of
the report authors and representatives from the FOCP.

3 Key Challenges in Civil
Protection

The key civil protection challenges examined in this re-
port were selected based on considerations about their
likely impact on both system-internal and system-exter-
nal changes in civil protection. In this section we describe
each of the three challenges: where the challenges origi-
nated, their social, environmental, and economic influ-
ences, and prospective implications for civil protection.

3.1 Interdependency of Threats and
Hazards

Simultaneous, cascading, even disconnected, but tempo-
rally subsequent, hazards or threats complicate organiza-
tional responses. These various forms of interdependency
are considered a major factor that will influence the orga-
nization of civil protection actions and resources into the

short- and mid-term future. Here we focus on two as-
pects that are of concern in the context of hazard threat
interdependency: population growth and centralization
in cities; and, increasingly connected critical service infra-
structures (CSI). In addition, we explore how these two
conditions themselves interact, creating civil protection
organization difficulties.

3.1.1  Population Density and City Life

Switzerland is a strongly urbanized country —around 75%
of the Swiss population lives in urban areas (~6 million
people). In addition, in the most populated part of the
country, north of the Alps, population density averages al-
most 190 people/square kilometre. Patterns in population
and internal migration observed by the Swiss Federal Of-
fice for Spatial Development (Bundesamt fiir Raument-
wicklung ARE 2010) also show that urban populations are
growing at a faster rate than rural populations (5% be-
tween 2010 in urban areas, as opposed to 3% in rural ar-
eas) (BFS 2012), mirroring similar patterns that can be ob-
served on a global scale.2This pattern of urban population
growth is also characterized by growing population diver-
sity, which creates complications for civil protection man-
agers who must address this diversity with adjustments
to risk information, its distribution, and hazard/threat
alerting practices. For instance, the introduction (Febru-
ary, 2015) of the AlertSwiss website and mobile phone ap-
plication has been a significant development in the way
the Swiss civil protection authorities interact with the
public. In order to maximize population safety in Swiss
cities, all aspects of urban civil protection should reflect
the condition of increased technical and social complexi-
ty that characterizes these modern agglomerations.

3.1.2  Complex Critical Service Infrastructure

The necessity to service city populations with transport,
electricity, water, and telecommunications introduces
considerable socio-technical complexity into these city
systems. Critical infrastructures (ClI) make modern city
life not just comfortable, but possible, so maintaining
and protecting these services is of fundamental impor-
tance for the civil protection organisation. Not only is
modern city life dependent on these increasingly com-
plex systems, but they are themselves heavily interde-
pendent. The systems therefore present a key challenge
for the civil protection authorities tasked with dealing
with the potential repercussions in the case of a hazard-
ous event.

The complex social and technical interdependen-
cy between the city population and the CSl increases the
sensitivity of both elements in this system to hazards or
threats. Indeed, the demand for better, more efficient and

2 United Nations Population Fund, http://www.unfpa.org/pds/urbaniza-
tion.htm, accessed 22.01.2013.
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effective services is further increasing the requirement
for interoperability across critical infrastructure sectors.
For example, remote or sensor-driven operation of train
lines, water and electricity supply infrastructure require a
highly reliable (even infallible) ICT network, which itself is
inextricably dependent on an uninterrupted power
supply.

Interoperability of CSl is a clear character of these
‘systems of systems’. However, the growing complexity of
individual CSI sectors is problematic for human opera-
tors, who are increasingly challenged to develop more
sector-specific knowledge within one system. For this
reason, addressing the socio-technical sensitivity of CSI
will become increasingly important in the context of vul-
nerability reduction through critical infrastructure pro-
tection programs, especially as a knowledge of sector in-
terdependency becomes more important for CSI
managers.

In addition, interdependencies have increased CSI
system susceptibility to cascading or domino failures. An
illustrative example of a cascade in an interdependent
CSI was the disaster of Fukushima. Falling into the cate-
gory of a ‘NaTech’ risk (Cruz et al. 2004), the Fukushima
nuclear disaster was triggered by a catastrophic earth-
quake and tsunami.

In the context of civil protection, interdependency
is also evident in and between organisations. For exam-
ple, the European Union Civil Protection Mechanism aims
to improve cross-border coordination and sharing of civil
protection resources, but also increases the need for coor-
dination between historically separate national civil pro-
tection and emergency management organisations. In
Switzerland, the distributed nature of civil protection, en-
acted by Cantons and coordinated by the federal govern-
ment, introduces organisational complications and inter-
dependencies, especially in the case of supra-regional
events. If those organizations responsible for dealing
with civil protection, risk assessment, crisis management,
etc. all have varying priorities and goals, then contradic-
tions can stymie effective hazard or threat management.
It is important to point out that sharing resources is use-
ful in the case of singular events. However, in the case of
cascading or simultaneous events, having extra resources
on hand in different places is imperative, and simply dis-
tributing some resources between organizations may
not be sufficient.

For reasons like cost efficiency, response capacities
are being shared, distributed and streamlined. While this
may offer benefits in terms of addressing everyday occur-
rences and small-scale incidents with minimal invest-
ment of resources, these capacities may prove insuffi-
cient to deal with medium- to large-scale disaster
situations, or for multiple events happening at the same
time. Arguably, the risk of cascading effects leading to
multiple emergencies requiring attention simultaneous-

ly has increased due to increases in social and technical
interdependencies. Increasing social and technical inter-
dependencies call for excellent within and cross-organ-
isation coordination.

3.2 Financial Efficiency and Civil
Protection

The losses associated with disasters have been rising in
the past years, reaching an average of US$250 billion to
US$300 billion each year (UNISDR 2015a). Future losses
are expected to be even higher as a result of more fre-
quent extreme weather conditions associated with cli-
mate change (UNISDR 2015a). Nonetheless, budgets for
civil protection have been restricted, primarily as a result
of increasing pressure to pursue efficiency in public
spending on one hand (World Bank and ODI 2015), but
also connected to the economic downturn following the
financial crisis (2008) on the other.

Budgetary constraints pose a central challenge for
the prevention and mitigation of hazards, two domains
that require long-term investments (Multi-Hazard Miti-
gation Council (MMC) 2005). Such investments can sig-
nificantly reduce the losses associated with a disaster,
and are therefore central to addressing vulnerability and
fostering resilience against natural or man-made disas-
tersin the future (Shreve and Kelman 2014). It is thus seen
as highly relevant to invest in mitigation and prepared-
ness today (UNISDR 2015b), although at times of budget-
ary deficit, the chances are high that costly prevention
and preparedness measures are not a top priority. In his
speech at the 12" Asia-Europe Foreign Ministers Meeting
in Luxembourg in 20153 the Swiss Foreign Minister, Didier
Burkhalter, highlighted how the political unattractive-
ness of disaster (except when an event actually occurs)
has influenced national and international long-term in-
vestments in disaster preparedness.

3.21 Influences of Financial Efficiency in Civil
Protection Systems

Tight fiscal budgets can affect the civil protection system
in several ways. Foremost investment decisions might be
affected. Instead of investing in long-term prevention
measures, investment is made in response capacity or
possibly postponed altogether (Gall et al 2014). Indeed,
austerity measures (institution-wide financial efficiency
measures) can also have an effect on the organisation of
the system, for example it might influence a decision
about whether countries change from a conscription or
volunteer-based-system to professional services (or vice

3 Speech by Bundesrat Didier Burkhalter at the 2015 Asia-Europa Meeting
(ASEM) for Foreign Ministers: “Addressing insecurity and the conse-
quences of disasters through prevention” https://www.news.admin.ch/

message/index.html?lang=de&msg-id=59352
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versa). Institutional willingness to impose risk regulations
on businesses might be lower in times of an economic
downturn because regulation often stifles economic de-
velopment (Gall et al 2014). In a decentralized system like
Switzerland, the allocation of funds to the various levels
of government is an additional challenge that is exacer-
bated in times of fiscal conservatism. Austerity policies
might furthermore lead to a shift in responsibilities to the
population. Placing an emphasis on population prepared-
ness, in the context of building community-wide experi-
ence especially, moves responsibility from the govern-
ment to the publicand can be argued to ease pressure on
budgetary spending for risk prevention or mitigation
measures (Roth et al. 2014). Moreover, the call for fiscal ef-
ficiency is often coupled with broader evaluations and
cost-benefit analyses used to justify or inform spending
restrictions (Gall et al 2014). Finally, partnerships with pri-
vate actors are often advocated during times of fiscal
conservatism in order to lower public spending on service
provision (Roth et al. 2014).

3.2.2 Efficiency and Effectiveness of Prevention

From a political economy perspective, both individuals
and governments encounter incentives to underinvest in
mitigation and preparedness measures for natural haz-
ard, where the occurrence is considered only a probability
(Neumayer et al. 2014). Since the benefits of the invest-
ment are only realised when a disaster actually occurs,
and because individuals tend to ignore the potential loss-
es pre-disaster, investments in preparedness tend to be
neglected. This is especially true at times of budgetary
constraint. Moreover, purchase of insurance can lead to
‘moral hazard’, where citizens are reluctant to invest in
preventative or preparedness measures in part because
of the financial outlay for the insurance, and because
they assume insurance will cover any losses they might
incur. The same applies when individuals expect the gov-
ernment to compensate them when a disaster strikes
(Neumayer et al. 2014).

While risk experts tend to be aware of hazard and
threat risks, the broader population, including policy-
makers from other political domains, are usually less
aware. In this respect, decisions to impose budgetary con-
straints on the civil protection system may originate from
broad sources, and garner wide support between inci-
dences of hazard or threat. Indeed, between hazards, gov-
ernments tend to direct budgetary support (via transfer
payments) to interest groups in order to guarantee politi-
cal support at the next election, rather than investing in
longer-term preparedness or prevention measures that
only yield political currency in post-disaster situations
(Neumayer et al. 2014). This political short-termism is a
recurring problem for long-term investments in disaster
risk management (Gall et al. 2014). The substantial uncer-
tainty that lies in the very nature of hazards and threats

adds further to the myopic behaviour of politicians, and
research illustrates that the public pays more attention
to post-disaster response and recovery policies than to
prevention and mitigation measures (Gasper and Reeves
2011). The general incentive to underinvest in prevention
is thus intensified in times of financial efficiency.

Regular evaluation of the effectiveness and effi-
ciency of systems can be an important instrument for
countering under investment, ensuring investment opti-
misation, and legitimating investments vis a-vis the par-
liament and the taxpayers. Here again, the application of
cost-benefit analyses is on the rise. However, such assess-
ments are difficult because calculating total expected
costs (including the valuation of human life) can be seen
as inappropriate (MMC 2005). Certainly, in the context of
hazard management there are concerns about the extent
to which financial efficiency should be pursued, and few
countries have implemented standardized assessments
of the effectiveness of civil protection measures to date
(Brazova and Matczak 2014), especially in the context of
changing financial conditions. There is also an inherent
contradiction between the concept of resilience and effi-
ciency. Many authors suggest that system resilience, es-
pecially in technical systems (for example, Demchak 2012,
Fisher et al. 2010, Haimes 2009, Korhonen and Seager
2008, Petit et al. 201m), is enhanced by redundancy, which
typically increases short- to medium-term costs (and may
only increase cost efficiency in a post hazard response,
where system downtime costs can be minimised) (Roth
et al. 2014). Hazard risk management is inherently a con-
stant process of weighing investment today against a fu-
ture return if a disaster occurs.

3.3 New Conditions for Official
Communication

The original organization and use of civil protection com-
munication structures were geared towards military
threats of airstrike and nuclear attacks. At this time, com-
municating about natural hazards was a minor concern,
mostly under the jurisdiction of local actors — communi-
cating to and organizing local residents, such as long-
standing fire brigades, dyke masters, etc. — rather than
civil defence organizations or personnel.

As a consequence, communication systems devel-
oped predominantly in a hierarchical fashion, with cen-
tral governments at the top of the information provision
pyramid. At this highest level, threat analyses were con-
ducted, mitigation measures decided, and warnings is-
sued. At the next step down in the pyramid, warning and
alerting messages were disseminated primarily via pub-
lic announcements by radio and television (when avail-
able),accompanied by siren alarms.These alert and warn-
ing systems were typically information-poor. The public’s
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role was to recognize the meaning of alerts, and follow
the official instructions, which in most instances meant
to seek shelter and stay calm. Accordingly, crisis commu-
nication was uni-directional and strongly centralized.

Public risk communication, as it is broadly under-
stood today, established as a fact-based, enabling and
sometimes participatory process. Instead, official an-
nouncements often contained highly ambivalent and
vague messages of endangerment on one hand, but also
of reassurance, which were of little practical use for pub-
lic risk behaviour (see Roth and Prior 2014). With the para-
digmatic shifts in civil protection since the end of the
Cold War (described in section 1.1), the conditions for in-
ter-agency and public communication have changed
dramatically.

Communication within civil protection systems:
Systemic complexity in hazards and threats characterize
civil protection actions in the 21t Century. Civil protection
organizations are no longer simple in nature. Indeed,
since 2004, the Swiss composite system of civil protec-
tion has integrated five organization partners into a com-
plex cooperative. In consequence, efficient coordination
of tasks between the numerous public and private actors
involved the management and communication of natu-
ral, technical and man-made risks has gained importance
in recent years. However, collecting, integrating and orga-
nizing information from various administrative levels
and broadly distributed expert knowledge holders (for
example, spatial planners, engineers, operators of critical
infrastructure, etc.) poses a major challenge for contem-
porary civil protection.

Communication with the public: Civil protection
organizations today deal with a broad array of hazards,
rather than the narrow, historical threats. Diversity in
threats and hazards also requires diversity in message
delivery, communication about specific vulnerabilities,
and risk reduction advice. Communicating with the pub-
licis also considerably more complicated. In addition, pro-
fessional communicators face challenges in encouraging
the public to undertake prevention or mitigation mea-
sures, especially when disasters have been rare in recent
history and overall societal safety levels are perceived as
high.

On top of these challenges, professional risk and
crisis managers must cope with a rapidly changing infor-
mation environment. Although virtually all of the new In-
formation and Communication Technologies (ICTs) that
have shaped these changes offer opportunities for risk
and crisis communication, they also impose organiza-
tional challenges that require organizational adaptation:

Dispersed information-seeking behaviour: Digita-
lization and the rise of the internet have led to numerous
new media platforms that today are broadly used for
seeking and sharing civil protection-relevant informa-
tion. Such sources include online newspapers, social

media, etc. Although new formats exist, traditional me-
dia like newspapers, radio or TV have not become obso-
lete. Instead, information seeking behaviours have be-
come segmented and individualized and the media
landscape has dispersed to a multitude of communica-
tion channels. The preferred information sources users
choose is influenced by different demographic and social
factors, but also by the kind of information that is sought.

Information marketplace: In the new media envi-
ronment, various services and formats compete for public
attention. In many instances, it is not the most authorita-
tive or trustworthy source that exerts the furthest reach,
but the fastest and most easily accessible source. Under
these circumstances, official announcements like press
statements and governmental reports, are forced to
adapt to the changing expectations by utilizing popular
dispersal formats (social media, for instance). The trouble
for many government organizations is that if official
communication is too slow for the 24/7 news cycle, the
information vacuum left is filled by other, often un-vetted
sources. This is an issue for official information providers
because informal information sources can proliferate
speculation, rumours or other forms of erroneous
information.

Information overload: On the side of civil protec-
tion authorities, the increased speed of the modern me-
dia environment can easily lead to coordination prob-
lems. Especially when multiple agencies are dealing with
a risk or a crisis, attempting to avoid ambiguities while
maintaining a single message: a complicated task given
the new information environment. A major challenge in
this context is the management of information flows be-
tween the various actors as well as from the internal or-
ganizational environment. Making sense of the enor-
mous quantity of information available in specialized
data bases, media reports, crowdsourcing endeavours,
and other sources therefore represents a key issue in cri-
sis and risk management that most agencies have only
just begun to address.

The modern, dynamic communication and infor-
mation environment is exerting adaptive pressure on
even the most modernized civil protection organizations
and risk communicators. Section 4.3 illustrates how two
countries are addressing this adaptive pressure to mod-
ernize their communication systems. Here we highlight
that responding to challenges presented by technologi-
cal and behavioural changes, as always, also yields oppor-
tunities for official communication.
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Comparative National
Analyses

4.1 Leadership and Coordination in

Crisis

In a complex and unpredictable threat landscape, the key
challenge for policy makers, regulators and administra-
tors is to combine organizational stability and prepared-
ness with flexibility and rapid response (Christensen et al.
2015). In heavily interdependent threats and hazards,
where geographic, administrative, and cultural boundar-
ies are often crossed, increasingly transboundary in na-
ture, these challenges are magnified (Ansell et al. 2010).
In the context of this challenging threat landscape, and
the complicated organisational response required, a key
issue is establishing an effective crisis management pro-
cess (incorporating all phases: preparation and preven-
tion, communication and coordination, response and re-
covery) that also incorporates critical decision making
(Boin 2005). Of course, crisis management is a well-es-
tablished practice, but there are many different ap-
proaches designed to meet particular circumstances and
suiting a variety of organisational characteristics, and ex-
ploring this diversity is useful.

In the practice of crisis management, cooperation
and coordination are typically the two main concerns
(Boin and Bynander 2015). Of these, coordination is often
viewed as both failure and fail-safe (Christensen et al.
2015). This section first gives a background on what de-
fines a modern crisis, before presenting two country case
studies that show how those countries have adapted
their civil protection systems to cope with modern threats
and hazards resulting in emergencies and crises. The fo-
cus is placed on leadership and coordination mechanisms
in such contingencies.

Hierarchical

411 Background

Crises have always been a test of the ability of leaders and
their organisations to coordinate and solve the issues at
hand. Crises and disasters typically require a rapid re-
sponse despite conditions of collective stress and uncer-
tainty (Herzog and Prior 2013). In recent years though, the
changing nature of the socio-technical context has exac-
erbated the challenge in many respects. There is common
understanding that trends and developments like global-
ization, high media exposure and the information and
communication revolution, privatization, politicization of
crises and disasters, and rising citizen expectations, have
increased the complexity and pace of crisis phenomena.

The challenge of managing a crisis becomes harder
across geographical and jurisdictional boundaries. Under
these conditions, more organizations become involved,
their responses are dispersed, agendas may be divergent,
and responders often do not know each other well (Ansell
et al. 2010). The results are even higher pressure and de-
mands placed on strategic level crisis managers and their
organizations are typically extreme (Stern 2015). These de-
velopments result in significant analytical, organisational
and managerial challenges. Under these conditions, coor-
dination and cooperation are identified as key aspects
that can make the difference between a well or poorly
handled crisis response. Therefore, various countries have
adapted their capabilities to deal with crises and disaster
situations und to improve their capacities to coordinate
and cooperate.

A significant challenge for crisis managers is bal-
ancing the need for stability and effective preparedness,
with flexibility in response (Christensen et al. 2015). Here,
coordination becomes a fundamental activity in the
management of crisis. Because coordination reflects the
character of the connections between organisations, or
organisational parts (Dynes and Aguirre 1979), the style
of coordination influences the balance between response
stability and flexibility.

Network
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Figure 2: Generic centralized (hierarchical) and decentralized (network) forms of crisis coordination.
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Two general models of coordination are estab-
lished in the literature: the hierarchical (or centralized)
form, and the networked (or decentralized) form. A hier-
archical approach reflects traditional features of a bu-
reaucracy where decisions are made by the political and
administrative leaders. Government is typically horizon-
tally specialized and information supporting coordina-
tion is transferred vertically (only) from public organisa-
tions to decision makers (Christensen et al. 2015). On the
other hand, in a network approach, information is shared
more freely both horizontally between public organiza-
tions and leaders who draw on this information and the
network’s relationships to make the final decision
(Figure 2).

While it is tidy to imagine that these two forms of
coordination are mutually exclusive, the opposite is the
case. In reality, these two forms of coordination lie at two
extremes of a crisis coordination continuum, and most
practices lie around the centre of the continuum showing
characteristics of both (Moynihan 2008). In this section
we explore two different mixes of hierarchical (US Na-
tional Incident Management Systems) and networked
(French Inter-ministerial Crisis Centre) crisis manage-
ment approaches. In the US case, a traditionally central-
ized form of coordination is tempered by elements of a
strong network. In the French case, a historically distrib-
uted or decentralised form of coordination is being
strengthened by a centralized coordination body.

4.1.2 Centralized Network Governance: The US Incident

Command System
The terror attacks of 9/11 instigated a period of intense
reorganization of risk, crisis, and disaster management
process and practice in the United States,and around the
world. In particular, this incident highlighted how the un-
predictability, infrequency, and the required diversity of
the response to a major incident complicated that re-
sponse and the associated guiding decisions. While no
single organization held the capacity to deal with such an
incident alone, the response should nevertheless be rapid
and decisive (Moynihan 2008).

Following in particular the crises of 9/11 and Hur-
ricane Katrina the US Department of Homeland Security
established (2004) and adapted (2008) a nationally
standardized process for incident management. The Na-
tional Incident Management Systems (NIMS) draws on a
set of policy tools to coordinate responses to crises by all
levels of government, the private sector, and non-gov-
ernment organizations (U.S. Department of Homeland
Security (DHS) 2008). At the heart of this standardized
response lies the Incident Command System (ICS), which
acts to temporarily centralize response command to or-
ganize a diffuse group of actors with different skills and
capabilities to assist in the crisis response (Moynihan
2009).

4.1.2.1 ICS in practice: Centralizing command,
recognizing networks

The US Federal Emergency Management Agency sug-
gests that the ICS should enable “incident managers to
identify the key concerns associated with the incident -
often under urgent conditions — without sacrificing at-
tention to any component of the command system.”+The
ICS seeks to improve incident management by integrat-
ing facilities, equipment, personnel, procedures,and com-
munication practices from different responder organiza-
tion under a common organizational structure (U.S.
Department of Homeland Security (DHS) 2008). Figure 3
illustrates the basic structure of the US Incident Com-

mand System.

. - . Finance/
‘ Operations ‘ Logistics ’ ‘ Planning ‘ ‘Administration
Figure3:G lized Incident C d System model. Adapted from Moynihan 2008.

The ICS was originally established in the 1970s in re-
sponse to the necessity to improve wildfire emergency
responses in California (Moynihan 2008). The basic prob-
lem in these responses was of adequate and efficient co-
ordination of resources, personnel, and facilities in broad
geographical and jurisdictional spaces — the networked
nature of the organisations’ interactions was slowing
response.

A strong hierarchical approach to crisis coordina-
tion seems to buck the modern trend of decentralization
(Christensen et al. 2015, Schraagen et al. 2010), and has
not been established without conflict (Waugh and Streib
2006). However, FEMA frames the NIMS as a flexible sys-
tem that can be adapted to suit the variety of diverse
geographic and jurisdictional situations in which it
should be used across the US (U.S. Department of Home-
land Security (DHS) 2008). Here, flexibility is built not into
the standardized system of incident management itself,
but into the way the ICS is engaged and disengaged.
Moynihan (2008) points out that in order to ensure deci-
sional urgency on one hand, and the benefits of different
organizational skills and capacities on the other, a cen-
tralized governance structure was engaged in times of
crisis, while looser networks (reflecting day-to-day activi-
ties) operated in times of non-crisis. Although highly cen-
tralized, network aspects influence the ICS in three ways:
specialization among response organizations required
stronger coordination actions; shared authority among
responders meant the need to identify and negotiate
command between actors; and, networked relationships

4 Incident Command System Resources (2015), accessed on 01.12.15, http://

www.fema.gov/incident-command-system-resources
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between actors influenced the operation of the ICS
(Moynihan 2009). Effective response to crises requires a
network of actors, but the integration of these actors,
and ultimate decisions must be managed hierarchically
(Christensen et al. 2015, Boin et al. 2014, Moynihan 2009).

4.1.3 The Decentralizing Hierarchy: French Inter-
ministerial Crisis Centre

Since the turn of the 21" Century, France’s traditional
state centralization has progressively weakened (Lagadec
2002). Constitutional reforms adopted in 2003 explicitly
state that “the organization of the state is decentralized”
(Coste et al.2013).To a large extent, the civil security land-
scape, and indeed the increasing decentralization of gov-
ernment in France, has changed in response to a chang-
ing security landscape characterized by surprise and
unpredictability, overwhelming quantities of informa-
tion, the involvement of many actors, and cascading
events (Lagadec 2002). Traditional hierarchical models of
coordination were seen as inappropriate in the context of
these changes, and laws instituted in 2004 modernized
civil security in the nation by establishing a basis of orga-
nizational and response flexibility (Coste et al. 2013).

4.1.3.1 Decentralized governance, national planning
While the French approach to crisis management has in-
creasingly focussed on a multiplicity of actors, efficient
coordination remains a challenge (see Figure 4). As de-
centralization has continued to gather pace, the need for
strong coordination in crisis has been addressed by a fo-
cus on planning (across levels government). The Inter-
ministerial Crisis Centre (CIC) was established in 2008 to
coordinate operation centres, and planning, across gov-
ernment ministries and departments (states). Planning
processes are undertaken across four territorial, political,
and administrative levels, with each level developing cri-
sis response plans that are coordinated and connected by
a strongly top-down approach (Coste et al. 2013). On the
one hand, decentralized government (with increasing
power moving to the territories) is in some ways contra-
dicted by nationally organized crisis response, especially
in the context of wide geographic (e.g. 2003 heat wave,
and nationally significant crises (e.g. the 2005 Indian
Ocean Tsunami) (Coste et al. 2013).
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Figure 4: French government organization in times of crisis. From: http://www.sqdsn.
gouv.fr/site_rubrique106.html.

The national-level CIC is coordinated under the authority
of the Minister of the Interior, who answers directly to
the Prime Minister or President. It is engaged only if a cri-
sis affects the entire country, otherwise the concept of
subsidiarity ensures Territorial ‘Prefects’ who decide if an
incident should be classed as a crisis, and at what gover-
nance level the incident should be managed. If managed
territorially, local plans and civil protection actions are
engaged.

If escalated to the national level, the CIC can be
activated in several formats.> Nationally, it can be enacted
within the competence of the Minister of the Interior
only. However, more commonly it is established as a
broader cross-ministerial and inter-territorial group, coor-
dinating the operation centres across all territories that
might be affected by an incident. The CIC itself is

5 http://www.interieur.gouv.fr/Actualites/Dossiers/Le-centre-interministeri-
el-de-crise-CIC-de-Beauvau
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organized into three ‘cells’: the decision cell, the situation
cell, and the communication cell. The Decision Cell has a
strategic focus, connecting the political and operational
actors to make decisions and pass recommendations to
the Prime Minister or President. The Situation Cell coordi-
nates information on response resources and capacities,
and locates actors in the crisis response, aiming to antici-
pate the unfolding crisis, and prepare for the expected
consequences. It feeds this information directly to the
Decision Cell. The Communication Cell is the central in-
formation portal, passing on upstream information dis-
tributed from the Decision Cell, and coordinating down-
stream information from the media, internet, social
networks, and other information sources. So, while France
has effectively decentralized its government since 2003,
the CIC is functionally a top-down, centralized crisis coor-
dination mechanism. It has been designed to permit the
Minister of the Interior to quickly gain an overview of a
situation and its development in order to conduct an ef-
ficient and effective operational response.®

4.1.3.2 Europeanization of French Civil Security Policy
France contributes actively to civil security policy devel-
opment at the European Level (Coste, Nexon, and Dagu-
zan 2013). At the same time this focus on broader EU pol-
icy strongly influences French national civil security policy
(Gross 2009). The European Union Crisis Coordination Ar-
rangements (EU-CCA) and the EU Civil Protection Mecha-
nism act on the basis of subsidiary (European Union
2014), meaning they should respect national actions.
However, security policy in countries like France, which
strongly supports EU actions, are increasingly influenced
by arrangements at the EU level (Gross 2009, Coste et al.
2013). For example, the 2013 French White Paper on de-
fence and national security (Ministry of Defence 2013)
proposed a review of the EU Civil Protection Mechanism
to advocate greater cohesion between different national
civil protection policies to ensure a more seamless inte-
gration of practices if the Mechanism is invoked.

This drive for coherence and standardized practice
clearly improves overall coordination in crisis response.
Yet, it could be interpreted as somewhat contradictory in
the context of developments towards increasing internal
decentralization. In fact, both the US and French cases
discussed here highlight how value is placed on a sensi-
ble, and context sensitive, mix of decentralization (or net-
working) with centralization (hierarchy) in the context of
crisis coordination and leadership. Clearly, this mix ac-
knowledges that no one organisation or jurisdiction
holds the resources, personnel, facilities or desire to take
sole ownership in crisis management. It also recognises
that without some form of hierarchy (US: NIMS and the

6  http.//www.interieur.gouv.fr/Actualites/Dossiers/Le-centre-interministeri-
el-de-crise-CIC-de-Beauvau
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ICS; France: centralized planning) organizing an effective
crisis response in complex and changing threat condi-
tions is almost impossible.

4.2 Strategies for Local Disaster
Preparation

4.21 Background

Many governments and international organizations ar-
gue that a vital element in modern civil protection is the
necessity to prepare (locally and individually) for poten-
tial incidents. Investing in preparedness plays a signifi-
cant role in mitigating hazards and permitting more
timely responses and recovery. The United Nations Office
for Disaster Risk Reduction (UNISDR) defines prepared-
ness as “the knowledge and capacities developed by gov-
ernments, professional response and recovery organisa-
tions, communities and individuals to effectively
anticipate, respond to, and recover from the impacts of
likely, imminent or current hazard events or condition”
(UNISDR 2009). Developing these capacities draws on a
variety of aspects and is typically coordinated across lev-
els of a nation’s public administration. Drawing on two
case studies (from the United Kingdom and Austria), this
document examines how preparedness is being advocat-
ed and accomplished under different circumstances.

The country cases selected in this section contrast
in the context of the role of the national government of
each country in driving local preparedness. In the United
Kingdom the national government has established a
strong mandate placing municipalities as the basic entity
responsible for coordinating and implementing pre-
paredness-building measures. By contrast, in Austria’s
federation, states hold the competency for civil protec-
tion, including advocating preparedness. The comparison
focuses on how both systems have changed in recent
times, and how these changes have influenced their dif-
ferent approaches to local preparedness. A brief presen-
tation of the respective civil security systems is provided.
By juxtaposing these cases the elements of strategic pre-
paredness and the varying ways used to build prepared-
ness are highlighted, yielding insights into how to tackle
and finance local preparedness in different settings.

4.2.2 Strategic Efforts to Build Local Resilience in the
United Kingdom

4.2.2.1 Background

The British civil security system has been decentralized
since the introduction of the Civil Contingencies Act in
2004. Civil protection now follows a subsidiary approach,
in which the lowest level, that is, the local first responders
usually manage emergencies and crises. Since the intro-
duction of the Civil Contingencies act in 2004, the British
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system has sought to coordinate preparedness at the lo-
cal level. Local Resilience Forums have been established
by a mandate from the national tier to bring together
first responders as the basic resource in preparedness in-
cident planning, and response. The central government
remains responsible for strategic command and control,
mainly through regulations and guidelines in the Civil
Contingencies Act (O'Brien 2008).The Civil Contingencies
Act is the institutional “backbone” of the system, defining
the responsibilities of the different authorities, including
cooperation arrangements and defining situations in
which up-scaling is appropriate (Fanoulis 2013). The sys-
tem is thus characterized by strategic command and con-
trol, although local authorities are responsible for the op-
erational aspects.Theapproachtakenis ofan“all-hazards”
type, where preparedness should be ensured for different
types of threats and hazards. The Local Resilience Forums
(LRF) are used to highlight the decentralized prepared-
ness approach adopted in the UK, which is evaluated in
two aspects: what led to the introduction of this distrib-
uted approach, and how the approach is perceived to im-
prove resilience of individuals, communities and cities.

4.2.2.2 Civil Contingencies and Preparedness
At the turn of the century, experiences of major hazards
and threats in the UK were seen to highlight that the civil

protection system was not flexible enough to cope with
networked emergencies, and adaptation to meet a
changing threat spectrum was necessary (Fanoulis et al.
2013). Weaknesses especially became evident during the
floods in autumn 2000 and the foot-and-mouth disease
outbreak in 2001, highlighting the need for thorough re-
form of the civil defence legislation that was in use at the
time (Smith 2003). In particular the foot-and-mouth out-
break proved to be a complex, networked crisis that af-
fected different sectors including the health department,
the transportation sector, and agriculture (Smith 2003).
Reform discussions stressed the need to streamline re-
sponsibilities and channels of control and account for
complex emergencies that affected, or could affect, mul-
tiple jurisdictions or government departments. This led
to cascading reforms and the replacement of the Civil De-
fence Act (1948) with the Civil Contingencies Act (2004).
Figure 5 illustrates the current organization of the
British civil security system. Permanent entities are illus-
trated in blue, while groups that are convened in an
emergency situation are illustrated in green. Arrows and
lines visualize the provision of advice and support (blue
arrows), information-sharing and coordination (black
lines) and deployment in case of an emergency (black ar-
rows).The grey box indicates informal organization of the
community (so-called ‘community emergency groups’).
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Figure 5: The British Civil Contingencies System. Source: Own illustration, adapted after UK Cabinet Office (2013).
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This general framework aims to improve the coor-
dination between different actors, across networks by
bringing emergency responders closer. Separation be-
tween emergency responders was identified as a signifi-
cant issue during discussions that established the Civil
Contingencies Act. In fact, emergency responder interop-
erability has become a fundamental aspect in the con-
text of civil contingencies because of historical difficul-
ties communicating with each other during operations
(Smith 2003).

4.2.2.3 Efforts on the national level

In 2007, the Civil Contingencies Secretariat was created
with the aim to improve the UK’s resilience (Lentzos and
Rose 2009). Civil Defence legislation (in place until repeal
when the Civil Contingencies Act of 2004 was intro-
duced), including the Civil Defence Act (1948) and the Civ-
il Defence in Peacetime Act (1986), mainly required local
authorities and emergency services to deal with emer-
gencies as they saw fit (O’Brien and Read 2005). A man-
date for cooperation and coordination among the local
agencies was not in place and the government did not
hold the authority to lead municipalities in cases of se-
vere crises. This proved problematic during the floods in
2000 and the foot-and-mouth disease outbreak the fol-
lowing year (Smith 2003). The UK government decided to
tackle the problem by taking a more holistic approach to
civil protection, focusing on every aspect of disaster man-
agement: prevention, preparedness, response and recov-
ery.Resilience became a key term used by the government
to integrate these aspects.

In the UK Civil Contingency Lexicon, resilience is
defined as the “ability of the community, services, area or
infrastructure to detect, prevent, and, if necessary to with-
stand, handle and recover from disruptive challenges” (UK
Cabinet Office 2013). The strong emphasis on resilience
was affirmed with the implementation of the Civil Con-
tingencies Act (CCA) in 2004 and especially with a revi-
sion in 2010. The CCA strongly focuses on establishing co-
ordinationarrangementsanddefining the responsibilities
of the various agencies (for an examination of two ap-
proaches to coordination, see section 4.1). The reform pro-
cess leading to the introduction of the CCA was, besides
the aforementioned events, heavily influenced by the
New York terror attacks of 9/11, and substantial resources
were invested in the fight against terrorism (Cornish
2007). With a wide range of threats and hazards in mind,
emergency in the CCA was redefined in a very general
manner as “an event or situation which threatens serious
damage to human welfare in a place in the UK, the envi-
ronment of a place in the UK, or war or terrorism which
threatens serious damage to the security of the UK. A
broadening of the definition of emergency could ensure

7  Civil Contingencies Act 2004, Part 1, Article 1, Paragraph 1.
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that unknown or unanticipated threats and hazards
could be captured within the CCA process as easily as
more well-known threats and hazards. This broadened
definition permitted the adoption of an and all-hazard
approach to civil protection, meaning that preparedness
should not only be enhanced for specific events, but also
more generally across all sections of the UK society.

The Local Resilience Forums (LRFs) have been de-
signed as one way of increasing the coordination be-
tween different crisis management actors. They connect
category one responders (including emergency services,
local authorities, health bodies, and local government
agencies) with category two responders (including health
and safety executives, transport, and utility companies)
(European Commission 2014a). Additionally, LRFs engage
in the emergency planning process with support for local
response, recovery, and crisis situation assessment froma
Local Resilience Team (LRT) (Department for Communi-
ties and Local Government (DCLG) 2014). The duties of the
LRFs include risk assessment and the maintenance of a
local risk register (that reflects the national risk register),
the organisation of regular meetings and exercises, pre-
vention of disasters, the installation of Strategic Co-ordi-
nating Groups (SCG) for the coordination of the response
in an emergency case, assistance with business continu-
ity plans, and communication with the public (UK Cabi-
net Office 2012). Furthermore, the LRFs play a vital part in
the National Resilience Capabilities Programme (NRCP),a
cross-government programme that aims to enhance the
capability of the UK to respond to and recover from any
emergency. This capability is based on different factors,
including the availability of personnel, equipment and
supplies, training and exercising, and the ability to devel-
op comprehensive response and recovery plans. Twenty-
two work-streams covering different areas and belonging
to different departments have been installed to structure
the work (UK Cabinet Office 2014). The structural work-
stream “Local Resilience” supports the local resilience
partners in planning and preparing for disaster according
to their duties under the CCA. By constantly monitoring
capabilities and strengthening the weakness where nec-
essary, preparedness has become a permanent work-in-
progress (UK Cabinet Office 2014).

Since the introduction of the CCA, post-incident
assessments have painted a generally positive picture of
the reforms. A review of crisis management processes as-
sociated with the London bombings highlighted a largely
effective emergency response (Fanoulis et al. 2013). A re-
view of the response to the explosion at the Buncefield
fuel depot in December 2005 also showed that the newly
established organisational framework generally worked
well (Major Incident Investigation Board (MIIB) 2008).
However, an investigation report nevertheless made rec-
ommendations to improve collaboration practices, espe-
cially in the context of the interaction between the
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Strategic Co-ordinating Group and the health agencies
providing advice to local responders (MIIB 2008). The Pitt
review following the 2007 floods both appraised and crit-
icized the emergency management, bringing many rec-
ommendations to improve the civil security system,
which later were taken up by the Civil Contingencies Act
Enhancement Programme. This programme was de-
signed to revise and implement improvements to the act
(Pitt 2008, UK Cabinet Office 2010).

Besides these reviews, no evaluations of the Local
Resilience Forums have taken place to date. The reports
mentioned above indicate that the coordination work
that is done regularly improves the response in cases of
emergency (MIIB 2008, Pitt 2008, Fanoulis et al. 2013). The
very wet winter of 2013/2014, which caused serious coast-
al flooding did place the LRFs in a position that keenly
tested the structures, and according to the Civil Contin-
gencies Secretariat, these organizations were effective,
with success determined by relatively less damage in
communities than from comparable events of the past
(Civil Contingencies Secretariat (CCS) 2015).

A problematic issue at the local level has been
funding, and emergency management often has not
been resourced properly, especially regarding the various
new duties that have been imposed on local organiza-
tions by the national government (O’Brien and Read
2005). The progress report on the implementation of the
Hyogo Framework for Action does not report improve-
ments with regard to financing of local emergency man-
agement in the UK (CCS 2015).

4.2.2.4Informal partnerships

Besides the formal institutions, the Civil Contingencies
Secretariat aims to strengthen the involvement of citi-
zens in local community emergency groups (UK Cabinet
Office 2011a). A Strategic National Framework on Com-
munity Resilience has been prepared in support of this
process. Moreover, guidelines for businesses on how to
become resilient are provided to complement informa-
tion on how to prepare and build resilience, such as the
‘Community Emergency Toolkit’ (UK Cabinet Office 2011a).
For example, the toolkit explains how information on
risks and vulnerabilities can be obtained, and provides
advice on how to structure a first meeting of an emer-
gency community group (UK Cabinet Office 2011b). The
initiative for community emergency groups is intended
to both raise awareness of threats and hazards among
the public and encourage citizens to undertake their own
preparedness measures. In this context, resilience is not
just understood as preparing and planning for disaster, in
order to manage the consequences of disasters in an ef-
fective and flexible way, but also as a practice that in-
volves the public, raising awareness of risks and sharing
the responsibility with various actors. How far these ef-
forts to build resilience are in fact effective is difficult to

assess. The UK’s progress report on the implementation
of the Hyogo Framework for Action mentions some com-
munity-based preparedness initiatives, such as flood or
snow warden groups, which substantially engaged the
public (CCS 2015).

4.2.3 Concurring Preparedness Approaches in Austria

4.2.3.1 Background

Austria’s civil security system can be characterised by a
federal nature,accompanied by a strong emphasis on vol-
untarism. The local level is responsible for emergency re-
sponse while preparedness in many areas is hosted at the
central level, where the legislative competence for a func-
tional issue lies. The system is organized in a subsidiary
fashion where response responsibility shifts up levels of
government as a crisis worsens after which no longer be
handled by the lower administrative unit (Bossong and
Hegemann 2013).

While the British system has undergone major re-
forms in the past fifteen years, reform discussions in Aus-
tria have been ongoing for at least a decade. Here the fed-
eral nature of the system has ensured a lengthy
consultation process, but noagreement has been reached
to date (Bossong and Hegemann 2013). Nevertheless, a
minor reform in 2004 involved a reorganization of the
Federal Crisis and Disaster Protection Management
Agency (Staatliches Krisen- und Katastrophenschutzman-
agement, SKKM). These reforms consolidated various civil
security coordinating bodies that had traditionally be-
longed to different administrative units at the provincial
(Lander) level (European Commission 2014a), streamlin-
ing their activities with federal actions (Bundesministe-
rium flr Inneres (BM.1) 2003). The SKKM is the consulta-
tion and coordination centre of civil protection, assisted
by the national warning centre (BWZ) and in severe cases,
by the armed forces. Since 2006 the BWZ and the warn-
ing centres of the provinces have become an integral part
of the national Operations and Crisis Coordination Centre
(EKC), which belongs within the Ministry of the Interior®.
Figure 6 displays the structure of the Austrian Civil Pro-
tection System. Blue arrows represent information and
education transfers. Black arrows show lines of coordina-
tion and information exchange between agencies. Black
lines illustrate channels of accountability.

No federal law regulating civil protection exists in
Austria, instead all provinces have their own laws, which
according to Bossong and Hegemann (2013) are not prop-
erly harmonized, leading to confusion in coordination
processes. Although the federal system, and lack of fed-
eral civil protection law, causes some fragmentation in

8 Informations- und Kommunikationstechnologie Portal (IKT) (n.d.):
Einsatz- und Koordinationscenter (EKC), available: https://www.onlinesi-
cherheit.gv.at/nationale_sicherheitsinitiativen/koordination_und_strat-

egie/71763.html
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Figure 6: Austrian Civil Protection System. Source: Own illustration, adapted from Jachs (20m).

the system, coordination across different levels of gov-
ernment is a strong necessity, yet this has been a recur-
ring issue for some time (Bossong and Hegemann 2013).
Consequently, the 2013 security strategy of the Austrian
government, “Security in a New Decade - Shaping Secu-
rity” mentions improved coordination of the crisis man-
agement system as an important goal (Bundeskan-
zleramt 2013). Efforts to coordinate disaster risk reduction,
preparedness, resilience, and response have also been ini-
tiated at the local level through the “Making Cities Resil-
ient” initiative of the United Nations International Strat-
egy for Disaster Risk Reduction (UNISDR). This initiative is
discussed more thoroughly in section 4.2.3.2.

Austrian government competencies are distribut-
ed based on a distinction between prevention, response,
and relief measures. Response and relief are in general
tasks of the provinces, while the municipalities organize
the immediate response together with the fire brigades
and the emergency services. By contrast, responsibility
for prevention rests where the legislative competence for
a functional issue lies, which in many areas is at the fed-
eral level (Jachs 20m). For epidemics, forest fires, and
events affecting the traffic and transportation system,
competence is wholly in federal hands. Preparing for
emergencies through the development of emergency
plans, education of personnel, and execution of exercises

i Population

is mostly regulated by the exercise of provincial disaster
protection laws (Jachs 201m), yet competence formally lies
at the level of government responsible for the functional
issue (which may not be provincial). As a result, some fed-
eral ministries have developed nation-wide plans (e.g.
Austrian plan for emergencies with radioactive substanc-
es, civil aviation, and tunnels), even though emergencies
associated with the issues are regulated by provincial law
and will be responded to by municipal authorities
(Bossong and Hegemann 2013). Regulations regarding
building standards, land-use and preparedness duties of
businesses are part of provincial laws. Relevant compa-
nies and firms working with hazardous material are for
example required to have special emergency plans
(Bossong and Hegemann 2013). Critical infrastructure is
often in state hands, otherwise arrangements are in place
to ensure cooperation in case of an emergency.

These examples point to a diversely decentralized
emergency management practice, and illustrates the dif-
ficulty behind developing consistent hazard prepared-
ness planning. Disparate responsibilities complicate di-
saster responses when they cross several functional
issues (and hence different departments on different lev-
el of governments). Furthermore, formal arrangements
and clear guidelines for coordination and response up-
scaling (when more than one functional area, or province
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is affected, or when a crisis of national significance oc-
curs) are not in place in Austria. Instead, coordination in
an emergency often takes place in an ad-hoc manner
(Bossong and Hegemann 2013). The complicated nature if
this system, and the need for significant re-organization,
likely explains the attractiveness of non-national pro-
grammes, and Austria is one of the most active countries
engaged in the UNISDR’s international municipality-
based resilience-building program, the ‘Making Cities Re-
silient Initiative’

4.2.3.2 Building on international preparedness strategies
Since its introduction in 2010, the UNISDR’s ‘Making Cit-
ies Resilient Initiative’ has become one of the most suc-
cessful municipal-level resilience building initiatives. The
initiative provides a framework that aims to support cit-
ies’ efforts to build disaster resilience and incorporate risk
reduction activities into daily business (UNISDR 2012). Ac-
tions the initiative encourages include: considering disas-
ter risk reduction in urban planning; establishing com-
mittees that draw disaster risk reduction and
management stakeholders together; constructing or en-
hancing hazard mitigating infrastructure; and finally, de-
veloping and launching awareness and education pro-
grammes (UNISDR 2012).

The UNISDR initiative “Making Cities Resilient: My
City Is Getting Ready” is remarkably popular in Austria.
Among all the participating countries Austria has by far
the greatest number of municipalities represented: 280
in total (UNISDR 2014). Indeed, the province of Tyrol joined
the initiative, including all of its municipalities, at the
outset of the initiative in 2010. One of the municipalities,
the city of Lienz now serves as a role model for communi-
ty-based risk management for member cities and pro-
spective city participants (UNISDR 2012). The participato-
ry risk assessment process that has been initiated by
Lienz has been used to develop a hazard zone map, a de-
tailed risk register, and spatial and building development
plans that have contributed significantly to the city’s lev-
el of preparedness (UNISDR 2014). In order to support this
process, Lienz created an environmental department that
integrates responsibility for environmental processes
with disaster risk reduction and management. The new
department’s remit it to coordinate and oversee all emer-
gency services, the fire brigades and other voluntary or-
ganisations, through regular meetings with the relevant
stakeholders and measures to strengthen citizen involve-
ment (UNISDR 2014). Other aspects of the engagement
are investments in risk reducing infrastructure like flood
detention basins and avalanche barriers and the installa-
tion of early warning systems.

4.2.3.3 Further efforts for local preparedness
The inclusion of the population in civil protection, espe-
cially through voluntary relief organisations, has a long
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tradition in Austria and is also one of the main principles
of the SKKM mentioned in the strategy document 2009
(BM.I 2009). As early as 1986 the Ministry of the Interior
(BM.I) initiated the installation of so-called “self-protec-
tion centres” (education centres supporting prepared-
ness) in order to promote the self-protection of the Aus-
trian population. Since 2001, the Austrian Civil Protection
Association (OZSV) has held responsibility for these cen-
tres, now called Security Information Centres (SIZ), and
receives financial support from the BM.I to undertake
this task (BM.| 2015). Prior to this, in 2000, the Civil Protec-
tion Association also began an information campaign
targeting children, and traveling around the country.
Generally, the OZSV has the task to promote self-protec-
tion through awareness raising and public instruction on
adequate behaviour in emergency situations (Central In-
stitute for Meteorology and Geodynamics (ZAMG) 2015).
Another initiative to involve the public is “Team
Austria”, which organizes voluntary involvement without
further commitment to an organization (Bossong and
Hegeman 2013). Team Austria was founded by a public ra-
dio station, 03, and the Austrian Red Cross in 2007 in or-
der to make use of the publics’ willingness to help in
emergency situations.To date almost 35'000 people have
signed up to this non-binding initiative. In case of an
emergency those volunteers located close to the scene of
the emergency are notified and asked to help — participa-
tion is always voluntary. In order to prepare these volun-
teers to best assistance in crisis they are offered an edu-
cational course in disaster response by the Red Cross.9

4.3 Rethinking Public Communication
of Risks and Crises

Asindicated in section 3.3, the conditions for communica-
tion among the various agencies engaged in civil protec-
tion, as well as the communication between the authori-
ties and the public, have changed dramatically in recent
years. In order to fulfil their mandate and ensure the best
possible protection from natural and man-made hazards,
civil protection professionals disseminate information
that must compete in a dynamic media landscape and
adapt to changing public expectations.

In this chapter, we examine alternative approach-
es to adapt public communication as a key component of
modern civil protection systems, drawing on two case
studies. First, in section 4.3.1, we analyze how the Nether-
lands have updated their risk and crisis communication
system, primarily by introducing new regional and na-
tional institutions and high-technology instruments in
order to ensure an integrated response to the nation’s

9 03 (nodate):Team Osterreich, available: http://oe3.orf.at/teamoester-
reich/stories/2605842 (11.08.2015)
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risk environment. Secondly, in section 4.3.2, we describe
how New Zealand has established a strongly localized
approach to risk and crisis communication as part of its
overall strategy to building community natural hazard re-
silience. In each case study, the historical background of
major incidents, risks and institutions in civil protection is
described. Major transformations in the national civil
protection system over the last years are sketched out.
The third element focuses specifically on changes in offi-
cial crisis and risk communication. Finally, we discuss pro-
spective developments in both countries.

4.3.1 New Hubs for Improved Crisis Communication:
The Netherlands

4.3.1.1 Background

In the Netherlands, located at the delta of the Rhine,
Scheldt and Meuse rivers, and exposed to North Sea
storm surges, the hazards of river floods and storm surg-
es dominate the risk landscape. Significantly, at least 26
percent of the country land area lies below sea level. In
response to this most important of hazards, the country
has a long historical record of flood risk management,
which has led to one the world’s most advanced water
management systems of dykes and flood barriers. Indeed,
the modern Dutch civil protection system was estab-
lished after the large storm flood of 1953 (Delta Commis-
sion 1960). Traditionally, the municipalities have been the
primary actors in civil protection, responsible for shelter-
ing, local crisis communication, and long-term aftercare.
Regional and national agencies have assumed supple-
mentary roles. Although these responsibilities are long-
established, the large number of agencies involved in cri-
sis management in the Netherlands has sometimes led
to fragmented responsibilities and difficulties coordinat-
ing during crises.

Public communication is a central component of
the Dutch civil protection system. Importance here is
largely conveyed by the high expectations of the public
towards authorities — especially in the context of trans-
parency and trustfulness in political communication, but
also in relation to disaster risks. Many members of the
public expect comprehensive and timely information on
disaster risks and vulnerabilities, reflecting the country’s
participatory political culture. By comparison to other
countries, these characteristics have encouraged a rela-
tively high level of tech-savviness in information-seeking
behaviour within Dutch society. According to a survey
from 2010, the internet was elected as the number one
likely go-to information source during a major crisis or di-
saster for the Dutch public (Ministry of Security and Jus-
tice 2010). To meet the challenges posed by the country’s
risk environment as well as the public’s expectations to-
wards authorities, the Dutch civil protection system has
undergone an almost continuous succession of reforms.
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4.3.1.2 New institutions for improved risk and crisis
management

In recent years, disaster risk and crisis management in the
Netherlands have followed a general trend of centraliza-
tion.These reforms were triggered by several experiences
of major disasters, such as the 2000 Enschede fireworks
factory explosion, which overwhelmed local authorities
and exposed weaknesses in existing coordination proce-
dures (Oosting Committee 2001). A first major leap to im-
prove Dutch crisis management was taken in 2007, when
the national government launched the Netherlands Na-
tional Safety and Security Strategy, establishing a holistic
approach to risk management: from threats of terrorism
to natural hazards (Dutch Government 2007). According-
ly, all related measures are to be based on a thorough na-
tional risk assessment (NRA), led by the National Coordi-
nator for Counterterrorism and Security, a branch of the
Ministry of Security and Justice. The Coordinator also
leads the National Crisis Centre (NCC), which serves as
24/7 information hub for authorities on all levels, and co-
ordinates public crisis communication efforts.® Finally,
the NCC represents the main competence centre for early
warning, training and preparedness building.

A second major reform was implemented in 2010
with the establishment of 25 ‘Veiligheidsregio’ (safety re-
gions). This new administrative layer was furnished with
primary responsibility for crisis management in the Neth-
erland’s 408 municipalities. The security regions are
headed by the mayor of the largest community of the re-
gion, who takes a lead coordination role in response situ-
ations (but, like other mayors, ultimately holds responsi-
bility in their own communities alone). To facilitate
coordination, several safety regions cooperate in trans-
regional partnerships. For instance, the six safety regions
around the ljsselmeer (including Amsterdam) conduct
joint exercises and coordinate their public communica-
tion strategies. Yet, despite these efforts, calls for further
centralization continue. For instance, an independent au-
dit in 2014 was critical of the autonomous safety regions,
suggesting they were ill-suited to tackle challenges at a
national scale, especially in regards to lessons learnt and
relations with the population.” To this end, the central
government has assumed additional tasks to improve
knowledge management and public communication.The
civil protection responsibility relationships between the
national government and the safety regions is illustrated
in Figure 7.

4.3.1.3 Centralization in risk and crisis communication
Although formally the primary responsibility for crisis
communication rests on the municipal level, in recent

10 www.crisis.nl

1 http://www.courtofaudit.nl/english/Publications/Audits/Introduc-
tions/2014/11/Public_authorities
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Figure 7: Revised national decision making process, illustrating in particular the relationship with municipalities and safety regions. From: Ministry of Security and Justice 2013.

years, crisis communication has moved increasingly to
the national level. After several disasters that revealed
weak-points in inter-agency coordination and public crisis
communication (e.g. a failure of the websites of regional
authorities due to traffic overload during a large indus-
trial incident in January 2011), the NCC expanded its ca-
pacities to strengthen and streamline crisis communica-
tion across jurisdictions and administrative levels (Dutch
Department for Safety and Justice 2013). A main instru-
ment to this end is the National Academy for Crisis Man-
agement (NAC), established in September 2013. The NAC’s
work is focused on education, training, exercises, testing,
assessment, and the documentation of lessons learned,
benefiting authorities on all administrative levels. In addi-
tion, with the new LCMS 2.0 network the Dutch govern-
ment has provided the basis for improved information
exchange among authorities (Kuipers and Boin 2013).

At the same time, national authorities increasing-
ly engage directly with the Dutch public in communica-
tion over disaster risks. For instance, as part of the Na-
tional Safety and Security Strategy, the national
government started a large media campaign “Denk
Vooruit” (Think Ahead, running since 2007) aimed at risk
awareness, prevention and preparedness. The campaign
sought to make clear that in case of major disasters, citi-
zens could not automatically expect immediate assis-
tance from authorities, and individual preparedness was
therefore important. Further, despite budgetary pres-
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sures the national government has invested in new tech-
nology for better public crisis communication. The most
prominent effort in this respect has been the NL-Alert
system, launched nationally on 8" November, 2012. NL-
Alert is a cell broadcasting system to warn or alert mobile
phone users in specific geographical areas. In the first six
months after its launch, NL-Alert was used twelve times
by seven different safety regions. Experiences were pre-
dominantly positive.” In addition, the local siren system
(WAS sirens) has been updated, and a central website for
crisis-related information (Crisis.nl) has been established.
Finally, the NCC created an ad-hoc telephone team to an-
swer frequently asked questions (FAQs) during emergen-
cies or crises.

Although the general trend has been towards
more centralized organization, these developments have
placed a strong focus on better utilising established rela-
tionships between regional and municipal authorities,
and with the public. To this end, the Dutch government
has established so-called ‘crisis communication frame-
works’ that all municipal authorities can use to custom-
ize communication solutions locally.® In general, the na-
tional government seeks to provide the organizational
and technical basis for an integrated crisis management

12 Letter of 8 November 2013 from the Minister of Security and Justice Ivo
Opstelten to the House of Representatives on national security

13 Letter of 8 November 2013 from the Minister of Security and Justice Ivo
Opstelten to the House of Representatives on national security
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practice that brings together expertise from all sides. For
instance, the specific FAQs to the telephone hotline are
not assembled by a single agency, but instead distributed
by the incident-leading authority, either on a municipal,
regional or national level. Overall, these integration steps
have proved to be effective and following several reforms,
independent inquires have demonstrated an overall posi-
tive communication performance of authorities during
recent crises.™

4.3.1.4 Future developments

In the future, the Netherlands seeks to focus on strength-
ening public risk knowledge. One instrument under con-
sideration in this context is a public risk campaign that
includes NL-Alert test messages (NCTV 2015). Moreover,
the Dutch government has recently identified improving
the government’s information gathering and manage-
ment system as a key priority. To step up its information
management, the Information Management Section
(SIM), to which departments and security regions have
access, will be expanded to include other vital partners
and operational services (NCTV 2015). Further, monitoring
social media as an informal information inlet for authori-
ties will be enhanced. This insight was partly driven by
the Cohen Committee’s advisory report on the 2012 Face-
book-related disturbances in the Dutch town of Haren,
which highlighted the necessity for the government to
identify and actively monitor social media for informa-
tion on potential risks. Additionally, the Dutch govern-
ment plans to make greater use of social media for its
own crisis communications efforts.

43.2 Llocalized Communication Strategies: New
Zealand

4.3.2.1 Background

New Zealand is exposed to various natural hazards in-
cluding earthquakes, flooding, and tsunamis — the latter
a progressively prominent risk due to intensifying land-
use in coastal areas (Power 2013). For long time tsunami
has been a rather neglected issue, but the risks came into
public focus in New Zealand after the Boxing Day Tsuna-
mi of 2004 in south-east Asia. In particular, this event
caused an increased focus on preparedness for large-
scale disasters. More recently, and more significantly for
emergency management developments in New Zealand,
were the series of severe earthquakes in 2010 and 20m,
which devastated the Christchurch region (Canterbury
Earthquakes Royal Commission 2012). Killing 200 people
and causing approximately NZD 4o billion in damages,
these events brought a new focus toward building

100V report Poldercrash, 2009, p. 9—10 ; 100V report Alphen, 2011,
pp7-20

15 Alocal teenager posted a party invitation on Facebook that attracted a
crowd of 3’'000. When party goers were turned away a riot ensued.

13
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community resilience and to strengthening the involve-
ment of civil society groups and private business in disas-
ter risk reduction (NZ Ministry of Civil Defence and Emer-
gency Management (MCDEM) 2015). Moreover, the
earthquakes triggered a number of changes in the way
disaster risks were addressed in New Zealand. Many of
these transformations in the country’s civil protection
system strengthened localized practices of disaster
management.

4.3.2.2 Changes in risk and crisis management
New Zealand’s crisis management system has changed
significantly in the last 15—20 years, mostly aiming for
unified and coordinated structures and processes, while
maintaining that “responsibility for managing risks re-
sides as close to the community/individual at risk as
practicable” (MCDEM 2015). The legal basis of the current
system is the national Civil Defence Emergency Manage-
ment (CDEM) Act of 2002. Since its establishment, re-
sponsibilities on the national level have shifted repeat-
edly. Recently, New Zealand’s national government has
attempted to integrate disaster risk management into
overall security policies. The most visible step towards
this goal has been the transfer of the Ministry of Civil De-
fence and Emergency Management from the Depart-
ment of the Internal Affairs to the Department of the
Prime Minister and Cabinet in spring 2014. The Prime
Minister also leads the Cabinet Committee for National
Security (NSC), which carries the highest responsibly for
emergency management at the national level. The NSC is
supported by the ministerial Officials’ Committee for Do-
mestic and External Security Coordination (ODESC). The
ODESC consists of the departmental chief executives and
provides strategic advice to the NSC. Operational coordi-
nation on the national level is led by the National Crisis
Management Centre, which also supports the ODESC.
Regardless of these changes, the organizational
core of the CDEM Framework remain the 16 regional
CDEM Groups, which are mainly self-organized coordina-
tion consortia of different local agencies. Participation of
local authorities in the CDEM Groups is mandatory. Each
Group is supported by Secretariats, which are tasked with
developing and reviewing regional CDEM plans. Further,
the Secretariats coordinate collaborative actions be-
tween authorities and stakeholders, including private
companies and civil society groups. In general, assess-
ments of hazards, risks and vulnerabilities are all con-
ducted at the local level. Further, based on the local risk
assessments, local communities are tasked to develop
policy responses to mitigate risks in their jurisdictions.
The regional system is accompanied by the Na-
tional CDEM Monitoring and Evaluation program, which
encompasses a set of nationally consistent performance
indicators and measures that all organizations with re-
sponsibilities for disaster and emergency management
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are required to apply periodically. The results provide
benchmarks for regional and local performance of CDEM
Groups and inform strategy-making processes at all po-
litical levels (MCDEM 2012).

4.3.2.3 Localization of risk communication

In its attempts to improve public knowledge about disas-
ter risks and risk mitigation, New Zealand has followed a
strongly localized approach. This approach is based on
the primary goal of the CDEM Strategy, “increasing com-
munity awareness, understanding, preparedness and
participation in civil defence emergency management”
(MCDEM 2008). To reach this goal, New Zealand aims to
go far beyond traditional risk communication, as the
CDEM Capability Assessment Report makes clear:“It is no
longer acceptable to only ‘communicate’ with communi-
ties, or even ‘do public education’. Building community re-
silience is a lot more than that, and requires increasing
levels of engagement, meaningful conversations with
communities, and new and innovative approaches in or-
der to be effective” (MCDEM 2012). Following this ap-
proach, public information is seen now as only the first
step towards empowering local communities (see Figure
8). Ultimately, the national government hopes that com-
munity resilience will be owned by the community itself,
responding to local problems and building on local
knowledge and capacities (MCDEM 2012).

This localized and enabling approach is especially
pertinent in the context of tsunami risk, since an ade-
quate response necessitates effective evacuation plan-
ning across many communities in New Zealand’s coastal
regions. Since the time sequences between tsunami-trig-
gering earthquakes and tsunami arrival are in many cas-
es too short for public alerts, self-evacuation (and pre-
paredness) is considered the most effective option to

For example, developing
community response plans

For example, the Get Ready, Get Thru campaign

mitigate impacts from tsunamis. In effect, this means
that the population in tsunami-prone areas has to begin
with immediate self-evacuation whenever a heavy earth-
quake is felt. Since this approach is expected to lead to
(and actually has led to) many unnecessary evacuations,
a comprehensive risk communication effort is needed
that also educates about earthquakes and manages pub-
lic expectations (Power 2013). A specific focus of DRR ef-
forts in recent years has been the inclusion of ethnic
groups, in particular the Maori, which represent about 15
percent of New Zealand’s population. The national gov-
ernment explicitly acknowledges the particular social
and cultural practices and structures of the Maori, and
follows a collaborative approach to improve resilience of
Maori communities.

The role of the central government is mostly one
of supporting regional and local actors. One focus of the
Ministry of Civil Defence and Emergency Management in
this context is to provide education materials that can be
used by local authorities, such as an assessment guide-
lines for public alerting options or a handbook with best
practices (MCDEM 2010). In comparison, national cam-
paigns such as the public education program “Get Ready,
Get Thru”, launched in 2006, have been employed only
occasionally to accompany the efforts on the community
level.’® Here, local risk communication begins in primary
school education: based on the learning package ‘What’s
the Plan Stan?’ Students learn about hazards in their spe-
cific regions, and about the measures to prepare for and
respond to disasters. The efforts are supported by part-
nerships between schools and local risk managers (MC-
DEM 2015).

Complementary to its other risk communication
efforts, the national government places a strong effort on
engaging local communities through joint disaster

Figure 8: Levels of engagement (Community Engagement in the CDEM context. Best Practice Guide 4/10:19)
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16 http://www.getthru.govt.nz
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exercises. In collaboration with regional agencies, the
first national earthquake drill, the “New Zealand Shake-
out”, was conducted in 2012 and involved approximately
30 percent of the population. The drill followed the con-
cept of the “Great California Shake Out”.” Most recently, a
second drill was held in October 2015."

Finally, the national government has developed a
number of instruments that aim to aggregate and inte-
grate locally-held disaster risk knowledge. For instance,
the national Land Information Memoranda (LIM) system
collects hazard information on the level of particular
properties and turns it into a unique information hub,
publicly available on request (e.g. for people interested in
buying a home). Moreover, the national government es-
tablished the Emergency Management Information Sys-
tem (EMIS) that provides a unified operation picture dur-
ing emergencies and disasters and thereby improves
coordination among the different civil protection agen-
cies. Finally, it fosters academic research on the roots of
disasters and mitigation strategies. Most of these re-
search activities are organized through the decentralized,
trans-disciplinary Natural Hazards Research Platform
(NHRP), created by the government in 2009.2°

Overall, these measures have proved successful in
increasing disaster preparedness at the community level.
A comprehensive assessment of the CDEM framework in
2012 found that in most regions of New Zealand, effective
steps to achieve preparedness have been taken since the
introduction of CDEM ten years before (MCDEM 2012).

4.3.2.4 Future developments

Currently, the 2002 Civil Defence Emergency Manage-
ment Act is under review. Most likely, the new version will
not differ fundamentally from the previous one, but rath-
er include several adaptations and new instruments, as
the recent National Civil Defence Emergency Manage-
ment Plan Order indicates (Governor General 2015). For
instance, the revised Act will presumably place a stronger
focus on the role of land-use planning in disaster risk re-
duction. Moreover, additional efforts to prepare commu-
nities for a quick recovery after disaster events should be
expected.

Another major issue currently under discussion is
the effective exchange of disaster-related data between
all actors. For instance, already efforts are being under-
taken to develop unified data sharing protocols and pro-
cesses to advance New Zealand’s geospatial infrastruc-
ture across jurisdictions, which is considered central to
disaster risk management. All efforts are based on an

17 shakeout.org/california

18 http://www.civildefence.govt.nz/cdem-sector/exercises/national-cdem-
exercise-programme
http://www.civildefence.govt.nz/resources/new-zealand-coordinated-
incident-management-system-cims-2nd-edition
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20 Natural Hazards Research Platform http.//www.naturalhazards.org.nz
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open data approach.® Finally, enhancing partnerships
with additional societal actors in order to increase the re-
silience of individuals and communities in New Zealand,
including engaging the tourism sector with a so-called
‘Visitor Action Plan’ to address the risk to tourists, will be
priority in the future (MCDEM 2012).

5 Future Directions and
Conclusions

Future Directions in Civil
Protection

5.1

This report has sought to make a broad examination of
the way a selection of countries are responding different-
ly to three key challenges in the context of civil protec-
tion. Country cases were chosen so that different ap-
proaches could be compared and contrasted, but no
attempt has been made to indicate whether one organi-
zational response to a challenge is better that another.
Indeed, a review of these cases illustrates that there are
few ‘best practices’ in organizational responses to civil
protection challenges. Certainly, there are ‘good practices’
that are effective in meeting their goals, while also re-
flecting the situations and contexts of the case study
countries. In this section we provide a brief summary of
key patterns and future directions that the case study
countries are taking in the context of the three challeng-
es described in section 3.

5.1.1  Crisis Coordination and Leadership

The issue of effective coordination (and leadership) is
perhaps the most commonly discussed issue across all of
the case study countries,and in the context of each of the
challenges, is also an important issue. As a cross-cutting
challenge, the US and French case studies provide inter-
esting comparisons of the different political attitudes to
coordination problems. Two connected factors are impor-
tant here. Firstly, the need for effective coordination has
been strongly influenced by the diversification of risks
addressed under the conceptual umbrella of civil protec-
tion in recent years, which in turn has resulted in an in-
crease in the number of organizations involved in civil
protection. Secondly, effective coordination is increasing-
ly viewed as requiring a mix of strong leadership at the
decision making end of the civil protection management
tree,and networked coordination among actors, especial-
ly those engaged in operational civil protection in the

21 See http://data.govt.nz.
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field (as well as non-governmental groups, civil society
groups, the private sector, etc.). The turn to more engage-
ment with grass-roots groups is partly due to an in-
creased acknowledgement of the interdependencies of
all actors, and partly due to a general trend towards par-
ticipatory politics in many countries.

Both the United States and France have respond-
ed to a broadened risk spectrum (large events, terrorism,
cascading ‘NaTech’ incidents, multi-jurisdictional events,
etc.) during the 2000s with changes in civil protection or-
ganization responsibility, and the creation of new organi-
zations, tasked with addressing the complexity and inter-
dependence in the risk landscape. However, the
organizational landscape has in fact become more com-
plicated, in part because old institutions were not re-
placed or reformed, but supplemented by new ones. Un-
der these circumstances, the need for strong leadership,
especially in the context of organizational decision mak-
ing, has become a fundamental aspect. For example,
France has maintained in part even strengthened its cen-
tralized, top-down approach to civil security in the last
ten years, in spite of a general trend towards decentral-
ization in French politics during the same period. In the
US, the development of the Incident Command System
policy tool, as an element of the National Incident Man-
agement System, has reflected a more general centraliza-
tion in both decision making and operations in all signifi-
cant civil security incidents.

At the same time, both the US and French systems
recognize the necessity of drawing on a coherent organi-
zational network for a comprehensive approach towards
current challenges. To accommodate the simultaneous
roles of actor networks in a more complex and interde-
pendent risk environment, the US and French systems
rely on mixed hierarchically networked coordination ap-
proaches. Strategic decisions are taken by organisation
leaders, who rely on networks of cooperating, but opera-
tionally distinct actors. The exact mix of hierarchy and
decentralization in coordination approaches largely re-
flects the country’s risk spectrum and the political
system.

5.1.2 Financial Efficiency and Local Preparedness

Local preparedness of communities and individuals has
become a political priority in all of the countries included
in this study (United States, France, New Zealand, Austria,
the Netherlands, and United Kingdom). In each of these
cases individual and community preparedness for threats
and hazards has been identified as an important factor
that can contribute to increasing the hazard resilience of
the society. In turn, the move towards public prepared-
ness was, to a certain degree, often accompanied by
hopes to unburden civil protection authorities. Therefore,
the authors and representatives from the Federal Office
for Civil Protection (BABS) together assumed an
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association between pressure for financial efficiency, or
austerity measures, and a propensity of civil protection
organizations to encourage local level preparedness. This
assumption also reflects several countries’ (e.g. France,
United States, and United Kingdom) assertions that di-
recting financial resources towards civil protection, espe-
cially with regard to high-impact events, has grown more
difficult in the last eight to ten years.

Certainly, in the United States and United King-
dom, the ‘community-as-resource’ model of public in-
volvement in emergency management has been seen as
a means of easing resource investments at times of fi-
nancial efficiency (Lichterman 2000). The development of
Local Resilience Forums in the United Kingdom is in es-
sence a practical application of this model, where a devo-
lution of preparedness and response responsibility to the
local level is seen to be an effective way of dealing with
both small- and large-scale contingencies. However, this
devolution of responsibility, and the activities this respon-
sibility entails, is not completely free of costs, but also re-
quires certain financial investment, which has been a
point of contention during the early implementation of
the Local Resilience Forums (O’Brien and Read 2005).

While the relationship between financial efficien-
cy (and austerity measures) and local preparedness is
rarely made explicitly, countries like France (Coste et al.
2013), the US (Waugh and Streib 2006), the UK, and Aus-
tralia (AFAC 2010), nevertheless highlight the cost-saving
potential (for formal civil protection organizations) of in-
vesting in local level preparedness (World Bank and ODI
2015). In these countries, strong political will has typically
facilitated the focus on local preparedness, and financial
support has largely followed this process. Yet, the case of
Austria, a federal nation, in which the Ldnder hold prima-
ry responsibility for civil protection, shows that prepared-
ness can not only be implemented top-down, but also
grow from a decentralized base. Further, many of the op-
erational aspects leading to local preparedness are lead
at the municipality level. The state plays an advisory role
only, with little power to influence regional or municipal
civil protection activities. In the face of stalled political
agreement on coordinating approaches to civil protec-
tion and preparedness inter-regionally (initiated on the
federal level), municipalities have taken the need for local
preparedness and resilience building into their own
hands, engaging in the international ‘Making Cities Resil-
ient’ program of the UNISDR. Municipalities are directing
local funds towards building resilience through encour-
aging local preparedness, thereby overcoming the politi-
cal stalemate in civil protection reform, and avoiding the
financial uncertainty this could bring. However, the Aus-
trian case also illustrates the problems the absence of
strong overarching strategy for preparedness can bring.
Although the number of communities in Austria with lo-
cal preparedness strategies is certainly impressive, this
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should not disguise the fact that most Austrian commu-
nities do not have such a strategy, and consequently the
nature of activities is very divergent across the country.

Overall, these cases highlight that finding ways to
adequately finance local preparedness and resilience
building is largely haphazard, because these funds are
rarely allocated in a systematic manner (even when for-
malized in legislation). In the face of increasingly conse-
quential, complex, and unpredictable threats, ad-hoc lo-
cal preparedness financing arrangements can even
become counter-productive. In this context, countering
political economic incentives to underinvest in prepared-
ness on the national level will be necessary in the short
term, and cost-benefit analyses assessing cost differen-
tials between preparedness and response/recovery ex-
penditure can support this goal by debunking the com-
mon misperception that community action can be
fostered at no cost.

5.1.3  Public Risk Communication

The modern, diverse and dynamic communication envi-
ronment was conceived as a challenge for civil protection
in this study. However, the country comparison between
the Netherlands and New Zealand contradicts this initial
conception, illustrating what is actually a broader inter-
national pattern: that technical communication solu-
tions (including situational awareness tools, social me-
dia, mobile applications, specific alerting systems, etc.)
and individual involvement or engagement in hazard and
threat management activities are complementary. Inter-
nationally, new forms of risk communication or informa-
tion provision are rarely seen as challenges, but as oppor-
tunities that can support new activities and practices in
civil protection.

New modes of communication are helping in two
key ways. New communication technologies are facilitat-
ing the coordination and integration of an increasing
number of civil protection actors. As operational civil pro-
tection is distributed across functionally and jurisdiction-
ally distinct organizations, the necessity to bring coher-
ence to activities across the integrated threat manage-
ment cycle increases dramatically. In most cases, ultimate
decisions about threat planning, crisis management, and
response continue to be made in ‘command and control’
type groups, whether or not operations are widely distrib-
uted among a range of functional organizations. Funnel-
ling information to these groups, and ensuring decisions
can be quickly and clearly communicated to operational
organizations has been significantly improved with the
application of technical communication systems. How-
ever, this information streamlining has been successful
only in situations where developing mechanisms for co-
hesive communication is supported by a strong political
commitment to implement and use new networks and
tools.
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Second, for public communication, ICT technolo-
gies have always been seen as fundamental information
transfer tools in civil protection. However, this project
demonstrates that new communication technologies
can increase not just public knowledge about risk, but
also be used to encourage public hazard preparedness. In
the Netherlands, new communication tools (e.g. text
messaging and social media) are being used to directly
connect with, and satisfy, a public that is not just tech-
savvy, but also has a strong appetite to learn about the
risk environment. Likewise in New Zealand, new commu-
nication approaches (not necessarily distinguished by
their high-technology character) are being deployed to
empower communities’ preparedness, supported by de-
centralized organization of engagement processes that
encourage conversations with communities about risk.
Overall, we found few indicators suggesting this ap-
proach is problematic.

Both the Netherlands and New Zealand are em-
ploying new communication approaches or technologies
to solve civil protection problems that are specific to their
respective situations. Technology and responsiveness in
the case of the Netherlands; creative and decentralized
engagement in New Zealand. Both cases illustrate how a
flexibility in organizational practices can turn develop-
ments that are often regarded as disruptive into civil pro-
tection advances.

5.2 Conclusions and Implications for
Swiss Civil Protection

5.21 ‘Good’Practice and ‘Best’ Practice Civil Protection
The analysis did not identify consistent ‘best’ practices
when adapting to challenges. Instead, organizations
must find their own ‘good’ practices that match the so-
cial, political, environmental, and economic boundary
conditions in which the particular civil protection system
must operate. While this finding is somewhat expected,
it is nevertheless important, because the ability to devel-
op ‘good’ organizational practices in response to a chal-
lenge (or changes in boundary conditions) requires some
creativity in the civil protection organization, especially
because the focus on ‘best’ practice is widespread. Addi-
tionally, under changing circumstances, the ability to
adapt can have significant consequences for the benefi-
ciaries of the civil protection system: the public.

This project also demonstrated that the propensity
to adapt civil protection practices and organization seems
to be associated with the existence of functional whole-
of-government decision-making mechanisms. This is ob-
vious in traditionally centralized governmental systems
like the United States and United Kingdom, but also in
countries that have long histories of decentralization that
have  recently centralized (or  strengthened)
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command-level risk and crisis management decision
making bodies (e.g. France and the Netherlands). Impor-
tantly though, having centralized structures is not a pre-
requisite for reorganization. The case of Austria’s localiza-
tion of preparedness and resilience-buildingis an excellent
example, showing that decentralization, and diffusion of
innovative initiatives among peers (in this case the mu-
nicipalities), yields organizational flexibility to meet civil
protection challenges as they are recognized, even though
it might also lead to patch-work results with very differ-
ent levels of preparedness. In these countries (both cen-
tralized and decentralized) organizations developed ‘good’
practices with respect to their specific constellation of
boundary conditions, and in response to the particular
challenges that incited a necessity for reform.

What does this pattern mean for Switzerland? The
boundary conditions of strong federalism and subsidiari-
ty in civil protection, coupled with few large-scale disas-
ters in the country’s recent history, place Switzerland into
a situation where establishing a basis for systemic sup-
port for reform is difficult. This is especially the case for
the cantons where an overview of nationally significant
threats or hazards has somewhat less bearing on region-
al civil protection realities. From a national perspective
then, finding ways to reform the system, while keeping
its subsidiary nature intact, will mean developing coher-
ent adaptations in national civil protection directions
that complement rather than contradict cantonal struc-
tures and practices. Drawing from the country cases
studies examined in this study, we provide some sugges-
tions with respect to the key challenges identified by the
BABS as important in a future Swiss civil protection
system.

Managing interdependent risks

Current risks are often characterized by large-scale, cas-
cading consequences. Their impacts regularly cross geo-
graphic and jurisdictional boundaries. They typically re-
quire multi-functional responses (for instance, NaTech
incidents require broad cooperation among responders
from diverse backgrounds and skillsets). It is exactly these
types of interdependent, high-impact incidents that have
exposed weakness in civil protection systems interna-
tionally, fomenting reform in many of the countries ex-
amined in this study. In response to such interdependent
risks, no country is currently relying on purely hierarchical
or decentralized approaches. Switzerland’s current direc-
tion toward implementing its Civil Protection Strategy
2015+ highlights the role of federal measures in national
incidents (radiation accidents, epidemics, zoonoses, and
armed conflict) including the activation of special operat-
ing resources (e.g. from the army) and response coordina-
tion mechanisms. While untested by the types of events
witnessed in the case studies, with respect to organiza-
tion in other countries this represents a suitable model to
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address the prospect of incidents characterized by inter-
dependence and cascading consequences.

Increasing preparedness in times of tight budgets

The relationship between financial efficiency, local pre-
paredness, and resilience is convoluted, but significant in
discussions about the future of civil protection interna-
tionally. The relationship is built on two elements. Firstly,
local preparedness is closely associated with resilience —
people who are well-prepared are considered to be less
vulnerable to hazards, and can potentially recover more
quickly when an incident does occur.This leads to the sec-
ond element: that governments see preparedness as a
possible way to increase the financial efficiency of civil
protection spending, even though the connection be-
tween downward budgetary pressure and local prepared-
ness is rarely made explicit. The French example is an ex-
ception: having recently stepped up activities to
strengthen capacities to deal with major hazards among
territorial authorities and civil society (while maintaining
the state as the central actor in civil security), the state
has avoided the financial and organizational burden, cit-
ing public expenditure reduction as the reason (Coste et
al. 2013). In Switzerland, local individual or civil society
preparedness has not been a priority of public policy
since the days of civil defence during the Cold War (Prior
and Roth, 2014). Yet, reviving the idea of individual pre-
paredness (beyond the emergency kit) could help to off-
set cantonal mitigation, response, and recovery resources,
especially in times of significant need (high-impact inci-
dents) if resources are limited.

Making use of new technologies

The new approach to preparedness and risk communica-
tion being developed and employed in New Zealand is a
model that could also be considered ‘good’ practice in the
Swiss system. Building the capacity of local municipal
representatives and volunteer fire and civil defence per-
sonnel to help householders and communities to prepare
for potential disasters could be facilitated by the federal
government and cantons.

This report demonstrates that encouraging flexi-
bility and responsiveness in relation to new modes of
communication can directly support advances in organi-
zational coordination and local level preparedness. In
terms of organizational communication to support coor-
dination, Switzerland’s POLYCOM system is considered
world-leading. As a mechanism to connect civil protec-
tion partners from the composite system (as required de-
pending on the functional and jurisdictional breadth of
an incident), POLYCOM is a dynamic resource that has a
demonstrated suitability for coordinating incidents with-
in Switzerland’s political, environmental, and social
boundary conditions, though questions over long-term
financial support, maintenance, upgrading of the system
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remain open (as at December 2015). In the context of the
pattern of increasingly centralized crisis communication
and command observed in all of the countries included in
this study, the POLYCOM system should be seen (politi-
cally) as a fundamental tool. That countries where this
pattern is evident are seeking or developing similar tools
indicates the significance of POLYCOM in future crisis
management situations, especially given considerations
about the possibility of large impact events affecting
Switzerland’s population in the future.

In regard to communication with the public about
risk and preparedness, Switzerland has also made recent
advances. The development of the AlertSwiss website
and mobile phone application aimed at increasing the
preparedness of the population, and awareness of risks
brings Switzerland’s approach to communicating with
the population in line with international approaches.
Nevertheless, as in the case of New Zealand, passively
communicated risk and preparedness information should
be coupled with more active forms of engagement in or-
der to increase the meaningfulness and interpretability
of this information (see Prior and Herzog 2014). The diffi-
culty of passively communicating complex information
about risks and preparedness, using new communication
technologies, should not be underestimated. With re-
spect to this difficulty, a recent UN Department of Social
and Economic Affairs survey rated Switzerland’s level of
e-Participation considerably lower than similarly devel-
opment countries (see Appendix 1: Electronic Participa-
tion). E-Participation describes “the quality, relevance,
and usefulness of government websites in providing on-
line information and participatory tools and services to
citizens” (Dutta et al. 2015). Switzerland ranks surprisingly
low with respect to e-participation (84" of 193 countries),
and considerably poorer than countries with similar gov-
ernance arrangements and levels of development. The
survey used to collect the data was conducted with gov-
ernment officials, academics, intergovernmental institu-
tions, civil society organisations, the private sector and
citizens. Whether Swiss citizens are less willing to inter-
act with these new communication technologies, wheth-
er offerings from government do not meet the expecta-
tions of the population, or whether the direct democratic
nature of the Swiss system already allows for sufficient
participation is difficult to tell. However, these results
should give Swiss civil protection organizations reason to
moderate expectations concerning the value of using
these technologies to build population preparedness and
resilience alone, without coupling the technologies with
more active engagement communication practices.

5.2.2 The Broader Political Context: Prioritizing
High-lmpact Events

In countries like the United States, the United Kingdom,

France, the Netherlands, and New Zealand the political
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prominence of civil protection has increased significantly
in the last 10—15 years. In all cases this change has come
as a result of experience with high-impact disasters, or as
a result of assessments pointing towards the likelihood
of future high-impact events. These realizations have
switched the political-economic perspective of the af-
fected governments, re-directing investment to improve,
update, or strengthen civil protection systems. While
such experiences or predictions about high-impact
events do not preclude civil protection system reform,
they often stimulate political will for reform, which often
comes on the heels of a disaster.

The BABS highlights the necessity to address large
events in the Umsetzung Strategie: Bevolkerungsschutz
und Zivilschutz 2015+. This necessity is based partly on the
recognition that the Swiss composite civil protection sys-
tem has not been tested by large-scale events since its es-
tablishment in 2004, and partly because recent risk as-
sessments (BABS 2015) indicate the probability of large
events (especially technical accidents, or severe natural
hazards in urban areas) affecting Switzerland are not in-
significant. While avoiding high-impact incidents is fun-
damentally important, it may not always be realistic, so
pro-actively engendering stronger political support for
civil protection in Switzerland seems sensible. Established
in 2010, and revisited in 2015, the Bundesstab ABCN? (Fed-
eral Staff Unit Crisis Management Board for Nuclear, Bio-
logical, Chemical and Natural Hazards) is positioned to ef-
fectively coordinate high-impact incidents. If given
stronger political support (from across jurisdictions) the
pro-activeness of this cooperative organ to plan and pre-
pare for high-impact events can be increased.

Of course, if the internal composition of the civil
protection system continues to adapt, but its position
within the broader political system remains the same,
then making big steps forward is very difficult. Here the
example of POLYCOM is informative. Although POLYCOM
is a world renowned resource, obtaining financial sup-
port for the system has been problematic in recent years,
especially because various components and technologies
in the system must be constantly maintained or updated.
However, the real value of the tool can only be appreciat-
ed in the context of a large, multi-jurisdictional, cascad-
ing incident that requires fast, efficient and effective co-
ordination —the type of incident Switzerland has not had
in recent history. The value of, and possibility to enact,
civil security development and reform is reduced if politi-
cal will for change does not exist.

22 Verordnung liber die Organisation von Einsatzen bei ABC- und Naturer-
eignissen (ABCN-Einsatzverordnung), https://www.admin.ch/opc/de/

classified-compilation/20090306/index.html, accessed 15.12.15.
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5.2.3 Conditions and Problems: Finding Windows of

Opportunity
Probably more than other policy domains, reforms in in-
ternational civil protection systems are at least partially
opportunistic processes. Certainly, disasters or crises fo-
cus attention on some aspect of a system (a condition of
the system), but such focus is often only transient unless
this attention also indicates some deeper problem that
repositions this issue on the political agenda (Kingdon
2003). Although the conditions of a system determine
what reforms can be effective, it is more likely the prob-
lems that a system faces provide the impetus for reform.

This project has illustrated that Switzerland’s civil
protection reforms and advances are, by and large, in line
with the observed international practices and trends.
With respect to coordination in the context of interde-
pendent incidents (with cascading consequences, for in-
stance), Switzerland’s national crisis coordination com-
mittee (Bundesstab ABCN) is analogous to similar
structures in countries that have experienced high-im-
pact, complex incidents, and represents a practical solu-
tion for Swiss conditions. Switzerland also matches many
countries in terms of developing new approaches around
encouraging local preparedness for hazards and threats.
These approaches are driven less by pressures associated
with financial efficiency, than by the recognized impor-
tance of preparedness within the population (and the re-
sponsiveness and recovery potential this preparation
yields). Actively building preparedness is deemed particu-
larly necessary in response to general societal trends,
such as increased mobility and urbanization, which are
assumed to have negative impacts on parts of the popu-
lation. In other words, while in a traditional society close-
ly connected to local hazards and risks most people pos-
sess a basic level of preparedness, in our modern society
this needs to be trained actively. Lastly, Switzerland is
supporting strong coordination and local preparedness
with existing (POLYCOM) and new (internet and mobile
support) communication technologies.

Unlike other countries though, Switzerland has
not (luckily) been handed the ‘opportunity’, and atten-
tion, a high-impact incident brings to discussions and
politics surrounding civil security. In some of the coun-
tries examined in this study, these incidents have con-
verted particular systemic conditions into problems re-
quiring solutions. Kingdon (2003, p. 198) points out that
this conversion can happen in one of three ways: a) if con-
ditions violate important social values; b) if a condition is
re-classified into a category that might receive more at-
tention (e.g., the terror attacks in the 2000s helped to
shift political agendas from concern about public safety,
to concerns about civil security, indicating a deeper prob-
lem that gave the impetus for civil protection reform in
the US, the UK, and in Switzerland to a certain degree);
and ¢) if, in comparison with other countries, the
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condition can be seen as a problem. Situations a) and b)
do not reflect Switzerland, but in the context of high-im-
pact hazards, situation c) does raise questions pertinent
Switzerland’s civil protection boundary conditions.

The experience of other countries in the context of
high-impact, interdependent, or cascading hazards,
should be seen as an opportunity for Switzerland to take
reform action without the disruption an actual crisis or
disaster might bring. However, the boundary condition of
subsidiarity in the Swiss civil protection system is a com-
plicating factor here. While high-impact hazards are in-
cluded on Switzerland’s most recent risk register (BABS
2015), cantonal civil security professionals nevertheless
rate day-to-day incidents as their most pressing prob-
lems (for instance, see SSV 2013). Given the infrequency
and perceived improbability of high-impact events, re-
gional and local civil protection agendas tend not to pay
them high attention. This is problematic, because al-
though the national risk register (BABS 2015) is compiled
at the national level, civil protection responsibility lies
mainly at the regional and local levels. In addition, the re-
sponsibility for dealing with nationally significant inci-
dents passes from the cantons to the federation, and al-
though cantonal resources become subsumed into a
federal response, the question remains —why give region-
al civil protection planning attention to high-impact,
complex, multi-jurisdictional hazards if you are not re-
sponsible for them?

In the context of threats and hazards, surprise by
unexpected events is a common issue. While the nation’s
most recent Security Policy Report (SIPOL 2016) points out
the difficulty of preparing in advance for every event that
challenges the nation’s security, it nevertheless high-
lights the importance of flexible implementation of the
tools of security policy —including civil protection.The SI-
POL report connects this importance with a strengthen-
ing of the resilience and regenerative capacities of the
society,the economy,and the state (SIPOL2016). Although
it is difficult to prepare for every possible eventuality, the
experiences of other countries present opportunities to
increase the organisational and public appreciation of
problems facing civil security, and the need to proactively
address them.
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Appendix 1: Electronic
Participation

The e-Participation index assesses the use of online ser-
vices to facilitate provision of information by govern-
ments to citizens (“e-information sharing”), interaction
with stakeholders (“e-consultation”), and engagement in
decision-making processes (“e-decision making”).
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