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A Fragmenting World — Does the West
Have Any Answers?

As has been the trend in recent years, 2017 was characterized by significant
changes in international politics, highlighting the growing complexity of the
world we live in. It seems increasingly difficult for Western policy-makers to
find the right mix of foreign and domestic policies to deal effectively with a frag-
mented world order. Further complicating matters are growing differences with-
in the Western world regarding security, trade, and global (sustainable) develop-
ment. The conflicts in Syria, Afghanistan, and Eastern Ukraine do not appear
close to resolution, and the situation in Iraq remains fragile. The intensification
of the North Korean nuclear crisis was another worrisome development. There
were also major developments in cross-cutting areas such as trade and energy
relations. The US is beginning to take advantage of its role as the world’s largest
hydrocarbon producer, and OPEC is desperately looking for partners and a new
mission within a rapidly changing international energy landscape.

Although this general view gives us some reason to worry about the state of the
world, we also see some signs of consolidation. The world is starting to accept
US President Donald Trump as the new normal in the White House, although
the full effect of the new administration’s agenda will not be clear for some time.
Trump’s calls for other NATO members to increase their material contributions
to the alliance have set the tone in this respect. At the same time, Trump’s White
House continues to send conflicting signals. The president frequently suggests
that the US will pursue a more unilateralist and nationalist agenda, even as
many other officials signal a desire for continuity in most areas. This mixed
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message can be seen in the new “National Security Strategy” of December 2017,
which promises to put “America First” even as it reiterates the importance of al-
liances and trade agreements.

An extended period of uncertainty about the US role in the world gave China
an opening to present itself as a new stabilizing force in the international sys-
tem. China enjoyed continuity in its domestic affairs, with President Xi Jin-
ping beginning his second five-year term in office and, with the elimination of
constitutional provisions limiting him to two presidential terms, showing every
intention of remaining in power much longer. One year ago, during the 2017
World Economic Forum in Davos, Xi portrayed his country as a leader in global
governance that would strive to uphold the international trading order and the
Paris Agreement on climate change. Although these claims were somewhat ex-
aggerated, they underscored the opportunity that the Chinese leadership per-
ceives in the West’s turmoil. Reflections on all these developments can be found,
in one way or another, in the contributions to this year’s “Straregic Trends 2018”.

In the first chapter, Jack Thompson looks at the new foreign policy of the US un-
der President Trump. In his view, the US will remain the most important player
in global affairs, but is struggling to adapt to the evolution of the international
system and will be more vulnerable than ever to changes in the geopolitical
landscape. At the same time, the new administration has expressed ambivalence
when it comes to playing its traditional role in leading the Liberal World Order
and shows little willingness to engage in questions of international governance,
which poses new security questions for the Europeans.

Managing relations with Russia and China will be among the main challenges
that the West will face in the coming years. Brian Carlson examines the China-
Russia relationship and its effects on world politics. The two countries have built
an increasingly close relationship, which is apparent in arms sales, energy, and
cooperation in addressing the North Korean nuclear issue. This trend is likely
to continue, though the relationship will be increasingly tilted in China’s favor.

China is also an important factor in Severin Fischer’s chapter on the impacts of
technological change in the energy sector. In his view, China will be the domi-
nant player in the world of new and clean technologies, notably solar and bat-
teries. This could be good for development goals and limiting global warming,
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but not necessarily for the influence of the Western world in other regions. At
the same time, the US is re-entering the hydrocarbon markets as a supplier due
to increased hydraulic fracturing and mixing up existing power relations. In this
context, the role of infrastructure will massively change in the coming decades.

Within this changing, and increasingly complex, international system, calls for
improving national resilience across different sectors in states and economies
are becoming louder. 7im Prior’s chapter examines the growing focus on resil-
ience in Western security policy, particularly with respect to deterring asym-
metric threats. He explores how systemic changes in governance arrangements,
embodying networked approaches that match the nature of the 21st-century
threat landscape, could present advantages in addressing security issues in the
international system.






CHAPTER1

Superpower Constrained

Jack Thompson

The US’ longstanding role of international leadership is under threat. It is
struggling to manage external challenges, including great power competi-
tion and globalization, and domestic constraints, such as underfunding and
mismanagement of the military and diplomatic corps. Unfortunately, pros-
pects for reform are uncertain given the dysfunctionality of the US political
system. This should worry European policymakers and will hopefully hasten
their efforts to develop a more robust and independent Common Security
and Defense Policy.

US President Donald Trump returns to the White House after addressing the Republican Congres-
sional Retreat, 1 February 2018. Yuri Gripas / Reuters

n



Introduction

The United States enjoys an unrivaled
ability to shape world affairs. Thanks
in large part to its leadership of and
participation in the liberal world or-
der (LWO), US military might is un-
equalled, its economy is the largest in
the world, and the US dollar’s status as
the most important reserve currency
provides enormous benefits. Soft pow-
er is another area of advantage, with
US culture in particular commanding

global influence.

However, this favorable state of affairs
is under threat. Partly, this is due to
structural changes in the internation-
al system. With the rise of persistent
global and regional challengers, the
post-Cold War “unipolar moment”
has ended, and US military and eco-
nomic predominance are no longer as-
sured. Globalization and technological
change have accelerated the process,
fragmenting power, diffusing informa-
tion, and weakening support for inter-
national trade and democratic values.
Even its soft power could be at risk,
as political and economic dysfunction
undermine the US’ image abroad.

If the US is to reverse these trends,
to retain a position of unquestioned
leadership in world affairs, and to pre-
serve the LWO, it will need to get its
house in order. There is little policy-
makers can do to reverse the structural
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STRATEGIC TRENDS 2018

changes to the international system,
but they have the power to deploy
US troops more carefully, to man-
age the military and diplomatic corps
more intelligently, and to address the
underlying causes of opposition to
international trade and declining at-
tachment to democratic norms.

Unfortunately, a vigorous reasser-
tion of US leadership appears to be
unlikely. Demanding deployments
and — in light of its many commit-
ments — inadequate budgets have left
the military in a state of crisis. The
diplomatic corps is also struggling
under the weight of poor leadership,
a sharp reduction in numbers, sinking
morale, and the prospect of reduced
funding. Some of these problems are
specific to Donald Trump’s presiden-
cy, but the problems go much deeper
than the current administration.

In other words, reform is unlikely.
There is little indication that the po-
litical will exists, or that the system is
equipped to accommodate the sweep-
ing changes that would be necessary
to turn things around. Washington re-
mains hamstrung by gridlock, which
reflects the polarization that has di-
vided society in recent decades. It
seems likely that the US will continue
to face significant constraints for the
foreseeable future. In the meantime,
its rivals are gaining ground, and the
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The Return of Geopolitics from a US Perspective

Great power challengers
Regional challengers
M Hotspots

Approximately 6,000 US troops stationed
throughout the continent (biggest deployment
in Djibouti (4,700) and Niger (800))

Sources: Kathryn Watson, “Where does the U.S. have troops in Africa, and why?”, in: CBS News (21.10.2017); International Institute
for Strategic Studies (11SS), The Military Balance 2018 (Routledge, 2018), 59.

world is becoming less conducive to
liberal internationalist values such as
democracy, free trade, and the rule of
law. This state of affairs should worry
Europeans, as their foreign and secu-
rity policy relies upon vigorous inter-
national engagement by the US.

The Return of Geopolitics and the
Forever War

The apparent post-Cold War triumph
of the LWO has proven illusory. In-
stead, the US and its allies face a
fractured, multipolar system that is
rife with threats, especially from revi-
sionist powers. What Walter Russell
Mead dubbed the “return of geopoli-
tics” represents — as the Department
of Defense’s 2018 National Defense

Strategy acknowledges — “the primary
concern in U.S. national security”.

Two nations, China and Russia, have
not reconciled themselves to the cur-
rent international order and consti-
tute the foremost threat to US lead-
ership and the future of the LWO.
China resents US predominance and
is positioning itself as a rival super-
power. Though Beijing is challenging
US interests across the globe, its prior-
ity is to upend the status quo in East
Asia, where the US has long served
as the fulcrum for the region’s power
structure. Much as the US asserted
itself in the Western Hemisphere in
the early 20th century by forcing Eu-
ropean nations to acknowledge its

13



preeminent role, China seeks to re-
place the US as the leading power in
its neighborhood.

Though the US position remains
strong, recent political and economic
developments have drawn attention
to Beijing’s growing influence. Presi-
dent Trump’s decision to withdraw the
US from the Trans-Pacific Partnership
trade agreement — which excluded
China, and which the administration
of Barack Obama viewed as a way to
reinforce its standing in East Asia —
represented a setback. China quickly
moved to fill the vacuum by redou-
bling efforts to promote an alternative
arrangement, the Regional Compre-
hensive Economic Partnership. This
dovetails with a desire to link Eurasia
under Chinese economic leadership,
embodied in the Belt and Road Initia-
tive, and a long-term goal of establish-
ing footholds in Europe, Latin Ameri-
ca, and Africa.

Beijing is also challenging the US and
its allies on military, strategic, and
technological fronts. It is executing a
steady campaign of pressing a long list
of territorial claims in the region, in-
cluding a dispute with Japan over the
Senkaku Islands. Even more notewor-
thy is China’s project of creating arti-
ficial islands in the South China Sea,
several of which it is equipping for
military purposes. Their development

14
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also serves the broader goal of but-
tressing Beijing’s claim to sovereignty
over most of the South China Sea,
the world’s most important shipping
zone. The US contests this claim by
regularly conducting freedom of navi-
gation exercises, but has been unable
to do anything to slow the reclama-
tion and fortification project. China’s
development of anti-ship ballistic
missiles, which are designed to de-
stroy aircraft carriers, also threatens
the ability of the US to intervene in
the region. China’s nuclear arsenal,
though still small when compared to
those of the US or Russia, is slowly
increasing in size and in terms of its
capabilities.

China has moved aggressively to close
the gap with the US in the realm of
advanced technology, with consider-
able success. When it comes to arti-
ficial intelligence, for instance, China
has announced a goal of becoming
the global leader by 2030, and is al-
ready closing in on the US. China is
also a powerful player in the cyber
domain and is using its influence to
shape the global development of the
internet in ways that are conducive to

its own interests, but not necessarily
to those of the West.2

Like China, Russia seeks to under-
mine US leadership, which it views
as the foremost hurdle to its return
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to superpower status. Vladimir Putin’s
campaign to revivify Russian power
has enjoyed considerable success, even
if the economic resources at his dis-
posal are more modest than China’,
and much of his progress has come
at the expense of the US and its al-
lies. Military interventions in Georgia
and Ukraine — nations that harbored
ambitions of drawing closer to the Eu-
ropean Union (EU) and/or the North
Atlantic Treaty Organization (NATO)
— elicited condemnation and econom-
ic sanctions from the West. However,
these have done nothing to impair
Moscow’s aggressiveness, which in-
cludes frequent violations of NATO
airspace. Even Moscow’s interference
in the 2016 US elections, the full ex-
tent of which remains unclear, has yet
to elicit an effective US response.

Russia’s intervention in the Syrian civ-
il war appears to have been a decisive
factor in the resurgence of Bashir al-
Assad’s regime and should give Mos-
cow a foothold in the Middle East for
the foreseeable future. Meanwhile, in
spite of the virtual defeat of the Islam-
ic State, the return on Washington’s
investment of money and troops in
Syria has been more modest. Never-
theless, former Secretary of State Rex
Tillerson recently announced that US
forces will remain in Syria for the fore-
seeable future, thereby adding further
strain to an overstretched military.

The US is also confronted by regional
powers that resent the status quo. The
speed with which North Korea has
developed intercontinental ballistic
missiles that might already be able to
reach the US mainland, and Pyong-
yang’s unwillingness to trade its nu-
clear weapons program for relief from
economic sanctions, has left policy-
makers with a series of unappealing
choices. They could accept North
Korea as a nuclear power and rely on
deterrence. However, Kim Jong-un’s
regime is particularly brutal and regu-
larly transgresses international laws
and norms. It views a nuclear arsenal
as more than merely a defensive in-
vestment. Rather, it has a history of
engaging in brinkmanship to extract
concessions from the US and the rest
of the international community.

One alternative to deterrence would
be an attack designed to destroy most
or all of the North Korean nuclear
arsenal. The Trump administration is
currently considering such a “bloody
nose” strike. However, even if a mili-
tary raid achieved its objectives — and
the chances of success would be low
— Pyongyang also has extensive con-
ventional armaments at its disposal.
These includes a large array of artil-
lery that potentially could inflict cata-
strophic damage upon Seoul.’ A third
option, relying on North Korea’s only
close ally, China, to force Pyongyang

15



to denuclearize has also failed. There
are limits to Beijing’s ability to dictate
to North Korea and it is unwilling to
impose conditions that would lead the
Kim regime to collapse, as the most
likely outcome would be a united Ko-
rea closely allied to the US.

Policymakers are also uncertain how
to handle the emergence of Iran as a
regional power. The 2015 Joint Com-
prehensive Plan of Action (JCPOA)
appears to have halted Iran’s nuclear
weapons program. However, the pres-
ident and some of his key advisors
have taken initial steps to undermine
the JCPOA, and there are indications
that they will withdraw from it alto-
gether.4 Meanwhile, Iranian influ-
ence in the Middle East continues to
increase. Tehran’s expansion has been
enabled, in large part, by ineffective
US policy over the last 15 years, in-
cluding the invasion of Iraq in 2003
and the indecisive response to the Syr-
ian civil war.

There are no appealing options when it
comes to restraining Iran. The Trump
administration complains that the
JCPOA, by ignoring the non-nuclear
aspects of Iranian expansionism, is
worse than no deal. However, with-
drawing from the JCPOA would al-
ienate the other signatories — espe-
cially the Europeans, who consider the
deal to be effective — and allow Iran to

16
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restart its nuclear weapons program.
The preferred alternative of some
hawks — airstrikes on Iran’s nuclear fa-
cilities — would further destabilize the
region. It would also be difficult to hit
all of the targets, and even a successful
operation would only retard Tehran’s

nuclear program for a few years.’

The Trump administration’s attempt
to balance Tehran by reinvigorating
the long-standing alliance with Saudi
Arabia and moving even closer to Is-
rael also brings risks. By siding so de-
cisively with Riyadh and Tel Aviv, the
US further undermines its previous
status as an honest broker and makes
a broader peace agreement in the re-
gion between Israel and its neighbors
more unlikely. This strategy also ties
the US more closely to Saudi Arabia’s
disastrous intervention in Yemen,
which will do nothing to improve the

US’ image in the region.

US troops have been involved in com-
bat in the Middle East and South/
Central Asia for more than 15 years,
and the recent announcement of the
Trump administration that it is plan-
ning for an open-ended commitment
of forces in Syria confirms that there
is no end in sight to the “Forever War”
against terrorism and hostile regimes.
The length of this conflict, which
constitutes the longest in US history,
does not indicate resolve. Instead, it
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underlines the inability of the US to
obtain its political and military objec-
tives, or even to formulate a coherent
strategy for doing so. The prosecution
of the Forever War has led to an unsus-
tainable dynamic: The US is fighting
on too many fronts and lacks the re-
sources and political will to maintain
the present situation. It is a textbook
example of imperial overstretch.

If anything, the situation is worsen-
ing. Military involvement in Africa is
a case in point. It has notably escalated
over the last 15 years and now affects
almost every nation on the continent.
Many soldiers — at least 6,000, accord-
ing to the Department of Defense —
are participating in ill-defined activi-
ties such as training or advising, which
often entangle them in combat.

Obama was anxious to avoid worsen-
ing the problem of overstretch, and
Trump, albeit inconsistently, has also
criticized the Bush administration’s
overuse of the military. Yet neither
has explained how to prevent it. This
suggests that the US is caught in a vi-
cious cycle. Policymakers recognize
that they need to use force more in-
telligently in order to husband finite
resources and revitalize an exhausted
military, but struggle to extricate the
US from its existing obligations. Fur-
thermore, the temptation to intervene
in new hotspots is ever-present.

The Downsides of Economic

Interdependence and Globalization
In the decades following World War
Two, the US did more than any other
nation to create the foundations of
the modern era. It encouraged free
trade and the lowering of barriers
to the flow of capital; US corpora-
tions penetrated new markets, tak-
ing knowledge and technology with
them; and millions embraced US
popular culture. The results appeared
to be unequivocally positive. Many
Americans attained unprecedent-
ed standards of living as a result of
greater interdependence, and the US
economy remains the world’s largest

and arguably most dynamic.

Nevertheless, in the years since the
financial crisis of 2007-2008 the
downsides of globalization have be-
come apparent. Indeed, even as the
US appears to be thriving, it is also
increasingly constrained by many of
the forces it was instrumental in un-
leashing. In spite of strong headline
numbers — including an unemploy-
ment rate of approximately 4 per
cent and an economic expansion of
2.3 per cent in 2017 — there is ample
reason for concern. Partly, this can
be ascribed to ineffective policymak-
ing at home. Inequality has reached
historic levels, and legislators appear
to be more concerned with placating
wealthy donors than with the need

17



to rebuild crumbling infrastructure
or make university education more

affordable.®

Changes in the structure of the glob-
al economy also present long-term
obstacles. The rise of China — fa-
cilitated in part by the interdepend-
ence pursued by the US — is particu-
larly problematic. In and of itself,
the emergence of a strong economic
counterweight is not necessarily cause
for concern. The economic clout of
allies such as Germany, Japan, or the
EU — in spite of occasional alarmist
headlines — does not generate wide-
spread alarm. However, the threat
posed by China is more profound: it
is expected to surpass the US as the
world’s largest economy in the near
future, and its ability to influence the
global system dwarfs that of other
trade competitors.

The scale of China’s influence can be
seen in the consequences of its rapid
growth. The “China Shock™ — the in-
ability of labor markets to adjust to
competition from China — and other
manifestations of interdependence,
such as the North American Free Trade
Agreement (NAFTA), have led to the
loss of millions of jobs, the long-term
decline of regions most vulnerable to
increased competition, and an increase
in political populism, including calls
for protectionism.

18
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The nature of the Chinese regime and
its geopolitical ambitions also make
its status as an economic superpower
problematic. In spite of occasional
friction between the US and Germa-
ny or Japan over trade practices, the
fact that they are close allies that hold
free elections and embrace the rule of
law means that they pose no threat to
core US interests — a point that is lost
on President Trump. China, by con-
trast, has failed to democratize. This
has confounded many analysts, who
argued that accession to the World
Trade Organization in 2001 and a
long-term program of economic lib-
eralization would force Beijing to re-
form its political system. If anything,
the opposite has occurred, and Presi-
dent Xi Jinping has redoubled the
grip of the Communist Party, as well
as his own, on the Chinese political
system.

This combination of economic power
and resilient authoritarianism gives
Beijing considerable global sway.®
China is now Africa’s largest trading
partner and, in spite of Beijing’s of-
ficial policy of “non-interference” in
the internal affairs of other countries,
it has gradually expanded its influ-
ence throughout the continent. In
doing so, it has pursued strategic aims
— such as garnering support for its
“One China” policy and its model of
non-democratic governance — as well
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as economic growth.” Similar efforts
in Latin America pair economic and
strategic objectives, such as counter-
balancing the strong position of the
US in East Asia.!®

Most worrying is China’s growing in-
fluence in Europe. It has used prom-
ises of investment in the “16+1” group
of Central and Eastern/Southeastern
European countries to engender closer
ties and more sympathy on issues such
as human rights."! While China’s in-
fluence is still modest in comparison
to that of the US — and is generating
opposition in some corners of Europe
— its efforts underscore the sweeping
scale of Beijing’s vision. Furthermore,
China’s emergence as an alternative to
the US when it comes to leading the
international community on pressing
global challenges, such as trade liber-
alization or combating global warm-
ing, underscores the fact that the US
can no longer take predominance for
granted.

Regional powers have also harnessed
aspects of globalization to increase
their ability to frustrate the US. North
Korea and Iran have used technology
first developed in the West in their
quest to attempt to develop nuclear
arsenals. North Korea has developed
sophisticated cyber capabilities and
used them to carry out cybercrime,
to infiltrate the political and military

infrastructure of adversaries such as
South Korea, and to undermine the
dissemination of what it views as hos-
tile cultural products. The US has yet
to develop an effective response.'” Be-
cause its economy is relatively primi-
tive, retaliatory attacks are of limited
value, and until recently, the US has
been reluctant to respond with con-
ventional military force for fear of
sparking a broader conflict.

Hostile powers and non-state actors
alike have discovered that some of
the longstanding strengths of the US,
such as its democratic form of govern-
ment and the ability to develop and
integrate advanced technology into
its economy, render it vulnerable to
cyber attacks. Russia’s interference in
the 2016 election relied on a combi-
nation of cyber espionage and collab-
oration with US citizens. WikiLeaks
has caused considerable damage by
releasing a large number of sensitive
government documents. These data
dumps, which have relied on leaks
from inside the US national security
community and intelligence acquired
by state actors such as Russia, have
angered allies and damaged US soft
power.

As the example of WikiLeaks indi-
cates, globalization has enabled some
non-state actors to accrue dispro-
portionate influence. The ability of
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terrorist groups such as al-Qaida or
the Islamic State to confront the US
would not have been possible in the
era before modern international travel,
mass immigration, and wider access to
information about weapons and mili-
tary tactics. The tendency of the US to
overreact, and to pay correspondingly
less attention to more acute problems
such as global warming, only com-

pounds the problem.

Domestic Constraints

Trade liberalization and advances in
technology have had a profound im-
pact on US political culture. Politi-
cal polarization, for instance, has in-
creased in areas that are exposed to
increased international trade. Over the
last 15 years, congressional districts
represented by moderates have tend-
ed to replace them with more liberal
Democrats or more conservative Re-
publicans. In presidential races, these
areas have become more likely to vote
for Republican candidates.'? The re-
sults at the national level are striking,
as polarization has reached historically
high levels and the Republican Party
(GOP) is more conservative than at
any point in its history.'4

Related to this increase in partisanship
is the tendency of voters who have suf-
fered economically as a result of free
trade and/or technological change to
embrace radical political views. Many

20
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working-class white voters feel that
they have lost economic and political
status and power."> This perception
has been amplified by the growing
diversity in the US — at some point
in the mid-21st century, whites will
no longer constitute of a majority
of the population — and has fueled
support for extremist political ideas
and figures, with several notable
consequences.

One is decreased enthusiasm for
democratic politics and norms —
which correlate closely with support
for internationalism. This phenom-
enon is particularly notable among
younger Americans, but can be seen
throughout the US body politic.'®
The rise in authoritarian values — a
preference for order and conformity,
especially in times of crisis — and the
growing tendency of authoritarians
to vote for the GOP, is a manifesta-
tion of this tendency.!” Another is
the radicalization of border politics,
as a majority of white Americans
have come to view immigration as
a burden and/or threat.!® Opposi-
tion to free trade has become an im-
portant feature of US politics, espe-
cially among culturally conservative
whites.!” Support for international
alliances is shaky and notably weak
among Republicans (though support
for NATO remains strong). Even
when it comes to broad attitudes
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Public Attitudes Toward International Engagement

Maintaining existing alliances is a very effective way to achieve the

foreign policy goals of the US:

B Democrats
M Republicans
[% Core Trump Supporters|

Free trade agreements have been a good thing for the US:

2017 (T 34%]

67% ‘ ‘ ‘ ‘

Large numbers of immigrants and refugees entering the US represent a critical threat:

2005 |
2017

50 60 70 80 90 100

Sources: Dina Smeltz et al., “What Americans Think about America First”, in: 2017 Chicago Council Survey, The Chicago Council on
Global Affairs (2017), p. 3,5, 9; Dina Smeltz et al., “America Divided: Political Partisanship and US Foreign Policy”, in: 2015 Chicago
Council Survey, The Chicago Council on Global Affairs (2015), p.12; Bradley Jones, “Support for free trade agreements rebounds
modestly, but wide partisan differences remain”, Pew Research Center (2017).

toward international engagement,
which a large majority of Republicans
advocate, many in the party — and a
majority of Trump supporters — pre-
fer a dominant position rather than a

shared leadership role.?

When viewed in this light, the elec-
tion of Donald Trump is not surpris-
ing. His withdrawal from the Trans-
Pacific Partnership trade agreement;

his promise to renegotiate or with-
draw from NAFTA and to get tough
on Chinese trade practices; his at-
tempts to reduce the number of im-
migrants, legal and undocumented
alike; his ambivalence about NATO;
his enthusiasm for illiberal leaders;
and his reluctance to condemn white
supremacists — all of these policies
are acceptable to millions of Ameri-
cans, and in some instances enjoy the
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support of a majority of Republican
voters. Many in the GOP political
establishment have quickly embraced
the Trumpification of Republican
foreign policy. (It is also worth not-
ing that in regard to some aspects of
international engagement, such as free
trade, a large minority of Democratic
voters also express skepticism.)
Overstretch,  polarization, political
dysfunction, and skepticism about in-
ternationalist policies have contributed
to a crisis in funding and readiness for
the military. The problem began with
the conflicts in Afghanistan and Iraq,
which led to frequent and lengthy de-
ployments for many soldiers and a cor-
responding drop in morale. This prob-
lem has been compounded by certain
provisions in the Budget Control Act
0f 2011 — commonly referred to as se-
questration — which was opposed by
most members of Congress, but was
nevertheless implemented because no
agreement could be reached to fund
the government. Sequestration has re-
quired substantial spending cuts and
led to uncertainty about long-term
funding streams.?!

President Trump has called for a sus-
tained increase in military spending,
including an upgrade and expansion
of the nuclear arsenal that will cost at
least 1.2 trillion USD. Although Con-
gress recently agreed to a spending
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deal that would increase funding for
the military over the next two years
by 160 billion USD, this is unlikely
to include nuclear weapons. Further-
more, though the additional funding
is a necessary first step, it will still take
time to undo the damage wrought by
sequestration. For instance, in the
event of a conflict, the Army would
only be able to field an estimated
three brigade combat teams out of
more than 50.%

The diplomatic corps is also in a state
of crisis. At one per cent of the fed-
eral budget, funding for the Depart-
ment of State and the Agency for
International Development is already
modest. To make matters worse, the
Trump administration has proposed
sweeping cuts to these departments
— though Congress is unlikely to ap-
prove these reductions in full. This in-
difference to the importance of diplo-
macy and development, along with
mismanagement by former Secretary
of State Tillerson, has resulted in a
steep decline in morale and a mass
exodus of senior diplomats. Mean-
while, a hiring freeze by Tillerson has
dramatically lowered the number of
incoming Foreign Service Officers.?

With the exception of the ongoing
disaster at the State Department, it
would be a mistake to blame Trump
for these developments. Rather, the
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president embodies an evolving politi-
cal culture in which actual or perceived
threats assume disproportionate im-
portance for many. This imposes ad-
ditional constraints on foreign as well
as domestic policy making and makes
it more difficult to sustain interna-
tionalist policies such as admitting
immigrants, promoting trade deals,
maintaining alliances, and upholding
democratic values.

The rest of the world has noticed.
Although there is still widespread
admiration for some aspects of the
US, such as popular culture, there is
widespread unease about its political
system and opposition to the spread
of its ideas and customs. Partly, these
attitudes can be linked to the election
of Trump, who is unpopular in all but
a few countries.?® It is also evidence
of a wider sense of disquiet about the
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US Soft Power Since 2012
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future of US global engagement. Ap-
proval of US leadership worldwide
rose between 2008 and 2016, but has
since returned to the low levels that

24

prevailed during the Bush administra-
tion. It now ranks on par with China,
a troubling omen for those who con-
sider US soft power to be an advantage


http://news.gallup.com/reports/225587/rating-world-leaders-2018.aspx
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in its rivalry with Beijing. Also worry-
ing is that only one-quarter of Europe-
ans approve of US leadership.”’

Conclusion: the Consequences of
Constraint

Policymakers face a different geopo-
litical landscape than their post-World
War Two predecessors. The US remains
the world’s most powerful nation, but
its influence is undermined by foreign
and domestic constraints that are un-
likely to dissipate. Great power com-
petitors such as China and Russia will
remain antagonistic — though China,
given its economic strength, has a
much better chance of sustaining its
challenge over the long term.

The downsides of globalization will
also endure. Economic interdepend-
ence, a source of considerable strength
for the US economy, will also con-
tinue to fuel inequality and — in com-
bination with cultural conservatism
— political radicalization. There is lit-
tle reason to expect that the political
will exists to address this paradox, or
that the system is even capable of ac-
commodating the type of changes that
would be necessary. On the contrary,
the situation appears set to worsen, as
key arms of the US foreign policy and
national security apparatus — its mili-
tary and diplomatic corps — are in the
midst of crises that could leave them

hobbled for years.

Aspects of soft power, such as popular
culture and the reputation of its lead-
ing universities, will continue to be
a strength, but the longer the US is
plagued by political dysfunction and
radicalization the more difficult it will
be to attract talented foreigners and
influence other nations. One worry-
ing sign is that after years of steady
growth, enrollments by international
students at US universities declined in
2016 and 2017.2°

Meanwhile, the diffusion of informa-
tion and technology will continue to
empower regional competitors and
non-state actors. Here, too, policy-
makers remain at a loss as to how to
respond. The nature of the US eco-
nomic and political system, with its
reliance on the rule of law, advanced
technology, and the free flow of infor-
mation and people, leaves it uniquely
vulnerable to asymmetric attacks
from weaker and authoritarian foes.
Partisanship further complicates mat-
ters by making it difficult to assess the
impact of previous attacks and to im-
plement effective countermeasures.

What does all of this mean for the
future of US foreign policy? Sweep-
ing predictions are unwise in the era
of Trump, but the evidence suggests
several trends. Fears that the US will
embrace a form of neo-isolationism
are unjustified. However, we can
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expect more extreme swings in behav-
ior, based partly on which party holds
power. The GOP has fused comfort-
ably with Trumpism, leaving it more
nationalist and unilateralist than was
previously the case — a fact which is
highlighted by the administration’s
decision to continue using the unsa-
vory phrase “America First”, which ap-
pears numerous times in the recently
released National Security Strategy.
This means it will be prone to bouts
of protectionism, nativism, xenopho-
bia, and illiberalism. This will hamper
efforts to sustain an internationalist
grand strategy in the coming years.
The Democratic Party, meanwhile,
continues to be more committed to
and

democratic values. However, a vocal

engagement, multilateralism,
minority of the party firmly opposes
trade liberalization and favors further
cuts in military spending — tendencies
which bode poorly for revitalizing US
leadership.

In the worst-case scenario, extremist
nationalism combined with an inabili-
ty to satisfactorily counter asymmetric
threats could lead to a more danger-
ous, unpredictable foreign policy. One
hint of this troubling possibility can
be found in the 2018 Nuclear Posture
Review (NPR). It expands the category
of threats that could elicit a nuclear re-
sponse and calls for placing more em-
phasis on low-yield devices. Obama’s

26

STRATEGIC TRENDS 2018

2010 NPR called for modernizing
the nation’s nuclear arsenal, but also
sought to lead the way on arms con-
trol. In keeping with his skepticism
regarding the value of international
cooperation, Trump shows no such
interest.”’

European policymakers are under-
standably concerned about the direc-
tion of US foreign policy. It is more
aggressive but less effective, and more
demanding of its allies but unwilling
to provide leadership. This state of af-
fairs presents potential opportunities
and pitfalls. The return of geopolitics
will focus US attention on Africa, the
Middle East, and East Asia, leaving
limited time and resources for as-
sisting allies across the Atlantic. This
could encourage Europe to accelerate
the development of a robust Com-
mon Security and Defense Policy
(CSDP) and, in the best-case scenar-
io, lead to a more equal and fruitful
US-European relationship.

However, if the US continues to
struggle to adapt to the evolution of
global politics and to address its most
pressing domestic challenges, the
transatlantic alliance will suffer ac-
cordingly. This would be dangerous
for both sides — and for the entire in-
ternational system.
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CHAPTER 2

Room for Maneuver: China and Russia
Strengthen Their Relations

Brian G. Carlson

At a time of turmoil in the West, China and Russia pose growing challenges
to the liberal international order. The China-Russia relationship has grown
stronger in recent years, as the two countries have increased coordination
on North Korea and other issues. China and Russia are not about to form
an alliance, but neither are they likely to drift apart in the near future. Their
shared concerns about US power and resistance to liberal norms provide a
strong basis for a continued close relationship, albeit one increasingly tilted
in China’s favor.

Russian President Vladimir Putin and Chinese President Xi Jinping shake hands during a meeting
in Danang, Vietnam, 10 November 2017. Sputnik, Konstantin; Zavrazhin, Kremlin / Reuters
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As US President Donald J. Trump’s
first year in office drew to a close, his
administration increasingly pointed to
the national security challenges posed
by China and Russia. The new Na-
tional Security Strategy of the Unit-
ed States, issued in December 2017,
named China and Russia as “revision-
ist powers” that “challenge American
power, influence, and interests, at-
tempting to erode American security
and prosperity.”! The summary of the
2018 National Defense Strategy, un-
veiled in January 2018, identified the
“central challenge to U.S. prosperity
and security as the reemergence of long-
term, strategic competition” by these re-
visionist powers.?

These policy declarations represented
a shift from one year earlier, when
Trump entered office amid specu-
lation that he would pursue a rap-
prochement with Russia. One of the
purported goals of such a policy was
to wrest Russia away from China’s em-
brace, using a strengthened US-Russia
relationship as leverage over China.
Such an attempt at triangular diplo-
macy would have been straight out
of the playbook of former secretary of
state Henry Kissinger, with the roles
of Moscow and Beijing reversed this

time.?

Bipartisan domestic opposition, based
partly on concerns about Russia’s
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interference in the 2016 presidential
election, hindered Trump’s ability to
conduct diplomatic outreach toward
Russia. Regardless of domestic po-
litical constraints, however, attempts
to pry Russia away from China were
never likely to succeed. The Cold War
context that gave rise to Kissinger’s
strategy is long gone. Russian leaders,
having absorbed the painful lessons of
the Sino-Soviet split, recognize that
their country’s security and prosper-
ity depend on maintaining friendly
relations with their increasingly pow-
erful neighbor, regardless of the state
of relations with the US. For its part,
China needs friendly relations with
Russia in order to assure itself of a
“strategic rear” to the north, given
its tense relations with several other
neighboring countries. Moreover, the
common positions that China and
Russia hold on many international is-
sues, including their discomfort with
US power, objections to an interna-
tional order reflecting liberal norms
and values, and shared desire to resist
perceived threats to their forms of
domestic governance, provide ample
reason for them to maintain close
relations.

As Jack Thompson argues in this vol-
ume, a series of factors both foreign
and domestic are placing US foreign
policy under stress. In the coming
years, the challenge that China and
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Russia pose to the liberal interna-
tional order will be one such factor.
For both the US and Europe, the ex-
tent of coordination between China
and Russia deserves close watching.
In recent years, this coordination has
grown stronger. A think tank report
published in 2016, co-authored by
Russian and Chinese experts, argued
that “Russia-China rapprochement
in security is special in that the two
countries have come close to the line
that distinguishes partnership from a
military and political alliance,” though
neither state wished to cross this line.*
That same year, in an article aimed at
Western audiences, a former vice for-
eign minister of China argued that the
two countries, despite having no in-
tention to form an alliance, neverthe-
less shared sufficiently close interests
and values to ensure that their partner-
ship would remain durable.’

China and Russia have gradually
strengthened their relationship over
the past quarter-century. Vladimir
Putin’s return to the Russian presi-
dency in 2012 and Xi Jinping’s ac-
cession to power in China that same
year were important stimulants to the
bilateral relationship. The onset of the
Ukraine crisis strengthened relations
further by driving Russia into China’s
arms. Facing Western sanctions for its
annexation of Crimea and its support
for insurgents in eastern Ukraine,

Russia sought both an economic
lifeline and a diplomatic partner to
reduce its isolation. China was the
obvious candidate. Subsequent de-
velopments, including the contin-
ued stalemate in Ukraine, Russia’s
intervention in the Syrian civil war,
and allegations of Russian meddling
in US and European elections have
ensured continued friction in rela-
tions between Russia and the West.
China, meanwhile, perceives grow-
ing pressure from the US as its rise to
power gathers force. These tensions,
in turn, lay the groundwork for sus-
tained cooperation between China
and Russia.

The growing strength of the China-
Russia relationship has belied the ex-
pectations of many Western analysts.
The two countries remain unlikely to
form an alliance, partly because nei-
ther wishes to be dragged into the
other’s regional conflicts. Moreover,
the balance of power within the rela-
tionship is shifting rapidly in China’s
favor, which could eventually become
a major concern for Russia. To date,
however, the two countries have set
aside their differences in order to
pursue common interests. Their “stra-
tegic partnership”, though subject
to limitations, is not likely to break
down in the near future. Under this
arrangement, which is looser than an
alliance, the two countries offer each
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other a measure of diplomatic sup-
port on a range of issues and at least
“friendly neutrality” in each other’s re-
gional disputes. In 2018 and beyond,
the China-Russia relationship will
continue to exert significant influence
on issues of international concern, un-
folding at the bilateral, regional, and
global levels.

The Bilateral Level: Economics,
Energy, and Arms

In the face of Western sanctions fol-
lowing the onset of the Ukraine crisis,
Russia attempted a pivot to China in
order to compensate, at least partially,
for the resulting economic losses. The
chief result, however, was that China
increased its bargaining leverage in the
two strongest sectors of the bilateral
economic relationship, namely energy
and arms sales. In both sectors, nego-
tiations on important deals had begun
before the Ukraine crisis but had failed
to reach conclusion. After the out-
break of the crisis, the two countries
breakthroughs

in these negotiations, with results

achieved important

that were especially advantageous for

China.

The benefits that Russia hoped to
achieve from its economic outreach to
China have been slow to materialize.
This should not have been surprising,
considering that bilateral economic
ties have been a weak link in the
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China-Russia relationship through-
out the post-Soviet era. The volume
of bilateral trade consistently pales in
comparison to China-US, China-EU,
and Russia-EU bilateral trade vol-
umes. Russia has also relied primarily
on Western financial markets for ac-
cess to credit.

In 2014, the year that the West began
to impose sanctions, the volume of
China-Russia bilateral trade reached
an all-time high of 95 billion USD.
However, this figure fell to 68 bil-
lion USD in 2015, largely because of
a sharp drop in energy prices.® The
trade volume remained flat in 2016
and remains well short of the 2014
peak. Some Russian critics concluded
that Russia’s attempted pivot to Asia,
which in practice focused heavily on
China, had been largely a failure in
economic terms.” The most signifi-
cant results of bilateral economic di-
plomacy have been major agreements
on natural gas and weapons sales.

During Putin’s visit to China in May
2014, China and Russia struck a 400
billion USD gas supply deal, with
Russia’s Gazprom agreeing to supply
the China National Petroleum Cor-
poration (CNPC) with up to 38 bil-
lion cubic meters of gas per year for 30
years, starting in 2018. Analysts esti-
mated that the price China would pay
for the gas, which was not disclosed
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Economic Ties between Russia, China, the US and the EU in 2016

Volume of trade (in billion USD)

Note: When a dis
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arity existed between data reporting the same movement of trade in a different way — for example, US exports

to China versus Cﬂinese imports from the US — this graphic uses the average of the two figures.

Source: IMF Data, Direction of Trade Statistics (DOTS)

publicly, would be comparable to the
price that European customers were
paying for supplies from Gazprom.®
Initially, Gazprom expected that Chi-
na would invest 25 billion USD in the
construction of the pipeline, known
as Power of Siberia. However, this ar-
rangement fell apart, and Gazprom is
now financing the pipeline’s construc-
tion by itself. In July 2017, CNPC
announced that it would receive the
first supplies from the Power of Sibe-
ria pipeline in December 2019, about
one year behind schedule.’

The gas deal allowed Putin to demon-
strate that Russia enjoyed alternative
economic and diplomatic options in
the face of Western sanctions. How-
ever, the terms of the negotiations
largely favored China. The gas sup-
plies for the Power of Siberia pipeline
will come from fields in Eastern Sibe-
ria, which Russia can supply only to
Asian countries because they remain
unconnected by pipeline to European
markets. The western Altai route re-
mains Russia’s preferred option for a

gas pipeline to China. This proposed
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The Gas Transmission System in Russia’s East
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pipeline, which would pass through
the two countries’ short western border
between Kazakhstan and Mongolia,
would draw its supplies from gas fields
in Western Siberia that are already
connected by pipeline to Europe. Un-
der this option, Russia would be able
to play China off against its European
customers, thereby gaining bargain-
ing leverage. China has expressed little
interest in the Altai pipeline, however,
largely because it has a multitude of
other options for gas supply, including
imports of gas by pipeline from Cen-
tral Asia and of liquefied natural gas
(LNG) from a variety of suppliers.'
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As a result, Russia has assumed the
financial burden for Power of Siberia,
an expensive project, without gaining
much ability to play the “China card”

in gas negotiations with Europe.

Chinese investors also gained oppor-
tunities to invest in Russias energy
sector, a sphere in which they had
long faced restrictions. China’s Silk
Road Fund, which was established to
finance projects that are part of the
Belt and Road Initiative, purchased
a 9.9 per cent stake in the Yamal
LNG project.!! The Silk Road Fund
also purchased a 10 per cent stake in
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Sibur, Russias largest petrochemicals
group, whose investors include Gen-
nady Timchenko, a friend of Putin’s
who is under Western sanctions.!?
In September 2017, the Chinese en-
ergy conglomerate CEFC purchased
a stake of more than 14 per cent in
Rosneft, Russia’s largest oil company,
from Glencore and the Qatar Invest-
ment Authority, which had acquired
a 19.5 per cent stake in the company
less than one year earlier. The purpose
of the Rosneft deals, apparently, was to
close holes in Russia’s state budget.'
The Chinese company’s acquisition of
this stake in Rosneft suggested, how-
ever, that the balance of power in the
energy relationship was tilting further

in China’s favor.!

In early 2018, rising oil prices of-
fered hope for the Russian economy.
The collapse in oil prices that began
in 2014, in combination with West-
ern sanctions, struck a heavy blow
to the Russian economy and to the
governments budget. With oil prices
once again rising, however, Goldman
Sachs projected 3.3 per cent economic
growth for Russia this year."” Russia
also edged out Saudi Arabia as China’s
leading oil supplier for the second
consecutive year in 2017, accounting
for more than 14 per cent of China’s
oil imports.m For China, Russia serves
as an important source of diversity of
supply. As with deliveries from Central

Asia, oil supplies from Russia arrive in
China through an overland pipeline,
reducing China’s vulnerability to na-
val blockade in a potential conflict
with the US.

China also seized opportunities to
gain access to advanced Russian
weaponry. Although Russia has been
China’s largest foreign arms supplier
throughout the post-Cold War era,
Russian officials were reluctant for
many years to supply China with their
most sophisticated weapons technol-
ogy. From the mid-2000s until recent
years, Russian arms sales to China
contracted sharply. Russian officials
had grown frustrated with Chinese
copying of their weapons technology,
while China focused on domestic
production. Starting around 2012,
China once again turned to Russia
for military technology, first aircraft
engines and later advanced weaponry
that would enhance its anti-access/
area denial capabilities in the Asia-
Pacific region. Following the onset of
the Ukraine crisis, China succeeded
in purchasing top-flight Russian
weapons for this purpose. The two
most important purchases were the
S-400 air defense system and 24 Su-
35 fighter jets.

The S-400 system of anti-aircraft mis-

siles can strike aircraft, unmanned
aerial vehicles (UAVs), and cruise

35



STRATEGIC TRENDS 2018

Russian Arms Exports to China, 1992-2016

Volume of arms exports (SIPRI Trend Indicator Values (TIVs*), expressed in millions)
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missiles at a range of up to 380 kilo-
meters. China plans to deploy the sys-
tem along its coastline, giving the PLA
the capability to contest significant
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amounts of the airspace near Taiwan
and the Paracel and Senkaku Islands,
all of which the US could be called
upon to defend in a crisis. The Su-35
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fighter jets enjoy advantages in range
and maneuverability over China’s ex-
isting fighter force. These Russian arms
sales to China, therefore, significantly
complicate the US military’s task of
defending its allies and providing se-

curity in the Asia-Pacific region.!”

For China, these sales represented an
opportunity to gain access to systems
in which Russia maintains a techno-
logical edge. Russia’s decision to sell
these advanced systems to China, on
the other hand, was informed by a se-
ries of considerations. The sales offer
an opportunity to strengthen politi-
cal and military relations with China,
which Russia views as a crucial partner
at a time of strained relations with the
West. Russia had already completed
research and development on these
weapons systems, and sales to China
offered an opportunity to maximize
profits from existing technologies.
Russian officials believed that China
was likely to gain access to these tech-
nologies in any case, so Russia might
as well earn revenues from their sale.
Russia remained concerned about the
possibility of Chinese copying of Rus-
sian designs, but the length of time
needed for such efforts partly assuaged
these worries. For example, Russia
calculated that by the time China suc-
ceeded in producing its own version
of the S-400, Russia’s defense sec-
tor would already have produced the

next-generation air defense system,

the S-500.18

The major weapons systems that Rus-
sia has sold to China recently are well
suited for maritime contingencies,
not for a potential land invasion of
Russia. By strengthening China’s mil-
itary capabilities in a potential con-
flict with the US and its allies in the
Asia-Pacific region, Russia diverts US
strategic focus toward Asia and away
from Europe. In this way, these Rus-
sian arms sales complicate European
security policies. With US resources
and strategic attention increasingly
stretched thin, NATO’s European
members might face increased pres-
sure, in the coming years, to increase
their own military spending and con-
tributions to European security.

The Regional Level: Spheres of
Influence

The challenges that China and Rus-
sia pose to the international order
take shape primarily at the regional
level. Although both countries are
seeking to increase their influence on
the international stage, with China’s
capabilities in this respect rising rap-
idly, they have the greatest capacity to
pursue their respective goals close to
home. Both countries are effectively
seeking spheres of influence in their
respective regions — Russia in the
post-Soviet territories, and China in
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the Asia-Pacific. Both countries have
engaged in “probing” to test the lim-
its of US power and commitment to
regional allies."”

Neither country fully supports the
other’s regional objectives, which is
one reason why they are unlikely to
form an alliance. For example, Chi-
na expressed measured support for
Russia’s war in Georgia in 2008, but
declined to join Russia in recogniz-
ing the sovereignty of two breakaway
regions from that country. Similarly,
China sympathized with Russia’s view
that the West had fomented the revo-
lution in Ukraine and that further
expansion of Euro-Atlantic institu-
tions to the east was unacceptable.
Yet China could not support Rus-
sia’s annexation of Crimea because it
violated core principles of Chinese
foreign policy, including support for
state sovereignty and territorial integ-
rity. Russia, in turn, remains officially
neutral on China’s maritime disputes
in the South China Sea and the East
China Sea. In essence, both countries
observe a “friendly neutrality” regard-
ing the other’s regional affairs.?’ This
arrangement enhances both countries’
strategic room for maneuver.

Central Asia is one region in which the
interests of China and Russia could
clash. Russia still regards the region
as its backyard, but China’s regional

38

STRATEGIC TRENDS 2018

influence has grown rapidly. Xi Jin-
ping’s announcement in September
2013 of Chinas plans for the Silk
Road Economic Belt, which later be-
came one component of the Belt and
Road Initiative, heightened Russia’s
concerns. China’s plans to finance in-
frastructure projects through Central
Asia and onward to Europe and the
Middle East threatened to marginal-
ize Russia further in the region. To
date, however, China and Russia have
avoided a clash in Central Asia and
have sought to reach an accommoda-
tion. Symbolic of these efforts was a
May 2015 bilateral agreement to link
up the Silk Road Economic Belt with
the Eurasian Economic Union, the
Russian-led regional integration pro-
ject. Although the fulfillment of this
aspiration will require concrete pro-
jects, a prospect that remains uncer-
tain, this agreement expressed the two
countries political desire to accom-
modate each other’s regional interests.

Several factors help to explain efforts
by China and Russia to achieve coop-
eration in Central Asia. For Russia,
ceding regional influence to China
is undesirable, but also virtually una-
voidable. Russia lacks the economic
and financial weight to compete with
China in promoting regional eco-
nomic development. The Ukraine cri-
sis, which erupted just a few months

after Xi announced his initiative,
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caused a sharp downturn in Russia’s
relations with the West, underscoring
China’s importance in Russia’s foreign
policy. Russia was unwilling to risk a
rupture in this crucial relationship by
aggressively challenging China’s grow-
ing presence in Central Asia.

For its part, China recognized that its
ambitious Silk Road plans would be
far more likely to succeed with Russias
support than in the face of Russian
opposition. China sought to reassure
Russia by emphasizing that its goal was
to promote regional economic devel-
opment, not to strengthen its political
influence or security presence in the
region. Some analysts, particularly on
the Russian side, have proposed a “di-
vision of labor” in which China would
serve as the primary engine of regional
economic development, while Russia
would maintain its role as the region’s
main security provider. The long-term
prospects for such an arrangement
remain uncertain, however. China’s
growing economic influence in the re-
gion will inevitably lead to increased
political influence, and the need to
protect its investments in the region
may eventually lead China to consider
expanding its security presence there
as well.

In the face of China’s relentless ex-
pansion of influence in Central Asia,
Russia has sought to make the best of

the situation by encouraging China
to invest in infrastructure projects in
Russia. One concern among Russian
policymakers and analysts is that the
Belt and Road Initiative could end up
largely bypassing Russia, focusing in-
stead on Central Asian infrastructure
projects and port facilities in Europe.
Russia hopes to entice Chinese invest-
ment in a transport corridor passing
through Russian territory and onward
to Europe. At a time when China is
investing in infrastructure projects in
multiple directions, Russia also hopes
to attract China’s interest in the Rus-
sian Far East. Russian scholars have
proposed linking centers of produc-
tion in China’s Northeast by rail to
ports in the Russian Far East, which
are in many cases closer than China’s
own ports. Russian leaders also hope
that China’s interest in Arctic Sea
shipping will generate investment
in Russian port facilities along this
route, though they will balance this
desire against concerns about China’s
expanding influence in the Arctic.?!

In the Asia-Pacific region, the inter-
ests of China and Russia do not fully
coincide. China is an emerging su-
perpower that aims to gain primacy
in Asia, while Russia’s influence in the
region has dwindled. Russia would
prefer to maintain a diverse portfolio
of relationships in Asia, rather than
risk becoming overly dependent on
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China. Partly for this reason, Rus-
sia has resisted China’s calls to form a
united front in their respective terri-
torial disputes with Japan and to of-
fer increased support for China’s posi-
tions on other maritime disputes. In
the period leading up to the Ukraine
crisis, Russia and Japan energized bi-
lateral diplomacy with the goal of
resolving their dispute over the Kuril
Islands. Just as Russia sought balance
in its Asian diplomacy, Japan sought
to improve relations with Russia as a
hedge against the rise of China. These
talks broke down when Japan joined
Western sanctions against Russia, and
efforts to revive them have been un-
successful. Russia’s close relations with
Vietnam, which is involved in mari-
time territorial disputes with China in
the South China Sea, also cause ten-
sion in China-Russia relations.

Although Russia officially maintains
neutrality on China’s territorial dis-
putes in the South China Sea, it ap-
pears to have edged closer to China’s
position. In July 2016, the Permanent
Court of Arbitration in The Hague
ruled that Chinas sweeping claims
to control over waters encompass-
ing around 90 per cent of the South
China Sea were in violation of the
UN Convention on the Law of the
Sea (UNCLOS), of which China
was a signatory. China rejected the
courts ruling, which had no means
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of enforcement, and vowed not to
abide by it. A few weeks later, while
attending the G-20 conference in
Hangzhou, China, Putin declared his
support for China’s rejection of the
ruling. He also backed China’s posi-
tion that outside powers such as the
US should stay out of these disputes.
That same month, Russia and China
held joint naval exercises in the South
China Sea. Through these exercises,
China appeared determined to signal
both its defiance of the court’s ruling
and its ability to turn to Russia for
diplomatic support.

In regions such as Central Asia and
the Asia-Pacific, as in bilateral rela-
tions, the growing imbalance of pow-
er in China’s favor has pushed Russia
to adopt positions that are increas-
ingly favorable to China. This trend is
also visible at the global level.

The Global Level: An Increasingly
Close Partnership

China-Russia relations have gained
momentum at the global level, par-
ticularly since the onset of the Ukraine
crisis. This has been especially appar-
ent in the two countries’ handling of
the North Korean nuclear crisis, as
they have maintained solidarity in
opposing most forms of US pressure
on the regime in Pyongyang. The two
countries stood together in opposing
the deployment of the Terminal High
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Altitude Area Defense (THAAD) sys-
tem in South Korea, insisting that this
system would threaten their own nu-
clear deterrent capabilities. In 2017,
as the crisis over North Korea’s nuclear
program intensified, China and Rus-
sia issued a joint declaration calling for
a “dual freeze” in which North Korea
would cease conducting nuclear and
missile tests in return for a suspension
of joint military exercises by the US
and South Korea. During the fall of
2017, they worked together in the UN
Security Council to water down pro-
posed sanctions on the North Korean
regime, most importantly by oppos-
ing an oil embargo. China and Russia
demonstrated that they would make
serious efforts to restrain the North
Korean regime only in exchange for
strategic concessions that would re-
duce the US political and security
presence in Northeast Asia.??

In Northeast Asia, Russia has deferred
to China’s leadership. In the Middle
East, by contrast, China has been con-
tent to let Russia play a leading role.
Russia is sure to be outspoken in op-
posing efforts by the Trump admin-
istration to renegotiate or discard the
nuclear deal with Iran, an issue on
which it can count on China’s sup-
port. In this case, Russia and China are
likely to find considerable support for
their position among European coun-
tries as well. On issues concerning the

Middle East more broadly, China’s
inclination is to remain above the
fray. For example, China attempts
to maintain a balance in its relations
with Iran and Saudi Arabia, hoping to
enjoy the economic benefits of rela-
tions with both of these rivals. China
is largely content to stand aside as
Russia pursues its own interests in
Syria and elsewhere in the region.

China and Russia are likely to maintain
solidarity on several other internation-
al issues as well. Both countries oppose
US plans for missile defense, asserting
that such plans could erode their nu-
clear deterrent capabilities. In Decem-
ber 2017, for the second time, the two
countries conducted a joint, comput-
er-simulated missile defense exercise.
China and Russia also hold similar
views on issues relating to cyberspace,
often in ways that clash with Western
notions. In particular, they support the
right of governments to exert consider-
able control in this domain as a natural
extension of state sovereignty.> At the
same time, both countries appear to
be stepping up efforts to use a variety
of methods, including social media,
to increase their influence in Western
countries, in some cases seeking to fo-
ment chaos within these societies and
undermine confidence in democracy.
Western countries will continue to be
alert to threats from this kind of “sharp

power”.
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As this overview demonstrates, China
and Russia have expanded their coop-
eration across a range of issues. The
prospect of a geopolitically significant
China-Russia bloc, possibly even a
quasi-alliance involving close political
coordination, seems more plausible
than it did even a few years ago. Some
prominent analysts in China have
called for an alliance with Russia, call-
ing this an essential step for resisting
US strategic pressure as their country
continues to rise.”> However, this re-
mains a minority view among Chinese
leaders and strategists. In both China
and Russia, the political consensus
holds that an alliance would unduly
restrict diplomatic flexibility and in-
cur unnecessary risk. The leadership
in both countries views the current,
looser arrangement as the best way
to maximize the value of the bilateral
relationship.

Although the strategic partnership has
grown increasingly close, Russia con-
tinues to harbor long-term concerns.
China’s growing advantage in what its
strategists call “comprehensive nation-
al power” could eventually cause Rus-
sian leaders to reevaluate their strategic
priorities, possibly in ways that would
undermine the relationship. Although
concerns about Chinese immigration
to the Russian Far East have subsid-
ed since the 1990s, a glaring demo-
graphic imbalance still exists between
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Russia’s sparsely populated, underde-
veloped eastern regions and China’s
populous bordering regions. Russian
leaders worry that China eventually
could dominate the Russian Far East
economically. Russias strategy to re-
sist a threatened Chinese invasion of
Russian territory, admittedly a sce-
nario that Russian strategists consider
extremely unlikely, appears to rely ul-
timately on nuclear deterrence, based
partly on the threat to use tactical nu-
clear weapons in the early stages of a
conflict. In the view of many analysts,
a major driving force behind Russia’s
alleged violations of the Intermediate-
Range Nuclear Forces (INF) Treaty is
the desire of Russian military plan-
ners to establish an effective counter
to China’s growing arsenal of missiles,
many of which are of the intermedi-

ate ranges prohibited by the treaty.?®

Despite such lingering concerns, the
two countries have formed a close
partnership that is likely to prove re-
silient for the immediate future. The
last quarter-century of interactions
has revealed some inherent limitations
in the China-Russia relationship, but
this partnership has also proven more
resilient than many predicted. Simi-
larities in the two countries’ national
identities, especially their discomfort
with US primacy, opposition to an
international order dominated by lib-
eral values, and sensitivity to criticism
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of their own domestic governance
and human rights records, are cru-
cial factors.”” Some Russian analysts,
while acknowledging that the initial
economic benefits of Russia’s pivot to
China had been disappointing, never-
theless argued that a convergence of
political interests, not economics, pro-
vided the essential foundation for the
China-Russia relationship.?®

The current arrangement offers both
China and Russia some strategic room
for maneuver, but China is the main
beneficiary. A report by US analysts in
2017 argued that the US position in
the “strategic triangle” had deteriorat-
ed because of tension in US relations
with both China and Russia, allowing
China to occupy the “hinge”.?” This
advantageous position gives a further
boost to the rise of China, which al-
ready poses a major challenge to US
foreign policy. The rise of China, in
turn, will divert US attention to Asia,
heightening the challenges of ensuring
European security.
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CHAPTER 3

Technological Innovation and the
Geopolitics of Energy

Severin Fischer

Technological change has a tremendous impact on societies in general,
including international politics. This chapter discusses the most important
recent and upcoming technological advancements in energy — horizontal
drilling with hydraulic fracturing, photovoltaics, and batteries —and their pos-
sible influence on geopolitical dynamics. For different reasons, China and the
US will have the biggest impact on the way we will discuss the geopolitics of
energy in the future.

Employees row a boat as they examine solar panel boards at a pond in Lianyungang, Jiangsu
Province, China. China Stringer Network / Reuters
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The public pressure caused by lives-
tream pictures from Tahrir Square
during the Arab Spring, the propa-
ganda machinery of the so-called “Is-
lamic State”, and US President Don-
ald J. Trump’s public communication
on foreign policy via social media have
one thing in common: All three exam-
ples show that technological change
and international politics are closely
linked. While new communication
technologies are certainly among the
more obvious examples for the funda-
mental impact of rapid technological
change, other sectors are also seeing
shifts of similar magnitude.

In the energy sector, technological pro-
gress used to unfold over decades rath-
er than months. In some cases, change
was accelerated by political decisions.
When Winston Churchill, as First
Lord of the British Admiralty, urged
his government to use oil instead of
domestic coal to fuel the Royal Navy
in the run-up to World War I, this not
only impacted the outcome of the war
and therefore the course of history, but
also revolutionized maritime transport
in the years to come.! In other cases,
exploration and technological progress
in drilling techniques turned the Mid-
dle East, which had been a relatively
poor region during the early 20th
century, into a geopolitical hotspot in
the 1960s and 1970s. Technological
innovations, though enthusiastically
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embraced, did not always become the
global success stories their proponents
had anticipated. This is true for nu-
clear energy, a technology that was
celebrated as a source of cheap and
clean electricity for everyone, but has
not lived up to projections.

Changes in the energy sector may
have an impact on various dimen-
sions of international politics, such as
security, trade, or environmental poli-
cies. However, it is difficult to project
their range and impact beforehand.
In this sense, this study is exploratory
and describes trends in technological
developments in the energy sector by
examining three technological devel-
opments at different stages of readi-
ness and deployment. The first is a
set of technologies that can be sum-
marized under the title “hydraulic
fracturing”, which has influenced the
position of the US in global energy
markets and will do so in the coming
years. The second technology trend is
the use of solar energy from photo-
voltaic cells, also commonly referred
to as “solar panels”. With rapidly de-
creasing costs and a massive extension
of industrial production, solar energy
is in the process of revolutionizing
energy systems around the globe.
The third part concentrates on the
effects of the upcoming wide-scale
distribution of batteries, not only for
the use of electric vehicles, but also



GEOPOLITICS OF ENERGY

for application in microgrids and for
other uses. These three technologies
have been chosen for analysis based on
the remarkable gains in economic ef-
ficiency and productivity that they of-
fer, their potential for bringing struc-
tural change to the energy sector, and
various specific endogenic dynamics
such as cross-cutting effects or market
design features, e.g., the possibility to
apply solar arrays and batteries on in-
dividual small-scale level. Analyzing
three technological developments does
not provide an exhaustive picture, of
course. But they offer the biggest po-
tential for disruption due to the way
they are changing the mode of think-
ing about energy. All three technologi-
cal developments are already influenc-
ing the role of energy in international
politics today, or will do so in the fu-
ture, and should therefore be watched
closely.

The Fracking Revolution: The
Emergence of US “Energy
Dominance”

Hydraulic fracturing (“fracking”) in oil
and gas extraction is not a specifically
new technology in itself, but did not
prove cost-efficient when the first trials
were made in the early 1950s. During
the first years of the 2000s, oil and gas
firms in the US started to experiment
with the combination of hydraulic
fracturing — the use of high pres-
sure and fracturing stimulation— and

horizontal drilling, in order to access
oil and gas reserves in shale and other
formations. By pressing water, sand,
and other materials into promising
geological layers and rocks, small frac-
tures emerge through which oil and
gas are released and can be pumped
to the surface. Initially, the technol-
ogy was only used to “stimulate” ex-
isting reservoirs. Only recently have
companies tried to access completely
new formations by using this technol-
ogy, with the resulting products now
commonly referred to as “shale gas”
and “tight oil”.

Initially, fracking was largely ne-
glected by the big international oil
and gas companies. Then, some in-
dependent firms experimenting in
the Texan Barnett field were success-
ful in reducing costs and made shale
gas economically viable. Today’s ma-
jor shale gas fields (Marcellus, Eagle
Ford, and Hayneville) have been de-
veloped since 2008. With know-how
gained from the experiences with
shale gas production, the extraction
of tight oil started to kick off around
2011 in the Permian Basin and the
Bakken field. By 2016, the total US
production of natural gas was ap-
proximately one-third higher than in
2005, while half of today’s produc-
tion stems from shale formations, or
is a by-product of tight oil extraction.
By late 2017, US oil production had
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doubled compared to 2008, hitting
the 1970s maximum production level
of just above 10 million barrels per
day, half of which is supplied by tight
oil. The US is set to surpass Saudi Ara-
bia’s production levels in 2018, closing
the gap to the world’s number one oil
producer, Russia.

The important change that hydraulic
fracturing brought to the market not
only consists in the additional quan-
tities available, but also concerns the
structure and dynamic of this new
oil and gas business segment. While
large corporations are used to plan-
ning long-term investments in con-
ventional fields onshore and offshore,
including decade-long preparation
and operation, shale gas and tight
oil extraction has proven to be a very
flexible and mobile business oriented
toward short-term gains. Typically,
tight oil wells decline by about 60 per
cent in the first year, followed by an-
other 25 per cent in the second year.?
Consequently, the fracking industry
is under constant pressure to discover
and drill new wells on a yearly basis.
At the same time, the operational ef-
ficiency of individual wells has been
improved tremendously during the
last couple of years. While the indus-
try’s main focus in the first years was
on developing new wells, more recent-
ly, the productivity of the individual

wells has gained more attention. In the
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Bakken field, the productivity of an
individual rig increased by a factor of
six between 2011 and 2016.° Rig pro-
ductivity was also the key factor that
helped the industry to survive the oil
price crash of the years 2014-2016.

One interesting aspect concerning the
development of hydraulic fracturing is
the remarkable fact that deployment of
these technologies has so far been lim-
ited geographically to North America.
Certainly, the geological conditions
in the different oil- and gas-produc-
ing regions of the US are favorable.
However, they are clearly not unique.
In certain regions of China, Europe,
North Africa, or South America, shale
formations look promising as well.
There are three primary reasons for
the reluctance to move into fracking
in other parts of the world: First, the
regulatory framework is an essential
factor. While in the US, private land-
owners had an economic interest in
allowing the extraction of resources,
taxation and environmental regula-
tion have slowed the deployment of
these technologies in Europe. Second,
the current low price environment for
oil and gas has limited the willingness
to invest in unknown territories with
uncertain results. Third, and most
importantly, one main reason for the
concentration of fracking companies
in the US is the availability of vari-
ous services and materials related to
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the industry. The whole value chain
around the industry is a crucial fac-
tor, ranging from geological explora-
tion and the availability of fracking
material to the ability to transport oil
and gas to market. Of course, none
of these factors precludes a future ex-
tension of fracking beyond the US. It
just hasn‘t happened yet on a relevant
scale. Should fracking technologies be
used in other places around the globe
as well and bring revenue streams to
governments, the age of abundance for
hydrocarbons could last much longer
than most people think.

Looking at the effects of extended oil
and gas production in the US, it is
notable that the dynamics of the two
commodity markets are quite different.

In the traditionally rather regionally-
oriented gas markets, studies expected
the US to become a significant import-
er of Liquefied Natural Gas (LNG)
from the year 2010 onwards. This
projection had to be reversed funda-
mentally with the US fracking boom,
which made additional volumes of
LNG available for other consumers,
caused oil and gas prices to become
de-linked, and led to a price drop that
affected gas markets on a global scale.
With the installation of export LNG
terminals in the US, even more gas
will be available in the years to come.
Asian consumers in particular are al-
ready betting on the import of rela-
tively cheap LNG cargos, which would
allow them to satisfy a growing energy
demand with less polluting fuels.
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While LNG was a niche market in
the past and has only recently started
to grow, oil has been a global com-
modity for many decades. With the
growth of tight oil production in the
US in the range of some 5 per cent of
global oil output, supply has outpaced
demand by far, resulting in a remark-
able fall of prices from over 100 USD
to 30 USD per barrel within just two
years between 2014 and 2016. While
OPEC, the major group of oil export-
ers, initially decided to leave its own
output untouched, hoping to squeeze
out the new competitors from the US,
it changed course at the end of 2016.
Together with Russia and other oil ex-
porters, OPEC agreed on a production
cut in order to rebalance supply and
demand. After the so-called “OPEC+”
deal proved stable for more than one
year, oil prices have come back to a
level of around 70 USD per barrel.*
Although tight-oil producers in the
US were troubled and saw some eco-
nomic hardship, the abovementioned
productivity gains kept them in the
market. In the future, the global oil
market will continue to be affected by
this new group of suppliers, who are
relatively free from political influence
and highly flexible. This structural
difference compared to the state-con-
trolled oil and gas companies of Saudi
Arabia or Russia and to the traditional
Western companies with their long-
term projects and investment plans
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will fundamentally change the dy-
namics of hydrocarbon markets.

Looking at the level of politics and
especially the international arena, the
oil and gas boom has first and fore-
most influenced the self-perception
of the US. The oil crises of the 1970s
and 1980s had a long-term effect on
the role of energy in the analysis of
security threats and the foreign policy
domain of the country. The struggle
for “energy independence” seemed
to have been lost in the early 2000s,
when projections showed energy im-
ports from foreign sources apparently
predestined to go up. A constant
dialog with Saudi Arabia on mar-
ket liquidity, the demand for open
markets in general, the protection of
maritime shipping lanes, and safe-
guards through the International En-
ergy Agency’s (IEA) inventory system
were central instruments for deal-
ing with threats to energy security.
While the administration of Barack
Obama already witnessed and do-
mestically supported the turnaround
in the energy landscape initiated by
the fracking industry, the change in
rhetoric has only happened recently
under President Donald J. Trump
and his energy secretary, Rick Perry.
What used to be the desire to become
“energy independent” has shifted to
the new paradigm of “energy domi-
nance”. During the course of 2017,
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the administration elaborated on the
meaning of this proposition: While
two aspects of the concept — the crea-
tion of jobs for US workers in the field
of energy and the availability of cheap
energy for US families — might be of
lesser significance for international
relations, the aim “to be no longer
vulnerable to foreign regimes that use
energy as an economic weapon” could

lead to different conclusions.’

Based on this proposition, one critical
conclusion might be that the admin-
istration will ask itself sooner or later
why US taxpayers should invest in the
functioning of the global oil trade by
guaranteeing the safe passage of mari-
time transports. As in the context of
NATO, President Trump might be
tempted to ask allies to contribute
their fair share to the military protec-
tion of transport routes for global oil
trade. As has become obvious in the
recent Saudi-Qatari dispute, the US
government’s willingness and capacity
to solve crises with an energy dimen-
sion seem to be less developed than
would have been the case some years
ago.

Another worrisome effect of the new
strategy could be the use of energy as
an instrument of US foreign policy.
Urging allies to buy US LNG in or-
der to diversify away from other sup-
pliers (and reduce the nation’s trade

deficit) runs contrary to the plea for
open markets repeatedly heard from
US administrations over the past
decades. The vocal concerns about
Europe’s energy security, which were
referenced in the case of the new uni-
lateral sanctions regime against Rus-
sia, now dovetail with the economic
interests of the US fracking industry.
If Washington is willing to use energy
as a means of foreign policy, it will
be difficult to explain to others why
this would be the wrong approach to
global cooperation.® Nevertheless, it
will be difficult for the administra-
tion to force private actors such as
LNG suppliers or tight oil producers
to follow state orders about where to
export their products. If Asian buy-
ers are willing to pay a higher price
than their European counterparts,
LNG will be delivered to Asia, not to
Europe.

While the US foreign policy strategy
on energy is still in the process of de-
velopment, the effects on other sup-
pliers and their behavior are already
visible. For OPEC as well as for Rus-
sia, the drop in prices and the avail-
ability of additional supplies on world
markets constitutes first and foremost
a price problem, and consequently
a revenue problem. The production
cuts and the low price environment
threaten state budgets and necessi-
tate domestic spending cuts. At the

51



same time, they also make reforms
and the development of new business
models, as in the case of Saudi Ara-
bia’s transformative “Vision 20307,
more difficult. Since the US role as the
world’s biggest hydrocarbon producer
is expected to evolve over the com-
ing years, the world will have to get
used to this new unexpected situation,
which was brought about by the ex-
periments of a few small drilling firms
in the Midwest.

The Solar Revolution: It Has Only
Started

As in the case of hydraulic fracturing,
the use of solar energy, specifically
photovoltaics (PV), is not a recent in-
vention, but has been around for dec-
ades. There were even solar panels in-
stalled on the roof of the White House
during the late 1970s. The energy cri-
sis of the 1970s forced governments to
consider alternatives to oil, one being
solar energy. Although many early at-
tempts can be noted, the economics
and the lack of political support pre-
vented solar energy from playing a
role in the world’s energy system. In
fact, it was research and development
in Japan as well as the decision of the
German federal parliament to support
renewable energies with a feed-in tar-
iff from the year 2000 onwards that
helped the small niche of PV produc-
ers to grow in size, prove their viabil-
ity, and make impressive progress on
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economic efficiency. Germany, later
joined by some North American and
European states, invested billions
of euros of public or electricity con-
sumers money into the large-scale
demonstration of the viability of ex-
ploiting solar energy, both on private
houses and as large-scale power plants
in the countryside. However, with-
out public support via feed-in tariffs
and other mechanisms to enable in-
vestments, PV electricity production
was not able to compete on electricity
markets. This situation has changed.

The year 2016 marked an important
waypoint for solar energy. As the In-
ternational Energy Agency (IEA) con-
firmed in a report, with more than 74
GW in 2016 alone, PV constituted
the largest part of all additional elec-
tricity generation, easily surpassing
coal, wind, and natural gas.” At the
same time, prices in recent auctions
dropped to less than 0.05 USD per
kWh in some world regions, and lev-
elized costs can now compete with
those of electricity generated by burn-
ing fossil fuels. Even under conserva-
tive estimates, solar power will be the
largest renewable energy growth fac-
tor over the coming years in a world
that is in fact betting more and more
on clean energy. In an optimistic sce-
nario, PV will even contribute an ad-
ditional 1,150 GW by 2022 globally,
which would equal nearly six times
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Price Range of Electricity Costs by Source, 2010 and 2016
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the already installed electricity genera-
tion capacity of Germany in 2016 —
from all energy sources.

Installed capacity is not the same
as generated electricity, of course.
Compared to fossil or nuclear power
plants, solar power plants have less
operating time and feature greater dis-
crepancies between capacity and ac-
tual electricity generation. Therefore,
the share of solar as a part of global

electricity consumption will not in-
crease as quickly as the installed ca-
pacity. Nevertheless, as a new player
in electricity production, solar energy
will significantly change the overall
structural picture in many countries.
Especially in certain regions of the
developing world that previously had
no electricity supply at all, temporary
access to electricity will be a vast im-
provement over the present situation
of having no access to electricity at all.
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While the development of solar energy
effectively started in Europe and the
US, China is the biggest player on the
market today. About half of all new
solar power plants installed in 2016
were in China. At the same time, 60
per cent of global solar manufacturing
capacity is located in China, up from
just 4 per cent in 2009.% This devel-
opment was no accident. The Chinese
government has massively supported
the building up of a PV manufacturing
industry, protected the market, and
concentrated global production in the
region. When solar energy changed
from a relatively expensive niche prod-
uct into a mass consumption product,
many European and US producers
could not follow the price drop initi-
ated by Chinese producers and went
into bankruptcy. Even the recently im-
posed US trade tariffs on solar imports
will not change the market structure,
but rather will briefly slow down the
installation of solar panels in the US.?

The effects of the solar boom on in-
ternational politics are just beginning
to emerge and can only be roughly
sketched. However, a few preliminary
conclusions can be drawn:

First, the availability of PV as an al-
ternative to electricity generated by
diesel engines could give a big push
to development policies, especially in
Africa and Asia. Today, only 30 per
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cent of Africans have reliable access
to electricity.!? Electrifying rural ar-
eas, which now seems possible, would
make many other development goals
easier to achieve: access to clean water,
independent economic activity, the
use of electric appliances in general,
or access to independent information
via communication technologies.'!
The emancipation of poorer social
classes could fundamentally change
the political landscape in many devel-
oping states, leading to a redistribu-
tion of political and economic power.
In the future, it will be more difficult
than ever to control the media and ac-
cess to information, as the example of
the “Arab Spring” has demonstrated
quite clearly. The effects of such a de-
velopment can hardly be predicted
from today’s perspective and might
be very different from country to
country.

Second, the dominance of Chinese
producers in PV manufacturing will
not only bring economic benefits to
the country. China will also be able
to offer integrated clean energy solu-
tions as part of its foreign policy, as is
already the case with respect to other
infrastructural developments, such
as transport infrastructure. One of
the crucial questions in this context
is whether other manufacturers will
be able to compete in the mass pro-
duction of PV for the world market
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in the long run, given the competi-
tive advantage and strong government
support that Chinese suppliers enjoy
today. With integrated supply chains
for raw materials in the manufacturing
process of PV, Chinese manufacturers
might also have an advantage. The
worries about conflicts over raw ma-
terials such as silver, copper, or some
of the rare earths might be exaggerated
in the sense that there will necessarily
be a scarcity-led securitization of such
resources. However, it is also clear that
the Chinese government supports
companies in accessing reserves, while
creating political and economic pres-
sure on countries with such resources.
In addition, a high degree of local
availability within China is also a clear
advantage on global markets.!? Cer-
tainly, no material is without alterna-
tive; however, it will take years to de-
velop technologies for producing PV
hardware without some of the crucial
raw materials used today and to scale
production up for global mass distri-
bution. The advantage enjoyed by the
Chinese solar manufacturing industry
will be very hard to beat for a long
time, making the shift to solar good
business for the country.

Third, the integration of ever more so-
lar energy into the electricity systems
all over the world will put grid opera-
tors and national electricity companies
under stress. On the one hand, they

will be forced to invest in additional
measures to maintain high levels of
system stability. On the other hand,
they will lose revenues if they do not
own solar capacities themselves. In
some economically more developed
states, this will eat into the revenue
streams of electricity suppliers and
force them to either charge customers
more in order to finance their fossil
investments or take political measures
to keep solar off the grid. Especially in
the case of state-owned utilities, this
conflict is only now beginning to ap-
pear on the political scene.

So far, the development of solar en-
ergy has been very heterogeneous
on a global scale, with only very few
countries generating more than five
per cent of their electricity from solar.
China is, however, leading in absolute
terms when it comes to producing
and installing solar energy. Especially
in developing countries and emerging
economies, additional solar invest-
ments might only cover additional
electricity demand, but not compete
directly with incumbents on existing
market shares. This also means that
the challenges will be different in dif-
ferent world regions and on different
scales of economic prosperity. It is
clear, however, that global commit-
ments to limiting global warming will
not be met without a massive expan-
sion of investments in solar all over
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the world. With the ability of indi-
vidual consumers to buy solar installa-
tions and use them in many different
circumstances and for different pur-
poses, the traditional model of state-
controlled electricity supply is likely
soon to become obsolete. The solar
revolution has just began.

The Battery Revolution: Ready for
Take-off

The ability to store electricity on a
large scale has long been one of the big
dreams of mankind. Storage options
would make the complex balancing
of supply and demand in electricity
systems easier and advance the use
of electricity as an energy source for
more applications in everyday life. Of
course, in some places, electricity stor-
age is already far developed. Switzer-
land’s hydropower infrastructure with
its fleet of pump-storage installations
is one example. So far, many states
have relied on storing fossil fuels in
large quantities instead of expansive
storing of electricity. This situation is
likely going to change.

This change is already becoming ap-
parent on a smaller scale when we
look at the battery technology of the
smartphones in our pockets. However,
first promising changes are visible on a
larger scale too. In the case of electric
vehicles, whose main innovation is the
battery technology installed, battery
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costs have decreased remarkably over
the last years. Since 2010, the price
for a battery pack has declined by 80
per cent, mainly due to productivity
gains achieved by Chinese manufac-
turers, reaching 227 USD per kWh
in 2017, according to a recent McK-
insey study.'® So far, public attention
has mainly focused on lithium-ion
batteries, but other battery or storage
technologies could become promi-
nent as well in the future. Up to now,
the race to find the best technology
for electricity storage has not yet been
decided, but lithium-ion is clearly in
the lead when looking at costs, effi-
ciency, and today’s production levels
for all different purposes — in IT, but
also in the automotive industry.

One common fallacy is the firm con-
viction that the rise of clean energy
and the emergence of batteries must
take place in a synchronous fashion.
It is clear that in a world based on
renewable energies only, electricity
storage would necessarily have to play
an important role. Without storage
options, extraordinarily high capaci-
ties of intermittent renewable energy
would be required and large-scale
cross-country trade would be inevita-
ble. At the same time, batteries could
start to gain market share even with
zero or only moderate development
of clean energy, as a way of meeting
within-day changes in demand. This
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independent development can also
again be demonstrated in the case of
electromobility, one example being
Poland, where the government is mak-
ing great efforts to extend electromo-
bility, while at the same time, the elec-
tricity mix will be dominated by coal
for the foreseeable future.!* Therefore,
deployment of electric mobility is not
necessarily coupled with clean energy
development, but could also hap-
pen in a fossil- or nuclear-dominated
world.

At the same time, the issue of batteries
is not limited to transformation in the
transport sector only. The use of bat-
teries in microgrid systems is at least as
important. These systems could either
be communal or industrial facilities
that see an opportunity in organizing
their energy system individually, inde-
pendent of state electricity suppliers.
A recent Navigant study estimates that
investments in microgrids will reach
up to 100 billion USD over the next
decade.” This again shows that there
is in fact a business case for the solar
revolution to go hand-in-hand with a
battery revolution. Independent de-
ployment, however, is a plausible sce-
nario as well.

So far, industrial battery develop-
ment is primarily enforced by only a
couple of states. Again, China plays a
dominant role. Only recently, Chinas

battery company CATL announced
a huge 2 billion USD investment
in the world’s largest battery fac-
tory.'® South Korea has also joined
the group of early movers. For the
production of batteries, access to raw
materials will be even more essential
than for PV. Especially lithium car-
bonate and cobalt could be crucial in
that respect. The crux of the matter
is their geographical concentration
within just a few countries. African
states such as the Democratic Repub-
lic of the Congo with its large cobalt
reserves are among the key staging
grounds for the competition around
cobalt and other raw materials. On
this level, China has already worked
on finalizing long-term trade deals,
guaranteeing steady supplies.!” While
in the coming years, the efficiency in
the production of batteries could be
slowed down due to a massive increase
in raw material costs, as is already the
case with cobalt, which experienced
a price increase of 129 per cent in
2017, the real challenge is a differ-
ent one. Again, when we consider the
market for electric mobility, China’s
dominance becomes apparent. China
represents half of the global market
for electric cars. The development of
batteries and the construction of ap-
pliances with storage elements is part
of China’s industrial strategy, with
highly successful implementation in
the first stages. Chinese companies
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The Steep Decrease in Prices of Lithium-lon Batteries
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Source: Claire Curry, “Lithium-ion Battery Costs and Market”, in: Bloomberg New Energy Finance (2017), 2.
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are engaged in every segment of the
supply and value chain for batteries
and electric vehicles, making it very
difhicult for outsiders to access this
market.'®

To be clear: The widespread use of bat-
teries is not a reality yet and has only
started. Electric cars are still a margin-
al product on a global scale, and mi-
crogrid systems are in an early stage of
deployment. However, there are many
signals indicating that the next decade
will see an extended use of different
storage options and a massive increase
in investments, first and foremost in
batteries. This will individualize elec-
tricity supply to a high degree, espe-
cially in combination with renewable
energies. At the same time, a prolifera-
tion of storage devices would reduce
investments in electricity generation
capacity, since peak load would be sat-
isfied with storage and demand side
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management, rather than with addi-
tional generation capacity. All of this
will also have implications for inter-
national politics.

First, the transport sector will be af-
fected by the technological advance-
ment of battery use for e-mobility.
The market shares of European and
US car manufacturers, which form
an important part of the economies
on both continents, are being chal-
lenged by cheap Chinese alternatives.
In the next step, buses will also switch
to electric power, although it will be
difficult to produce sufficient storage
elements for an increasingly electri-
fied transport sector. The changes in
the manufacturing of transport vehi-
cles in general will massively impact
the economic balance on a global
scale and most likely hurt employ-
ment in the Western world. If the in-
dustrialized countries of Europe and
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North America fail to develop a way
to compete with Chinese dominance,
the battle for batteries will be lost, just
as the battle for solar has already been
lost. However, in this case, the impact
will be much more drastic.

Second, not only in the case of PV, but
also in the case of battery technology,
Chinese competitive dominance will
become apparent. Chinese companies
will be able to offer integrated solu-
tions for micro-grids and other stor-
age options, including batteries. They
could generate particularly attractive
business cases through cooperation
with solar manufacturers, offering
one-size-fits-all solutions to countries.
There is a great risk that China will
monopolize investment in the transi-
tion to clean energy, especially in the
developing world. This could also have
an impact on political dependencies
and strengthen China’s influence in

the world.

Third, the spread of batteries and stor-
age options will have an impact on the
relationship between citizens, commu-
nities, and regions within states and
even at the transnational level. Unlike
in the 20th century, when the govern-
ment controlled its citizens and re-
gional entities’ access to energy, decen-
tralized systems will make these actors
become more independent. In this
scenario, the state loses control, which

could, for example, benefit separatist
movements politically and militarily.
Also, in future conflicts, energy in-
dependence will be a strong asset for
all parties that will be enforced by a
technological gain in autonomy, a hot
topic in military technology research
for years. Under these circumstances,
warfare too might change due to the
combined introduction of solar and
battery technologies.

Political Implications

In the past, the role of energy in inter-
national politics was predominantly a
hydrocarbon issue. Control over, ac-
cess to, and prices for oil and natural
gas were considered important factors
in international relations. This period
is most likely ending, for several rea-
sons. One is the abundance in the
hydrocarbon sector; another is the
increasing role of renewable energies.
When considering global investments
in the energy sector, hydrocarbons
have already taken a back seat. Indus-
trial policy, trade, and environmental
issues are becoming more important
for geopolitics as well. However, there
are some important caveats to this
observation.

First, global energy demand is still ris-
ing and will continue to rise years, if
not decades to come. The most recent
BP Energy Outlook 2018 predicts
an increase by one-third by 2040."
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Emerging economies and developing
countries in particular have growing
populations that are increasing their
consumption of goods, products,
and services. If no drastic energy ef-
ficiency and climate policy measures
are introduced on a global scale, the
hydrocarbon world will stay. Second,
the electricity sector will be the first
to be affected by massive changes. Al-
ready today, there are more and more
renewable energies being introduced
into the electricity system, where they
compete with coal, gas, and nuclear
for market shares. As we can see in
China, however, growing electricity
demand means that all energy sources
will be needed, limiting controversial
competition between fuels. Neverthe-
less, China is serious about integrating
renewable energies in order to limit
environmental damage and pollu-
tion, but also in order to slow down
the increase of its massive energy trade
deficit. Third, although the transport
sector is changing, this will not fun-
damentally affect oil consumption
in the short to medium term, at best
leading to a slight abatement of still
growing demand. Individual mobility
only accounts for around a third of the
world’s thirst for oil. With electromo-
bility gaining some percentage points
in market shares here, the overall pic-
ture for oil consumption is not going
to change quickly. Overall, this means:
swiftly

Technologies are entering
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markets, and progress is accelerating
quicker than most people would have
thought, but fundamental changes
on a global scale will only happen if
global energy demand remains steady
or begins to decline.

When considering the effects of the
three breakthrough technologies, we
need to take a sectoral and regional
approach. The emergence of hydrau-
lic fracturing had mainly an impact
on the hydrocarbon side of the global
energy system. Thanks to the US “en-
ergy dominance” paradigm, global
commodity markets for oil and natu-
ral gas are flooded with cheap North
American products. This has caught
many fossil fuel suppliers by surprise
and forced them to cut back on in-
vestments and public spending. The
trend has also emphasized that the
hydrocarbon age is most likely not
going to end because of limitations
to the availability of oil and gas. Its
demise will rather be a process driven
by technological substitution, eco-
nomic efficiency, and environmental
considerations in the long run. As
some fuel-exporting states are already
trying to change their business mod-
els, growing production is likely to
keep prices and revenues at low levels
for the foreseeable future, also con-
straining the states’ ability to finance
transformations. However, with the
emergence of relatively small private
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producers from liberal economies with
a technology that has the potential to
spread further internationally, global
commodity markets will be less de-
pendent on single suppliers and gen-
erally more flexible. This might also
bring some degree of volatility.

While the hydrocarbon world is still
dominant in the global energy sys-
tem, the growth of renewable energies
that has already been underway for
years recently reached an important
benchmark: comparable cost levels in
electricity production. The most im-
pressive development in terms of cost-
efficiency, productivity, and learning
curves in general has been in the case
of solar energy, most notably PV. The
fact that PV is easy to install and can
be bought by individuals has contrib-
uted to its success. Together with the
development of batteries in an inte-
grated system, this technology offers a
great chance to boost development in
the peripheries of Sub-Saharan Africa
and Asia. In general, the development
of solar (with or without storage op-
tions) will help decentralize energy
supply structures, with economic and/
or political effects for the centralized
state and its domestic interests in
many regions of the world.

The US and China are thus the po-
litical winners in two different games
in town, confirming a trend towards

a bipolar world order that we can
also observe in other policy areas.
The US wins because the battle for
resources is not as relevant anymore
(if it ever really was) and the trade
deficit can be lowered massively by
exporting oil and gas in the future.
While political discussions around
energy studies usually focus on the
effects on the overall system and the
end-consumer of energy services, the
development of PV and batteries will
mainly be driven by factors such as
technology access, competition, and
industrial policies. Clearly, based on
investments and market shares, Chi-
na is trying to dominate the market
for both products. If the US, Russia,
and the Middle East are the resource
centers of the hydrocarbon world,
China is on its way to becoming the
monopolist of the future clean energy
world. Despite the positive impact of
making technologies available on a
global scale, the implications for com-
petition, access to these technologies,
and the supply of raw materials will
be important issues for future discus-
sions on the geopolitics of energy. In
this context, it seems that Europe is
straddling both worlds: It is largely
import-dependent on fossil fuels,
while at the same time pioneering a
revolution in the energy system, but
unable to keep large shares in a clean
energy market that is more and more

dominated by China.
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CHAPTER 4

Resilience: The ‘Fifth Wave’ in the
Evolution of Deterrence

Tim Prior

The concept of resilience is becoming more relevant for current deterrence
debates at a time of evolving threats. The fifth wave of deterrence develop-
ment is rising at a point when established international security practices are
fumbling to respond effectively to security challenges. Resilience can increase
the ability of security institutions to cope with and respond to complex
threats in a deliberative manner. Security policy decision-making processes
must match the complex threat environment they seek to govern by being
flexible, proactive, and distributed.

Jordanian soldiers take part in “Eager Lion”, a multi-national military exercise focusing on facing
irregular warfare, terrorism and national security threats. Muhammad Hamed / Reuters
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Deterrence is relevant again. Twenty-
eight years after the end of the Cold
War, and four years after the annexa-
tion of Crimea, NATO and its mem-
ber states have to re-learn many les-
sons that previous generations knew
by heart. However, nothing could be
more dangerous than just re-applying
old recipes to new challenges. As the
threat evolves, so must the answer to
deter those who threaten.

An important part of any answer has
to be resilience. The concept has swept
across multiple and diverse policy
spaces since the turn of the 21st cen-
tury. It is neither a “silver bullet” nor a
buzzword that will fade with a new
publication cycle of the think tank
bubble. Resilience offers a unique
paradigm for managing “predictable
unpredictability”.!

What, then, is resilience? For example,
we know that, unfortunately, terrorists
will strike again in 2018. In an ideal
world, using previous experience, with
appropriate planning, and with the
ability to adapt the way we proactively
deal with the possibility of such hor-
ror, the impact, or even the occur-
rence, of a terrorist strike where we last
expect can be minimized. In the con-
text of security, this is what resilience
means: that we establish socio-techni-
cal systems with the dynamic ability
to anticipate and respond proactively
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to potential threats by learning and
adapting.

This chapter reflects on the rise of
resilience in security policy over at
least the last ten years. It focuses in
particular on the more recent trend
towards the view that the successful
product of over a decade of resilience
thinking and action, is the benefit it
offers policy-makers. Resilience, ar-
gues this chapter, can bolster deter-
rence. Of course, as the new denial
kid on the block, resilience will not
supersede other approaches (espe-
cially deterrence by punishment), but
this chapter explores ways that resil-
ience might complement existing de-
terrence tactics.

Naturally, any deterrence debate in
Europe focuses first and foremost on
NATO and its deteriorated relation-
ship with Russia. Indeed, it is NATO
that is primarily responsible for de-
fending its member states and deter-
ring existential threats — both as a
nuclear alliance and as the still most
effective framework for collective
military action. And the alliance faces
new challenges: As Russia appears
to be leaning towards a broader and
deeper understanding of deterrence in
the form of “cross-domain coercion”,
emphasizing non-military means,
subversion, and information warfare
besides an aggressive and ambiguous
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communication of its nuclear might,
NATO has to adapt. In the mix of nec-
essary answers, resilience will play an
important role.

NATO has stated that it is commit-
ted to finding this mixture:* “We /.../
stand united in our resolve to maintain
and further develop our individual and
collective capacity to resist any form of
armed attack. In this context, we are to-
day making a commitment to continue
to enhance our resilience against the full
spectrum of threats, including hybrid

threats, from any direction.”

Still, while NATO will retain prima-
cy in the deterrence realm, other ac-
tors will face similar challenges. In its
Global Strategy on Foreign and Secu-
rity Policy, the EU is explicit:® “7he EU
will foster the resilience of its democra-
cies. Consistently living up to our values
will determine our external credibility
and influence.”

And that: “Tr is in the interests of our
citizens to invest in the resilience of states
and societies to the east stretching into
Central Asia, and to the south down to
Central Africa.”

Even “hard security allies” like the US
and the UK have embraced resilience
as part of their agenda. As laid down
in the US National Security Strategy:*
“We must build a culture of preparedness

and resilience across our governmental
functions, critical infrastructure, and
economic and political systems.”

Noting that: A stronger and more
resilient  critical  infrastructure  will
strengthen deterrence by creating doubt
in our adversaries that they can achieve
their objectives.”

The UK’s National Security Strat-
egy offers similar wording: “We will
strengthen our domestic resilience and
law enforcement capabilities against
global challenges which increasingly af-
fect our people, communities and busi-

»5
riesses.

While

that this strategic, and aspirational,

some commentators argue
language is too vague to be useful,®
in fact resilience is a practical tool in
a complex risk and threat landscape
where preventing threat is less success-
ful than establishing coping mecha-
nisms. This chapter examines where
resilience has arisen within deterrence
discussions, and explores how the pro-
cess of building resilience is relevant
and useful in the context of credible
threat deterrence. Often, strategic as-
pirations are just that: aspirations. But
there are excellent reasons to think
about deterrence from a resilience per-
spective — like embracing complexity
and transformation in uncertain con-
texts — and the chapter explores these.
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The chapter highlights where oppor-
tunities must be taken to embrace
new approaches to managing secu-
rity in complex security systems. In
this respect, it explores the practical-
ity of resilience in the current deter-
rence discussion, but at the same time
acknowledges that resilience is a new
element that will complement existing
approaches.

Modern Challenges in Deterrence

Sun Tzu told us the most artful skill
in war was subduing the foe with-
out resorting to fighting. Deterrence,
whether by denial or punishment, is
premised on the notion that an actor
can disrupt an adversary’s strategy. In
essence, deterrence is thus a psycholog-
ical means of altering the cost-benefit
interaction between actor and adver-
sary that is influenced by assumptions
about power, and the ability to meet
the goals of one’s strategy.” To under-
stand why and how resilience can bol-
ster deterrence, it is helpful to examine
how deterrence theory evolved - and
where we stand now.

An actor’s deterrence strategy must
be seen as credible by an adversary.
In order to be credible, the deterring
actor must communicate both capa-
bility and commitment. In the dy-
adic deterrence situation during the
Cold War, achieving these criteria was
complicated, but manageable. This
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was because the deterrence relation-
ship between the USSR and NATO
at the time was essentially based on
a shared normative framework. Pre-
sumably, the classical deterrence for-
mula of “assured destruction” worked
because it was clearly understood by

both sides.

Today, deterrence has become more
complex. There are more actors, in-
cluding non-states actors, underscor-
ing the need for the communication
aspect of deterrence to be strength-
ened. Exactly because of the increas-
ingly complex deterrence atmosphere,
there is a risk of failure when an actor
does not understand their adversary.®
The inability to understand the adver-
sary might be associated with cultural,
religious, political, or historical differ-
ences between actor and adversary. It
may also occur if the actor does not
keep abreast of the adversary’s devel-
opments in capability or approach.
In any event, many believe that the
likelihood of deterrence failure has
increased.

Deterrence, in theory and practice,
has evolved in four waves’ — from the
end of the Second World War until
after the collapse of the USSR. Im-
portantly, the concept and practice of
deterrence has been closely linked to
the development of nuclear weapons
and the threat of nuclear war.
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Prior to the introduction of nuclear
weapons into conflict, the application
of deterrence in policy was limited —
war was assumed, and the key strategy
was to win. With nuclear weapons
available to states, international secu-
rity relations shifted towards the im-
perative of deterring conflict because
the potential consequences of a nucle-
ar war would be too great. During this
second wave, deterrence was mainly
a matter between NATO and the
Warsaw Pact, based on the assump-
tion of “assured destruction”, which
would dissuade conflict on the basis
of punishment. Slowly, deterrence by
punishment began to be differenti-
ated from deterrence by denial. Where
punishment was seen to add costs into
the deterrence relationship, denial was
focused on preventing an adversary’s
goals from being met, thereby remov-
ing benefits.

During the third wave of the develop-
ment of deterrence, leading up to the
breakup of the USSR, practical evi-
dence demonstrated the importance
of the goals at stake in influencing the
success of deterrence. This was espe-
cially due to the disruption brought by
new technologies and non-state actors
that have increasingly complicated the
actor-adversary relationship. The cost-
benefit nature of classical deterrence
was also disturbed by the inclusion of
incentives into the deterrent formula.

The idea of “tailor-made deterrence”
established the need for the applica-
tion of flexible and adaptive deter-
rence strategies, especially because of
the recognition that deterrence could
fail. This also helped to shift the fo-
cus of deterrence from punishment to
denial.

The fourth wave has been underway
since the end of the Cold War and
the breakup of the USSR. It has been
characterized by asymmetric threats,
unclear actor relationships, and the
activities of states whose actions were
perceived as irrational, among other
complications. These changes in the
international security policy sphere
have led to an increasingly unpredict-
able and uncertain strategic operating
environment.

For example, the effectiveness of mod-
ern US deterrence strategy has been
frustrated by the actions of adversar-
ies who have exploited technologi-
cal advancements and the spread of
cheap but accurate weapons, and the
use of cyber tools."” More concretely,
Russia’s ability to hack the electronic
voting systems of the US in 2016"!
suggests US security policy, action,
and the identification of the adver-
sary’s goals, lagged behind Russian in-
tent and capability. Merely thinking
a system is secure is not an assurance
of security, or the basis of a deterrent
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posture; nor is a system invulnerable
to attack by an adversary if its inherent
vulnerabilities are unknown to the ac-
tor. Implementing resilience can be a
means of addressing these issues.

As a form of denial, resilience is useful
in complex interactions where actors
are unfamiliar with each other’s strate-
gies. Complexity complicates familiar-
ity — with actors and with situations.
When applying deterrence approaches
under these conditions, it can appear
that adversaries are beyond deterrence
because they simply don’t respond in
an expected manner.'” However, the
goal-oriented nature of emergent ter-
rorist, hybrid, and cyber-threats," for
example, can be more effectively dealt
with using deterrence by denial. Be-
cause the goal focus in these contexts
is so strong, the inability to achieve
these goals has negative higher order
consequences with respect to the suc-

cess of an adversary’s cause.'*

The Rise of Resilience in a Diverse
Threat Environment.

The word “resilience” is derived from
the Latin resilire, meaning to spring
or bounce back. At the most ba-
sic level, resilience implies the abil-
ity of an entity or system to return
to normal functioning or a normal
state quickly following a disturbance:
an entity “bounces back”. Since its
early application (in the context of
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engineering resilience, for instance),
a more nuanced conception of resil-
ience, beyond the ideas of stasis or a
single equilibrium, has found trac-
tion. Here, flexibility and change are
considered to contribute to a positive
process of learning and adaptation.
Resilience is not necessarily about
“robustness”, but about transforma-
tion. Transformation and flexibility
are system characteristics that permit
a system to persist under challenging
conditions with the same compo-
nents and much the same (or better)
function.

The pervasiveness of resilience in the
context of national and international
crisis and security policy is evidenced
by the growing number of states hav-
ing identified the resilience of tech-
nical and social systems as a goal in
their security strategies. The desire to
become resilient is, on the one hand,
likely a popular response, but on the
other, also reflects national and inter-
national insights and experiences that
suggest complete security is impossi-
ble to guarantee, and that threat pre-
vention is imperfect.

“Resilience thinking” must be diffe-
rentiated from “being resilient”. Re-
silience thinking involves decision
processes that involve anticipation,
adaptation, being flexible, and fo-
cusing on the inclusivity of diverse
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The Changing Risk Landscape

The perceived likelihood and impact of a range of risks and threats is in constant flux
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decision-makers.'® Resilience thinking
is neither hierarchical nor determinis-
tic, but rather networked and distrib-
uted. Resilience thinking is useful in
the context of complex systems, where
interactions within relationships yield
uncertain and unpredictable conse-

quences, and where linear decision
processes are sub-optimal. Being resil-
ient can be thought of as the outcome
of resilience thinking. Resilience
thinking should influence the ability
of populations, structures, organiza-
tions, and institutions to withstand,
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or recover quickly from disturbances.
Entities that are resilient are typically
less vulnerable to disturbance, and the
ability to demonstrate reduced vulner-
ability is the key element that being
resilient lends to discussions about
threat deterrence.

Resilience thinking accepts that even
the best planning and organization
cannot prevent security breaches. Re-
silience thinking acknowledges the in-
herent difficulty of attempting to iden-
tify and address all vulnerabilities and
threats, and that actions and responses
create positive and negative feedback
loops that influence the transforma-
tion and evolution of problems and
solutions. Resilience thinking actively
links adaptation and learning to the
ability to anticipate threats, thereby
creating a basis on which to mitigate
the consequences of ‘predictably un-
predictable’ threats.

Finding a catch-all resilience think-
ing approach is next to impossible,16
which is important in the context of
security, because no two threat situ-
ations can be dealt with in the same
way. In part, this is where more tra-
ditional risk management approaches
have proven insufficient. Risk manage-
ment portrays an illusion of top-down
controllability, being a hierarchical
and deterministic means of stepping
through a systematic process of risk
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identification, assessment, prevention
or control, and review. Risk manage-
ment is a good way of dealing with
complicated problems in a top-down
manner. Unfortunately, it's not so
easy to corral the 21st century threat
landscape into this formulaic process.
Resilience thinking lends itself more
appropriately to dealing with com-
plex problems in a bottom-up, or
non-hierarchical manner.

One commonality of national and
supra-national resilience policies is
that they point to the importance
of lower-scale actors and actions
in contributing to resilience, mak-
ing clear that citizens, communi-
ties, organizations, and institutions
all share responsibility for national
security. Several factors have driven
this shared assumption, including
recurring experiences with security
threats, limited or insufficient higher-
level responses, difhiculty predicting
and preventing security threats, criti-
cal infrastructure privatization, and
the simple desire of the public to be
more engaged in decisions that affect
them. Resilience thinking has become
the model of choice for a more dis-
tributed approach to security, where
self-organization of actors is seen as
the foundation of more sustainable
and diffuse responses to identifying
and addressing diverse threats. This
is important because contemporary
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threats are themselves distributed and
networked.

Complexity and Resilience
“Deterrence today is significantly more

complex to achieve than during the Cold
War. V7

In a diverse and complex threat envi-
ronment, guaranteeing security is dif-
ficult. The statement above, from the
US National Security Strategy, couch-
es this problematic as a future strategic
challenge. In practice, most national
governments retain a traditional pre-
ventative and territorial approach to
security'® that is less suited to this new
threat environment characterized by
complexity, transformation, and “mas-
sive uncertainty.”'” Meeting the chal-
lenges of an uncertain and unpredict-
able future, characterized by novel and
asymmetric threats, requires a phase
shift in policymaking: “When war

changes, so must defense.”?°

To understand why a resilience ap-
proach presents advantages in future
deterrence, it’s necessary to discuss
what complexity means, and to think
about deterrence and international se-
curity as two interacting systems.

In describing the modern threat en-
vironment, we must distinguish be-
tween complex and complicated systems.
A complicated system has many parts,

which interact in a well-defined and
predictable manner. By contrast, a
complex system is organized not as a
hierarchy, but as a series of intercon-
nected sub-systems whose relation-
ships are unpredictable, and where
these unpredictable relationships can
influence the way the broader sys-
tem changes. Whereas changes in a
complicated system are predictable,
changes in a complex system are non-
linear and emergent.

Two examples can illustrate the differ-
ences. An aircraft is a good example of
a complicated system. While there are
many interdependent parts in the air-
craft, the pilot controls the plane with
known and predictable operations.
If something goes wrong, a checklist
is often enough to narrow down the
source of the issue.

The ongoing campaign to subdue
international terrorist organizations
is an example of a complex system.
Again, there are many elements in the
system, but exerting pressure on one
element has unpredictable implica-
tions or feedbacks for other elements,
and the system as a whole. Arguably,
the US response to the 9/11 attacks,
and the threat from al-Qaida in Af-
ghanistan, was conducted in a tra-
ditional way, hoping military might
would subdue the threat. To the
chagrin of several commanders, the
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complexity of the situation illustrated
how important a detailed understand-
ing of the various interactions between
adversaries, with the geography, lo-
cal civil populations, technologies,
etc., could be for achieving a posi-
tive outcome in the complex security
situation.

International security, to the extent
that it involves deterrence, can also
be thought of as a complex adaptive
system. The nature of the relationships
between the sub-systems that make
up the international security system
bestow a capacity for proactive and
reactive adaptive learning. In actual
fact, complex adaptive systems do not
change through learning, but emerge
from the interactions with other con-
nected complex adaptive systems — if
the US military acts one way, al-Qaida
quickly reacts. Based on these interac-
tions, the system evolves. Under such
circumstances, reductionist approach-
es, like traditional hierarchical risk
management, represent sub-optimal
coping tools.

The nature of deterrence is facing a
phase shift, driven by the multifaceted
and complex nature of the modern
threat landscape. Realistically, deter-
rence must be a flexible and proactive
occupation, composed of elements
that should suit the nature of the
threat. The notion of “tailor-made”
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deterrence begins to address the com-
plexity of modern threat by attempt-
ing to introduce a more detailed un-
derstanding of the complex threat
situation in order to direct a custom-
ized response.”!

Resilience thinking can be a power-
ful means of guiding the development
of an adaptive tailor-made deterrence
approach. The national-international
security landscape is illustrated as two
interacting “Complex Adaptive Sys-
tems” on page 73. The international
and national systems interact and re-
spond to one another as they develop
and change.”> Within this system,
information and control is multi-
directional, flowing between the sys-
tems — a state of affairs that has been
described as “panarchy”.?® This is in
contrast to a typical hierarchical sys-
tem, where control is exerted in a uni-
directional manner. Complex human,
socio-technical, and human-ecologi-
cal systems are arranged as panarchies
— as systems that feature nested com-
ponents, open information flow, and
constant change. No element in these
systems can be thought of as the ulti-

mate point of control.?*

Given the complex threat environ-
ment, non-hierarchical decision-mak-
ing processes, like resilience thinking,
are particularly suitable because they
match the non-hierarchical nature of
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Complex Adaptive Systems
Interdependencies within complex systems, like national and international security systems,
determine how these systems change.
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the challenge to be solved. The ability
of decision-makers to embrace emer-
gent opportunities and adapt quickly
is imperative. While this ability has al-
ways been important, it is the diversity
in the current threat landscape that
is currently pushing the deterrence
phase shift from a hierarchical and
deterministic mindset to a networked,
non-linear, and deliberative mindset.

Resilience as a Credible Form of
Deterrence?

The credibility of resilience as a de-
terrent option is closely connected to
the utility of resilience thinking in the
context of complex threats. Resilience
is practical under these circumstances
because it shifts the focus from pre-
venting complex and diverse threats to
mitigating the consequences of these
threats through proactive anticipa-
tion, preparation, and adaptation. The
new complexity of threats (including
terrorist, hybrid, and cyber-threats)
is disrupting traditional deterrence
approaches.

These points speak to the utility of re-
silience as a deterrent option in com-
plex threat situations. However, like
any other deterrent option, resilience
must be credible. Given the nature of
deterrence as a psychological strategy
disruptor, for resilience to be a cred-
ible option it must meet three cri-
teria that are typical of all forms of
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deterrence: commitment, capability,
and communication.

The trend towards committing to re-
silience in security policy is a strong
one. Given that there has already been
a reasonably long focus on resilience
at national and sub-national scales in
the contexts of civil protection, criti-
cal infrastructure protection, disaster
risk management, public prepared-
ness, and risk communication,? sys-
tematically scaling up resilience as a
national or international security pol-
icy priority will clearly demonstrate
a real commitment to resilience in
deterrence.

Capability can be established through
coherent and systemic development
of the practical actions that together
contribute to building resilience.
These might include establishing
comprehensive and multi-thematic

describ-

ing resilience in multiple contexts,

vulnerability assessments;

finding commonalities; establishing
measurement tools and processes;
encouraging flexibility within se-
curity organizations to improve the
ability to learn, adapt, and respond;
and investing in developing coherent
practices across security themes and
sectors.

In the EU, resilience-building in se-
curity policy has been established
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largely as an outward-looking activ-
ity in external action. Building up the
resilience of neighbors and partners
beyond the central territory is seen as
a key means of protecting the core.
The EU’s focus on outward resilience
is predicated on the importance of ad-
dressing the fragility of neighbor states
(as a root of instability and conflict)
to the east and south through human-
itarian and development activities. It
highlights that such action can mini-
mize potential threats to vital interests
within the union. In order to demon-
strate capability, the EU Global Strat-
egy suggests that a resilient society is
one that “features democracy, trust in
institutions, and sustainable develop-
ment.”?® This is a reasonably limited
conception, and a hypothetical means
of demonstrating resilience capability
that presumably seeks to highlight the
importance of resilience in the context
of social-institutional settings.

As an experiment, it’s possible to cre-
ate an “EU Global Strategy Resilience
Index” to track changes in the EU
and beyond. Drawing on open-source
data for the indicators “democracy”,
“trust in government”, and “sustain-
able development”, a resilience score
is charted on page 76. It covers the
last three years across several EU, non-
EU countries, and the UK and US.
This basic index of national (social-
institutional) resilience suggests some

surprising winners and losers. Of the
countries included, only the US, Ja-
pan, and Italy seem to display rising
societal resilience. Perhaps unsurpris-
ingly given the long process through
which Germany has gone in forming
a coalition government (from mid-
2017 to early 2018), and government
delegitimization associated with the
refugee “crisis” (2015), Germany’s
resilience (predicated on trust in gov-
ernment and democratic values) has
fallen dramatically. Likewise, Poland’s
resilience has also shown a dramatic
turn for the worse, perhaps related
to the government’s attempts to un-
dermine the rule of law in 2017,%
and the implications for democracy
in that country. These (very simple)
results suggest that actions to build,
maintain, or demonstrate capability
in societal resilience should be imple-
mented not just in external activities
in peripheral (more fragile, less stable)
states, but also on the EU’s home turf.
The latter is a less typical action be-
cause of a bias in the perceived exter-
nal origin of threats to the EU (from
the east and south), which reflects an
EU-centric power asymmetry.?®

Communication is the third criterion
of credibility, and possibly the most
difficult to achieve. Demonstrating
that a critical infrastructure, or soci-
ety as a whole, is resilient (or becom-
ing resilient as a result of national
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The EU Global Strategy Resilience Index
Using the EU’s definition of resilience to chart changes in resilience since 2015
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measures) requires that resilience be
measureable and measured. Clear
communication relies on a demon-
stration of capability — as a resilience
index could potentially do. For in-
stance, only with concrete evidence
that people or structures are becom-
ing more resilient will the assertions
of the US National Security Strategy
that a “stronger and more resilient
critical infrastructure [...] strengthen
deterrence by creating doubt in our
adversaries that they can achieve their
objectives”® be borne out.

NATO’s push for resilience is naturally

focused on member states. Problemat-
ically, though, NATO has no mandate
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to build national resilience directly.
Nevertheless, the alliance is keenly in-
terested in building resilience and has
established a technical focus predicat-
ed on the need to build civil prepar-
edness of critical infrastructures as a
basis for the delivery of military forces
and capabilities in upholding collec-
tive defense. Given the (geographic,
political, technical, and social) con-
nections between NATO members,
neighbors, and partners, the desire
to build resilience in the alliance will
also require engagement with non-
typical associates that might share
borders, infrastructures, or interests.>°
Whether these actions have direct or
indirect implications for deterring
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threats on EU or NATO territory will
only become evident in the future.

The very context-specificity of resil-
ience that is one of its advantages can
be interpreted as ambiguity. This can
be a problem in the aspirational con-
text of national security strategies. In
commenting on discussions about cy-
bersecurity in the US National Secu-
rity Strategy, Ben Buchanan criticizes
the vagary of discussions about resil-
ience in deterrence. Rightly, he points
out that “Adversaries can employ the
same tactics again and again with suc-
cess. And, until U.S. strategy recog-
nizes that and stops them, they will.”!
Here lies the point: if the US, or any
country with an active focus on resil-
ience building, continues to pursue
measures of vulnerability reduction,
agile anticipation, resilience monitor-
ing, assessment, evaluation, and adap-
tive learning in a systematic manner,
then it can address these problems,
and not just in the context of cyber-
space, but also with respect to hybrid
threats and terror.

Resilience: Guiding the ‘Fifth Wave’
of Deterrence?

“In the highly complex and dynam-
ic international environment of the
twenty-first century, policymakers [...]
deal with multiple actors, asymmetric
relationships, and transnationally net-
worked threats. ™

Resilience thinking and being resil-
ient can offer concrete advantages
in security policy, and specifically in
deterrence. Applied resilience is be-
coming the cornerstone of security
policy, and represents the fifth wave
of deterrence.

Modern threats are complex, multi-
actor, cross-scale problems, which
must be met with agile, resilience
thinking-style institutional decision-
making that fits the nature of the prob-
lems. Proactively countering complex
threats with equally networked and
distributed policy responses, guided
by resilience, will improve the effec-
tiveness of those security policies. In
this context, the increasing resilience
of society, critical infrastructure, and
organizations — the product of a dec-
ade of resilience promotion in secu-
rity policies — and the concomitant
reductions in vulnerability will deter
asymmetric threats by denying threat-
ening actors suitable targets for their
attacks.

Where classical (nuclear) deterrence
was hierarchical and deterministic,
based on the known relationships
between the actors, and on the sim-
ple and well-understood principle of
assured destruction, which held the
actors in check, modern deterrence
is altogether different. Threats are
uncertain, and unpredictable; actors
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are unknown, as are the vulnerabilities
they target. As threats have become
less state-centered, and more likely to
originate from distributed networks,
the means of addressing these threats
must also change.

The fifth wave of deterrence develop-
ment is rising at a point when estab-
lished international security practices
are fumbling to respond effectively to
security challenges. Resilience think-
ing presents a potential breakthrough
that can increase the ability of estab-
lished security institutions to im-
prove their links and address complex
threats deliberatively. If institutions
can accept the current shift toward re-
silience as an important and practical
one, then the “complex adaptive sys-
tem” of international security is more
likely to meet future system changes
or disruption in a more prepared state.
The fifth wave of deterrence will be
characterized by the network-driven,
tailor-made solution.

Deterrence is an uncertain art, not a
science, and if the decision-making
processes that determine deterrence
actions do not match the problems,
it is unlikely that practical deterrence
solutions commensurate to modern

threats can be identified and deployed.

Modern approaches to national and
international security are already built
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on networks, but control tends to re-
main hierarchical and linear. Dealing
with complex threats highlights the
necessity to move away from tradi-
tional reductionist and hierarchical
approaches to problem governance,
and to engage existing networks
with distributed and deliberative
approaches.

To a certain degree, policy failures
must be accepted as inevitable in a
complex, uncertain, and unpredict-
able security environment. But policy
failures will be more likely if policy-
making processes are not suited to
this current security environment.
If policy processes are deterministic,
reductionist, and hierarchical, then
they are not suited to governing sys-
tems that are characterized by non-
linearity, unpredictability of interac-
tions, and uncertain feedbacks. By
contrast, if policy processes are de-
signed to match the complex systems
and problems they are attempting to
govern — i.e., if they are flexible, reac-
tive, and distributed — then they are
likely to be more successful.
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