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J Like other
security

| issues, the
vulnerability
of modern
societies
caused by
dependency
on a spectrum of highly interde-
pendent information systems has
global origins and implications.
To begin with, a variety of mali-
cious actors in the cyber environ-
ment are willing to contravene
national legal frameworks and
hide in the relative anonymity of
cyberspace. Further, the informa-
tion infrastructure transcends ter-
ritorial boundaries so that infor-
mation assets vital to the nation-
al security and the essential
functioning of the economy of
one state may reside outside its
sphere of influence on the territo-
ry of other nation-states.
Additionally, cyberspace - a huge,
tangled, diverse, and literally uni-
versal blanket of electronic inter-
change - exists everywhere where
there are telephone wires,
cables, computers, or electro-
magnetic waves, a fact that
severely curtails the ability of
states to regulate or control it
alone. Any adequate protection
policy extending to strategically
important information infrastruc-
tures will thus ultimately require
transnational solutions, such as
an international regulatory

regime for the protection of
cyberspace.

Regulatory regimes* emerge from
the mediation of disparate inter-
ests of various stakeholders with-
in arenas of political interaction.
The outcome of these interac-
tions usually takes the form of
new rules, which are created by
constraining actors' choices and
pre-scribing who can act when,
and affect behavior both directly
and indirectly. But even though
the need for such an internation-
al regime in the area of informa-
tion security or critical informa-
tion infrastructure protection
(ClIP) is evident, there are at
least two problems delaying its
emergence.

First, CIIP is an issue of high rele-
vance to many different, very
diverse, and often over-lapping
communities. These different
groups - be they private, public,
or a mixture of both - do not
often agree on what needs to be
protected with what means. In
addition, turf battles within gov-
ernments are frequent; only in a
few countries have central gov-
ernmental organizations been
created to deal specifically with
CIIP issues. Often, responsibility
is given to well-established gov-
ernmental organizations or agen-
cies that appear suitable for the
task.? Depending on their key
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assignment, these agencies bring
their own perspective to bear on
the problem and shape policy
outcomes accordingly.

As a result of both points, the dif-
ference in the scope and quality
of national CIIP policies is consid-
erable. CIIP policies in various
countries are at various stages of
imple-mentation - some are
enforced, while others are just a
set of suggestions - and come in
various shapes, ranging from a
regulatory policy focus concerned
with the smooth and routine
operation of infrastructures and
questions such as privacy or
standards, to the inclusion of CIIP
into more general counterterror-
ism efforts. This divergence of
national CIIP policies is a major
obstruction to the development
of an international regime, for
international regimes are based
on at least a minimal conver-
gence of expectations and inter-
ests of (national) key actors.

Second, there exists a paradoxi-
cal desire of many NATO states to
both exploit and restrict attacks
against the information infra-
structure simultaneously. Under
the broad heading of
"Information Operations" they
seek to integrate attacks against
the information infrastructure of
a foreign state into routine
(Continued, Page 11)
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Dunn (Cont. from Page 10) mili-
tary planning as a tool of strate-
gic coercion, while at the same
time, they take a range of
actions, both unilaterally and mul-
tilaterally, to mitigate the risks
resulting from the dependency of
their own militaries, governments,
economies, and societies on net-
worked information systems.

The problem with these military
ideas for the strategic use of
cyberspace is that they fail to rec-
ognize the nature of the (emerg-
ing) interdependent network envi-
ronment, which will likely be char-
acterized by ubiquitous computing
and networking - and thus even
greater interdependencies. This
fact makes it unlikely that comput-
er attacks can ever be a tool for
precise targeting of enemy infra-
structures or a means to deliver
effectively to a particular geo-
graphic conflict zone. In fact, not
only could military use of computer

attacks directly "blowback" on
Western societies through the net-
work interdependencies; routine
use of computer attacks would
also likely result in a more intan-
gible side effect: the undermining
of trust in cyberspace with long-
term effects on the global econo-
my. This basically means that the
investments in military technolo-
gies and doctrines designed to dis-
rupt the infrastructures of rival
nations seem like a comparative
strategic advantage only at a first
glance: A closer look will reveal
that these benefits are consider-
ably flawed by misperceptions of
the emerging technical environ-
ment and the nature of the inter-
national system in the information
age in general.?

The problems outlined above are
two main factors slowing down the
emergence of norms for the pro-
tection of cyberspace. However, in
the light of economic and security
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interests, industrialized states
would be well-informed to work
towards overcoming these tempo-
rary obstacles and move resolutely
towards robust international con-
ventions and mechanisms that
protect the global information envi-
ronment.

* Aregime can be defined as "sets of
implicit or explicit principles, norms, rules,
and decision-making procedures around
which actors' expectations converge in a
given area of interna-tional relations".
See: Krasner, Stephen D. (ed.).
International Regimes. (Ithaca: Cornell
University Press, 1984): p. 2.
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Sweden (Cont. from Page 8) a
robust peacetime society is still
valuable. Especially with regard to
the cooperation that took place
within the Total Defence frame-
work. Most Swedish adults were
involved in Total Defence in some
way. Redundancy and reserve
systems were incorporated into
important infrastructure systems
such as the electricity supply,
telecommunications, water sup-
plies, data systems, etc.

A Total Defence system though
had to be a planned system, as
most defence forces. The chal-
lenge now is to build a Risk
Management based system with
short OODA (observe, orient,

decide, act) decision loops. New
threats, risks and vulnerabilities
must be addressed in time. This
demands new methods and
changing the mind sets of those
used to the old Total Defence con-
cept, while not losing the lessons
learned in cooperation and CIP.
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Sweden's security policy situation
has now undergone a fundamen-
tal change. The country, itself an
EU member, is surrounded by
democratic states that are mem-
bers of the EU, NATO or both.
Russia does not constitute a mili-
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tary threat to Sweden.

Our world has become more
secure but less predictable.
History has not ended; interna-
tional terrorism and organized
crime constitute the new threats.
Open borders, interconnected
infrastructure systems and the
rapid expansion of electronic
information services create new
vulnerabilities. The challenges
can only be solved by co-opera-
tion: nationally, within the EU and
in other international fora. The
transatlantic cooperation is an
import part of successful CIP.

For more information:
www.krisberedskapsmyndigheten.se

and www.isn.ethz.ch/crn %*



