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RESiliENCE iN SECuRiTy POliCy: 
PRESENT aNd FuTuRE
The concept of resilience enjoys increasing popularity among security policy practitioners. 
it shifts the focus of security policy considerations from avoiding catastrophic events to 
mitigating their effects. There are great differences in the way it is applied practically 
worldwide. in preparing the Swiss Security Policy Report 2014, the question of whether the 
concept should also be anchored more strongly and broadly in Swiss security policy deserves 
critical consideration.

The concept of resilience has been a re-
markable success story: in the past ten 
years, it has established itself as a core 
idea of crisis and disaster management 
in many different policy areas. Geographi-
cally, too, the impact of the concept is 
continually expanding: a growing number 
of states have identified the resilience of 
technical and social systems as a goal of 
their national and international crisis and 
security policy.

This development is based on the insight 
that in view of the diversity, complexity, 
and unpredictability of contemporary risks, 
complete security is impossible to guaran-
tee – and that crises and disasters cannot 
be excluded altogether, despite the best 
possible preventive measures. Therefore, 

the focus of security policy considerations 
is increasingly shifting to the mitigation 
rather than the prevention of events. Re-
silience, referring to the ability of a system 
or society to recover quickly after experi-
encing a sudden shock or physical stress 
(cf. CSS analysis No. 60), is exceptionally 
well suited to take on a key role in an era 
marked by insecurity.

indeed, a comparison of several countries 
shows that modern security policy is hard-
ly imaginable without the concept of resil-
ience. However, there are great differences 
in how the political approaches are devel-
oped and significant difficulties regarding 
the concrete implementation of the con-
cept. This allows important inferences to 
be drawn concerning countries such as 

Switzerland that are still in the process 
of establishing resilience as a concept in 
security policy or of improving its imple-
mentation. if resilience is to be applied in 
a targeted and gainful manner, four issues 
must be dealt with in practical terms: The 
nature of the desired resilience; the goals 
of resilience policy; the concrete instru-
ments to be used in fostering resilience; 
and the question of how to measure cur-
rent and future resilience levels.

Varying approaches to resilience
Three countries are commonly considered 
to be among those at the forefront of ap-
plying resilience: The uK, The uS, and Sin-
gapore (see Table 1 for an overview). Their 
resilience policies can serve as examples 
to highlight both commonalities and dif-
ferences in the way resilience is thought 
about and implemented today (see Box 1).

in the UK, the Civil Contingencies act 
(2004) replaced older civil defence legisla-
tion, the strategies of which were seen to 
be inadequate for large-scale civil emer-
gencies like the uK floods of 2000 and 
the Foot and Mouth disease outbreak of 
2001. The act outlines how local arrange-
ments for disaster or crisis prevention and 
response should be built upon “local resil-
ience forums” that also support the British 
government’s “National Resilience Capa-
bilities Programme”. decisions about risk 
management should be made at the low-
est appropriate level.

in the USA, there is a strong belief that dis-
aster resilience should be everyone’s busi-
ness and is a shared responsibility among 

Implemented resilience: Girls play in flooded New York City.  Brandon Stanton / Humans of New York



CSS Analysis in Security Policy No. 142 • October 2013

© 2013 Center for Security Studies (CSS), ETH Zurich 2

in this context, disaster response may have 
different meanings for various components 
of an affected system: Varying resilience 
processes involving both “bounce back” 
and “adaptation” may occur as part of the 
same coping process. There may be par-
ticularly strong variations in the processes 
depending on whether technical compo-

nent or human individ-
uals are affected. While 
the resilience of a fibre 
optic cable network, 
for instance, depends 
on how quickly it can 
restore an internet con-
nection based on innate 

redundancies, resilience in the case of the 
operators or users of such a network can 
be better identified on the basis of their 
capability of dealing with the disruption. 
For instance, one may look at the ability to 
compensate for lost services as well as at 
the way in which experiences gained in the 
incident can lead to behavioural changes.

Thus, first of all, resilience should not be 
thought of vaguely as simply a desirable 
property. instead, it is important to think 
about which kind of resilience is necessary 
under which specific circumstances. it is 
equally important to clarify the follow-
ing questions: What is the desired normal 
state? How much change may be permit-
ted in a political system?

Which aims and actors for 
resilience?
Secondly, it is important to clarify the aim 
of resilience policy: Who and what is to be 
made resilient? This also touches on the 
question of who or what is especially vul-
nerable and thus most at risk, and who or 
what is particularly important and thus in 
need of being made resilient. This may ap-
ply to (critical) infrastructures, but also to 
high-density urban areas or certain profes-
sional groups (e.g., medical doctors). due 

there is a growing desire within civil soci-
ety to be involved in managing and miti-
gating risks. 

But the policies in these countries also 
show the manifold way in which the re-
silience concept can be applied in security 
and disaster management policy, reflect-
ing political, social, and 
cultural differences, the 
different contributions 
from the academic do-
main, and heterogene-
ous national security 
policy requirements. in 
other words, there is 
no single type of resilience – but different 
types of resilience for different contexts. 
Therefore, it is almost impossible to find 
catch-all solutions for resilience policy. 
Engaging with resilience in depth is best 
done by looking at four important issues: 
how resilience is expressed; what or who 
resilience is required for; how to build re-
silience; and how to measure and monitor 
resilience.

What kind of resilience?
Resilience, being a coping process, can only 
be observed once a technical or societal 
system has been disrupted by an incident. 
The manner in which a sudden disaster or 
crisis is mitigated and the functionality or 
operability of a system is restored varies 
according to the incident and the system 
in question. The academic literature makes 
a distinction between two extremes: On 
the one hand, there may be a relatively 
swift recovery in which the system is re-
stored to the exact functionality that it 
was at before the incident (“bounce back”); 
on the other hand, there may be a dy-
namic, adaptive, and often longer-lasting 
process in which the system adapts to the 
new situation upon restoration of its func-
tionality through processes of learning 
and adjustment (“adaptation”).

citizens, the private sector, and govern-
ment. This belief is premised on the resil-
ience imperative as a transformational 
mechanism that requires long-term think-
ing and approaches to disaster manage-
ment and was presented recently (2012) 
in the uS National academies report on 
“disaster Resilience: a National impera-
tive”. Much of this thinking focuses on 
how to develop strategic practices towards 
gaining disaster resilience, and on how to 
connect the theoretical resilience strategy 
to practices that might ultimately build 
national resilience. 

in Singapore, building community resil-
ience has become a fundamental objec-
tive in the national security discussion. 
The national approach to security through 
resilience is encompassed by the “Be as 
One” (2009 – 20011) concept and the gov-
ernment’s “let’s Stand Together” Facebook 
page, suggesting the importance of col-
lective action in the prevention of threats. 
in deploying the resilience approach for “a 
cohesive society” and “an engaged people”, 
Singapore projects a central role for the 
citizen in addressing threats to the nation. 
This national security program is over-
seen at the ministerial level, but is largely 
operationalised at the community level 
through a wide range of engagement and 
risk communication resources.

The key commonality of these resilience 
approaches is that there is an emphasis on 
a role for the citizen based on the need to 
act as a “responsible” member of society. 
This responsibilisation of the population 
reflects several driving factors: experience 
with disruptive events like terrorist at-
tacks and natural disasters, coupled with 
an insufficient state emergency response; 
the inability to know and predict dangers, 
and prevent them from happening; the 
increasing costs of disasters; the privatisa-
tion of critical infrastructures; and lastly, 

Table 1: Country comparison of resilience in the United Kingdom, United States and Singapore
Country Resilience for what? What kind of resil-

ience
Which aims for resil-
ience?

Which instruments? How to measure 
resilience

UK Disaster response; 
community prepared-
ness; community risk 
dialogue

“Bounce back” Subsidiarity: decisions 
about risk management 
to be made at lowest  
appropriate level

“local resilience forums”: 
community risk registers; 
risk communication; 
engaging public

No

US Disaster response; 
disaster preparedness; 
critical infrastructure; 
national security

“Adaptation” Shared responsibility Various: recognise that 
“independent efforts fulfil 
strategic needs”. 

Yes: CIP “Regional Re-
siliency Assessment 
Program”

Singapore National security; 
terrorism; disaster 
response.

“Bounce back” National security: 
“whole of government, 
whole of community” 
mind-set; citizen “ 
responsibilisation”

Citizen engagement;  
popular media; partner-
ships for integration,  
collective action &  
shared awareness

No

Resilience currently  
enjoys an international  

status as a panacea  
for modern security  

challenges.
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several factors like ‘probability of failure’, 
‘level of maintenance’, and ‘age of infra-
structure’. an index is consequently only 
as good as the indicators it combines, and 
the data available (is it high quality data, 
and is it suitable?) for the indicators. The 
selection of indicators might be stream-
lined by engaging relevant stakeholders, 
while obtaining appropriate data can be 
improved if data collection techniques are 
developed when the resilience policy is es-
tablished. Because of these questions and 
challenges, the measurement of resilience 
in security and disaster contexts remains 
vague and under-developed in most coun-
tries. The united States is most actively 
exploring resilience measurement, and the 
‘Regional Resiliency assessment Program’ 
represents a recent initiative in the context 
of critical infrastructure protection over-
seen by the uS department of Homeland 
Security. However, even though the uS 
spends a lot of time and money on meas-
uring resilience, huge difficulties remain. 

Resilience in Switzerland: Present 
and future
in Switzerland, resilience-based approach-
es are still only found in a handful of policy 
fields, particularly in civil protection and 
critical infrastructure protection and in the 
context of cyber-risks. More specifically, 
the “Basic Strategy for Critical infrastruc-
ture Protection”  and the “Swiss National 
Cyber-Risk Protection Strategy”  have 
explicitly referenced resilience as an en-
trenched policy goal since 2012. in prepara-
tion for the new Swiss Security Policy Re-

port (2014), however, it 
would be good to give 
greater weight to the 
question of whether 
the concept should 
be more strongly and 
broadly anchored in 
Swiss security policy as 

well, in line with the international trend. in 
answering this question, the following is-
sues should be considered:

Resilience currently enjoys an internation-
al status as a panacea for modern security 
challenges, as it leaves room for a new 
kind of subjective perception of security, 
despite the unpredictable nature of con-
temporary hazards. However, the experi-
ences of other countries (uK, Singapore) 
show that when introduced as a mere buz-
zword, the concept of resilience has little 
impact and may even give rise to negative 
outcomes when raising false expectations. 
Therefore, a beneficial policy of resilience 

the specificity and application success of 
resilience-building tools targeted at the 
various resilience sub-elements in a social 
system, whether social, technical, econom-
ic, or environmental.

Many security and disaster policies, includ-
ing those mentioned from the uK, Singa-
pore, and the uS, are relatively vague about 
how resilience might be developed in com-
munities, infrastructure elements, or the 
environment. Typical practical means to 
build resilience that are regularly highlight-
ed by policy-makers include risk commu-
nication, regulation, engagement, and col-
laborative decisionmaking. This shows that 
it is usually possible to foster resilience 
through established means and that such 
fostering is already taking place. Thus, ex-
isting solutions can frequently be applied. 

Measuring resilience
Monitoring the suitability of policy tools 
in meeting the policy’s goals is the fourth 
consideration in making effective resil-
ience security policy. Having the capability 
to measure resilience in 
different sub-elements 
of social systems is es-
sential for answering 
some key questions 
about resilience: How 
much resilience does an 
entity have? How much 
does it need to meet the policy goals? How 
are the policy tools for building or influ-
encing resilience working? in particular, 
some assessment of the ‘baseline’ level of 
resilience possessed by an entity (before 
policy implementation tools are used) is 
useful for informing the allocation of re-
sources where they are most needed.

Characteristics like resilience (and vulner-
ability, sustainability, human well-being, 
etc.) are hard to assess directly, and are 
typically measured as an index – a ‘pointer’ 
derived from several measurable indica-
tors. For example, a critical infrastructure 
resilience index might be composed of 

to their political sensitivity, these are deci-
sions that need to be made at the highest 
political levels.

Furthermore, it is necessary to state in 
concrete terms which actors are to be giv-
en responsibility for resilience. if resilience 
is identified as a target, it follows that to 
a certain extent, the population or the pri-
vate sector are allocated some of the re-
sponsibility for responding to events with 
a security policy impact. This has been 
particularly obvious for some time in the 
case of critical infrastructures, where pri-
vate infrastructure operators are actively 
harnessed for the pursuit of security policy 
goals through regulation and other means 
such as dialog with government agen-
cies. However, the increasing involvement 
of non-state actors also creates a number 
of questions regarding the relationship 
between the state and its citizens: E.g., 
should elected governments hold respon-
sibility – what are governments for if not 
to bear responsibility for their citizenry? if 
not, how closely should civil society be in-
volved in broad risk-related decisions that 
affect them? Should some people be made 
more responsible than others? What is the 
capacity of different players to be respon-
sible? Experience shows that the crux of 
the matter is finding a good balance be-
tween top-down state governance and 
fostering “bottom-up” forces. Too much 
state control may obstruct or reduce the 
resilience that is already inherent in the 
private sector or in civil society. 

Tools for building resilience
Once the nature of resilience and policy 
goals are determined, the third considera-
tion will concern how to actually foster the 
type of resilience that one wants. Clearly, 
different expressions of resilience and the 
resilience of different elements of soci-
ety (people, communities, infrastructure, 
companies, the economy, etc.) require dif-
ferent resilience-building tools. Therefore, 
broad security policy focused on the need 
for resilience will only be as successful as 

Resilienzformen «Bounce back» vs. «Adaptation»

Resilience: Bounce Back Resilience: Adaptation
Applicable to: Entities or system components 

whose value (or service) lies in a 
specific function.

Entities or system components 
whose value lies in the manage-
ment and proper functioning of 
systems or system components.

Results in: Static outcome, where the objective 
is a return to existing function.

Dynamic process that results in an 
adaptive response to disturbance. 

Temporal span: Resilience is attributed if normal 
function is returned quickly.

Longer; characterised by social  
learning and reflection.

Source: Giroux/Prior: «Factsheet: Expressions of Resilience – From ‹Bounce Back› to Adaptation»

It is quite possible that  
sufficient resilience  

is already in place, even  
if it has not been  
labelled as such.
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must be diligently tailored to the require-
ments of the respective political context – 
there are no simple “copy/paste” solutions. 
if the resources for such careful delibera-
tions are lacking, there is no point in es-
tablishing resilience as a new concept.

Furthermore, it is advisable to review the 
existing structures, institutions, and in-
struments for their resilience-enhancing 
properties. it is quite possible that suffi-
cient resilience is already in place, even if it 
has not been labelled as such. in the spe-
cific case of Switzerland, for instance, there 
is evidence to suggest that institutions 
such as federalism, the militia system, or 
nationwide insurance coverage contrib-
ute to the general resilience of the popu-
lation and of the Swiss political system. 
Therefore, a specific relabeling of existing 
solutions under the heading of “resilience” 
may not be necessary.

if an additional resilience policy is desired, 
the main challenge will be to conceptual-
ize resilience not only as a vaguely desir-
able state of affairs, but as a concept that 
must be implemented through concrete 
steps. This means asking, and finding an-
swers to, questions such as the following: 
How do we define the politico-social sta-
tus of “normalcy” that is to be reattained 
by means of a resilience process? What 
and who is in need of resilience, and is to 
be targeted by interventions aimed at en-
hancing resilience? Who is to be made re-
sponsible for resilience? To what extent? 
Who is answerable for achieving it? and 
finally: How can efforts to enhance resil-
ience transform the relationship between 
the citizen and the state? These are highly 
political and sensitive issues; however, an 
open debate is essential if Switzerland is 
to have a useful policy of resilience. The Se-
curity Policy Report 2014 is a good oppor-
tunity to initiate a broad debate on these 
questions in Switzerland.

Previous issues 

No. 141:  Kidnapping for Ransom as a Source of Terrorism Funding
No. 140:  China’s Nuclear Arms Build-Up: Background and Consequences
No. 139:  France’s New Strategy: The 2013 White Paper
No. 138:  The Struggle for Sweden’s Defence Policy
No. 137:  Descending Drones?
No. 136:  Russia in Europe: Strategic Challenges
No. 135:  Tunisia: The Challenges of Transition
No. 134:  The 2014 NSS: Towards an Obama Doctrine?
No. 133:  The Council of Europe: Time for reform
No. 132:  Lashkar-e-Taiba: Local Organisation, Global Ambitions
No. 131:  Nagorno-Karabakh: Obstacles to a Negotiated Settlement
No. 130:  The ICC: High Expectations, Ambiguous Record
No. 129:  Whole of Government: Integration and Demarcation
No. 128:  European Strategies against Jihadist Radicalisation
No. 127:  The Nuclear Suppliers Group at the Crossroads
No. 126:  State of Play in European Defence and Armaments Cooperation
No. 125:  Nepal’s Faltering Peace Process and Swiss Engagement
No. 124:  The Syrian Civil War: Between Escalation and Intervention
No. 123:  Israeli Perspectives on the Arab Uprisings
No. 122:  The Chemical Weapons Ban: Status and Prospects
No. 121:  The North Korean Nuclear Issue: Between Containment and Dialog
No. 120:  Swiss Nuclear Phaseout: Energy Supply Challenges
No. 119:  Somalia: Little Hope for Peace
No. 118:  The Arctic: Thaw with Conflict Potential
No. 117:  India-US Relations: Progress Amidst Limited Convergence
No. 116:  NATO’s Chicago Summit: Alliance Cohesion above All Else?
No. 115:  Myanmar: Limited Reforms, Continued Military Dominance
No. 114:  Women, Peace, and Security: UN Resolution 1325 Put to the Test
No. 113:  Iraq after the US withdrawal: Staring into the Abyss
No. 112:  Implications of the Debt Crisis for Swiss Foreign and Security Policy
No. 111:  PPPs in Security Policy: Opportunities and Limitations
No. 110:  Nuclear Weapons in the Middle East: Here to Stay
No. 109:  Afghanistan: Withdrawal and a Regional Solution?
No. 108:  Representing Foreign Interests: Rebirth of a Swiss Tradition?
No. 107:  Nuclear Weapons in the Middle East: Here to Stay
No. 106:  Swiss Foreign Policy 2012: Challenges and Perspectives
No. 105:  Mediating Conflicts with Religious Dimensions
No. 104:  Fukushima and the Limits of Risk Analysis
No. 103:  Crisis Mapping: A Phenomenon and Tool in Emergencies
No. 102:  South Africa: A Hamstrung Regional Power
No. 101:  The Muslim Brotherhood in Egypt: Hurdles on the Way to Power
No. 100:  New Libya: Political transition and the role of the West
No. 99:  A Fragmented Europe in a Frail Congo
No. 98:  Al-Qaida’s Uncertain Future
No. 97:  Pakistan after Bin Laden
No. 96:  EU Foreign Policy: Still in the Making
No. 95: Russia’s North Caucasus: An Arc of Insecurity
No. 94:  The Middle East Conflict: Changing Context, New Opportunities 
No. 93:  Brazil: Powering Ahead
No. 92:  Clashing over Fighters: Winners and Losers
No. 91:  Impartial and Stuck: NATO’s Predicament in Libya
No. 90:  Human Security: Genesis, Debates, Trends
No. 89:  Nuclear Disarmament: A Slow March on a Long Road
No. 88: Progress in Biotechnology as a Future Security Policy Challenge 
No. 87: EU Civilian Crisis Management: A Crisis in the Making?
No. 86: NATO and Missile Defence: Opportunities and Open Questions 
No. 85:  NATO Summit: Forward-looking Decisions, Difficult Implementation
No. 84:  The African Standby Force Put to the Test
No. 83:  Economic Sanctions: Silver Bullet or Harmless Dud? 
No. 82:  Intelligence Agencies: Adapting to New Threats

 

  authors: Myriam dunn Cavelty  
dunn@sipo.gess.ethz.ch  
and Tim Prior  
tim.prior@sipo.gess.ethz.ch

  Responsible editor: Christian Nünlist  
analysen@sipo.gess.ethz.ch

  German and French versions / other  
CSS analyses / mailinglist: 
www.css.ethz.ch/cssanalysen

  iSSN: 2296-0244


